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@SAFETY PRECAUTIONS@®

(Read these precautions before using this product.)

Before using this product, please read this manual and the relevant manuals carefully and pay full attention
to safety to handle the product correctly.

In this manual, the safety precautions are classified into two levels: "AWARNING" and "ACAUTION".

[ )
AWARNING Indlca.tes.that incorrect hand_llpg may cause hazardous conditions,
resulting in death or severe injury.

Indicates that incorrect handling may cause hazardous conditions,
ACAUTlON resulting in minor or moderate injury or property damage.

g J

Under some circumstances, failure to observe the precautions given under "ACAUTION" may lead to

serious consequences.
Observe the precautions of both levels because they are important for personal and system safety.

Make sure that the end users read this manual and then keep the manual in a safe place for future
reference.



[Design Precautions]

/\WARNING

@ For the operating status of each station after a communication failure, refer to relevant manuals for
each network. Incorrect output or malfunction due to a communication failure may result in an
accident.

@ To prevent the malfunction of the programmable controller system due to harmful e-mails, take
preventive measures (such as antivirus measures) so that the mail server for this module does not
receive harmful e-mails.

@® To maintain the safety of the programmable controller system against unauthorized access from
external devices via the network, take appropriate measures. To maintain the safety against
unauthorized access via the Internet, take measures such as installing a firewall.

® When connecting a peripheral with the CPU module or connecting an external device, such as a
personal computer, with an intelligent function module to modify data of a running programmable
controller, configure an interlock circuit in the program to ensure that the entire system will always
operate safely. For other forms of control (such as program modification or operating status change)
of a running programmable controller, read the relevant manuals carefully and ensure that the
operation is safe before proceeding. Especially, when a remote programmable controller is controlled
by an external device, immediate action cannot be taken if a problem occurs in the programmable
controller due to a communication failure. To prevent this, configure an interlock circuit in the program,
and determine corrective actions to be taken between the external device and CPU module in case of
a communication failure.

@® Do not write any data to the "system area" and "write-protect area" (R) of the buffer memory in the
intelligent function module. Also, do not use any "use prohibited" signals as an output signal from the
CPU module to the intelligent function module. Doing so may cause malfunction of the programmable
controller system.

[Design Precautions]

/\ CAUTION

® Do not install the control lines or communication cables together with the main circuit lines or power
cables. Keep a distance of 100mm or more between them. Failure to do so may result in malfunction
due to noise.

® When changing the operating status of the CPU module (such as remote RUN/STOP) from the
external device, select "Always wait for OPEN (Communication possible at STOP time)" for the "Initial
timing" setting in the network parameter. The communication line will be closed when "Do not wait for
OPEN (Communications impossible at STOP time)" is selected and the remote STOP is executed
from the external device. Consequently, the CPU module cannot reopen the communication line, and
the external device cannot execute the remote RUN.




[Installation Precautions]

/\CAUTION

@ Use the programmable controller in an environment that meets the general specifications in the Safety
Guidelines included with the MELSEC-L series CPU module.
Failure to do so may result in electric shock, fire, malfunction, or damage to or deterioration of the
product.

@ To interconnect modules, engage the respective connectors and securely lock the module joint levers
until they click. Incorrect interconnection may cause malfunction, failure, or drop of the module.

@ Shut off the external power supply (all phases) used in the system before mounting or removing a
module. Failure to do so may result in electric shock or cause the module to fail or malfunction.

® Do not directly touch any conductive parts and electronic components of the module. Doing so can
cause malfunction or failure of the module.

[Wiring Precautions]

/\CAUTION

@ Securely connect the connector to the module. Poor contact may cause malfunction.

@ Place the cables in a duct or clamp them. If not, dangling cable may swing or inadvertently be pulled,
resulting in damage to the module or cables or malfunction due to poor contact.

® When disconnecting the communication and power cables from the module, do not pull the cables by
hand. For the cable with connector, hold the connector part of the cable. Pulling the cable connected
to the module may result in malfunction or damage to the module or cable.

@ Prevent foreign matter such as dust or wire chips from entering the module. Such foreign matter can
cause a fire, failure, or malfunction.

@ A protective film is attached to the top of the module to prevent foreign matter, such as wire chips,
from entering the module during wiring. Do not remove the film during wiring. Remove it for heat
dissipation before system operation.

[Startup and Maintenance Precautions]

/\WARNING

@ Shut off the external power supply (all phases) used in the system before cleaning the module. Failure
to do so may result in electric shock.

[Startup and Maintenance Precautions]

/\ CAUTION

® Do not disassemble or modify the module. Doing so may cause failure, malfunction, injury, or a fire.

@ Shut off the external power supply (all phases) used in the system before mounting or removing the
module. Failure to do so may cause the module to fail or malfunction.

@ After the first use of the product (module and display unit), the number of connections/disconnections
is limited to 50 times (in accordance with IEC 61131-2). Exceeding the limit may cause malfunction.

@ Before handling the module, touch a conducting object such as a grounded metal to discharge the
static electricity from the human body. Failure to do so may cause the module to fail or malfunction.




[Operating Precautions]

/\CAUTION

@® When changing data and operating status, and modifying program of the running programmable
controller from a personal computer connected to an intelligent function module, read relevant
manuals carefully and ensure the safety before operation. Incorrect change or modification may
cause system malfunction, damage to the machines, or accidents.

[Disposal Precautions]

/\CAUTION

® When disposing of this product, treat it as industrial waste.




@CONDITIONS OF USE FOR THE PRODUCT@®

(1) Mitsubishi programmable controller ("the PRODUCT") shall be used in conditions;

i) where any problem, fault or failure occurring in the PRODUCT, if any, shall not lead to any major or serious accident;

and

ii) where the backup and fail-safe function are systematically or automatically provided outside of the PRODUCT for the

case of any problem, fault or failure occurring in the PRODUCT.

(2) The PRODUCT has been designed and manufactured for the purpose of being used in general industries.

MITSUBISHI SHALL HAVE NO RESPONSIBILITY OR LIABILITY (INCLUDING, BUT NOT LIMITED TO ANY AND ALL

RESPONSIBILITY OR LIABILITY BASED ON CONTRACT, WARRANTY, TORT, PRODUCT LIABILITY) FOR ANY

INJURY OR DEATH TO PERSONS OR LOSS OR DAMAGE TO PROPERTY CAUSED BY the PRODUCT THAT ARE

OPERATED OR USED IN APPLICATION NOT INTENDED OR EXCLUDED BY INSTRUCTIONS, PRECAUTIONS, OR

WARNING CONTAINED IN MITSUBISHI'S USER, INSTRUCTION AND/OR SAFETY MANUALS, TECHNICAL

BULLETINS AND GUIDELINES FOR the PRODUCT.

("Prohibited Application™)

Prohibited Applications include, but not limited to, the use of the PRODUCT in;

* Nuclear Power Plants and any other power plants operated by Power companies, and/or any other cases in which the
public could be affected if any problem or fault occurs in the PRODUCT.

« Railway companies or Public service purposes, and/or any other cases in which establishment of a special quality
assurance system is required by the Purchaser or End User.

« Aircraft or Aerospace, Medical applications, Train equipment, transport equipment such as Elevator and Escalator,
Incineration and Fuel devices, Vehicles, Manned transportation, Equipment for Recreation and Amusement, and
Safety devices, handling of Nuclear or Hazardous Materials or Chemicals, Mining and Drilling, and/or other
applications where there is a significant risk of injury to the public or property.

Notwithstanding the above, restrictions Mitsubishi may in its sole discretion, authorize use of the PRODUCT in one or

more of the Prohibited Applications, provided that the usage of the PRODUCT is limited only for the specific

applications agreed to by Mitsubishi and provided further that no special quality assurance or fail-safe, redundant or
other safety features which exceed the general specifications of the PRODUCTSs are required. For details, please
contact the Mitsubishi representative in your region.



INTRODUCTION

Thank you for purchasing the Mitsubishi MELSEC-L series programmable controllers. This manual describes the
operating procedure, system configuration, parameter settings, functions, programming, and troubleshooting of the
LJ71E71-100 Ethernet interface module (hereafter referred to as E71).

Before using this product, please read this manual and the relevant manuals carefully and develop familiarity with the
functions and performance of the MELSEC-L series programmable controller to handle the product correctly.

When applying the program examples introduced in this manual to an actual system, ensure the applicability and
confirm that it will not cause system control problems.

Please make sure that the end users read this manual.

@.0.00000000000000.0.0000000000000000.000000000000000.0.00

Unless otherwise specified, this manual describes the program examples in which the 1/O numbers of X/Y00 to X/Y1F are
assigned for an E71.
For I/O number assignment, refer to the following.

[ 1 MELSEC-L CPU Module User's Manual (Function Explanation, Program Fundamentals)

© 00 0000000000000 0000 0000000000000 00000000000000000C0COCKCEOSGITOSIEOEOSIOIPOIOIONOTOIO

COMPLIANCE WITH EMC AND LOW VOLTAGE
DIRECTIVES

(1) Method of ensuring compliance
To ensure that Mitsubishi programmable controllers maintain EMC and Low Voltage Directives when incorporated
into other machinery or equipment, certain measures may be necessary. Please refer to one of the following
manuals.
* MELSEC-L CPU Module User's Manual (Hardware Design, Maintenance and Inspection)
» Safety Guidelines (This manual is included with the CPU module.)

The CE mark on the side of the programmable controller indicates compliance with EMC and Low Voltage
Directives.

(2) Additional measures

To ensure that this product maintains EMC and Low Voltage Directives, please refer to one of the manuals listed
under (1).



RELEVANT MANUALS

The manuals related to this product are listed below. Please place an order as needed.

(1) E71 relevant manual

Manual name
<manual number (model code)>

Description

MELSEC-Q/L Ethernet Interface Module User's Manual (Application)
<SH-080010, 13JL89>

E-mail function, communication function (communications via
CC-Link IE Controller Network, CC-Link IE Field Network,
MELSECNET/H, or MELSECNET/10, and communications by
using the data link instructions), and file transfer (FTP server)
function of the E71

MELSEC-Q/L Ethernet Interface Module User's Manual (Web function)
<SH-080180, 13JR40>

Web function of the E71

MELSEC Communication Protocol Reference Manual
<SH-080008, 13JF89>

Details of MELSEC communication protocol (MC protocol) that
is used for data communication between a target device and a
CPU module

(2) CPU module user’s manual

Manual name
<manual number (model code)>

Description

MELSEC-L CPU Module User's Manual (Hardware Design,
Maintenance and Inspection)
<SH-080890ENG, 13JZ36>

Specifications of the CPU modules, power supply modules,
display unit, branch module, extension module, SD memory
cards, and batteries, information on how to establish a system,
maintenance and inspection, and troubleshooting

MELSEC-L CPU Module User's Manual (Function Explanation, Program
Fundamentals)
<SH-080889ENG, 13JZ235>

Functions and devices of the CPU module, and programming

(3) Operating manual

Manual name
<manual number (model code)>

Description

GX Works2 Version 1 Operating Manual (Common)
<SH-080779ENG, 13JU63>

System configuration, parameter settings, and online
operations of GX Works2, which are common to Simple projects
and Structured projects

GX Works2 Version 1 Operating Manual (Intelligent Function Module)
<SH-080921, 13JU69>

Parameter settings for intelligent function modules, monitoring
operations, and the predefined protocol support function of GX
Works2
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MANUAL PAGE ORGANIZATION

In this manual, pages are organized and the symbols are used as shown below.
The following illustration is for explanation purpose only, and should not be referred to as an actual documentation.

" is used for window
names and items.

711 Setting method

* The chapter of
(1) Settingigarameters the current page is shown.
(a), Operating\procedure

# 1./| Open thg "PLC Parameter” gialog box.

1. shows operating

proced ures. { 2 JProject window > [Parameter] S[PLC parameter]
- -
2. select the "VO Assignment” tab.
I I b
O shows mouse s
) P —— —,——
operations.™! . 'Em ps
[ 1is used for items e ——— .
in the menu bar and
the project window. tem Descrption Reference
e T ry—r— Page T Secion 112
Vosevame [T p————— P e 13
Swich3etin Configure the switch setting of the bulln 11O or inieligent funcion modules. Page 74, Section 7.18 B
T s ef f The section of
Datad St Page 75, Section 7.1.7 ga .
= L Operton et e i the current page is shown.
g
Za
Setting "Start X/Y" enables modification on the start VO numbers assigned to connected modules. =
shows setting or [Ex] WWhen 10007 is specified in "Start X/Y" to the slot where a 16-paint module is connected. the assignment
operati ng exam p|e3_ range of an input module is changed to X1000 to X100F.
For details, refer to the following.
m shows reference 4 L1 MELSEC-L CPU Module User's Manual (Function Explanation, Program Fundamentals)
manuals. Point#

Setthe type of the connected module in “Typs". Satiing a different type results in "SPUNIT LAY ERR."
Eosihe inefigent function module, the 1/ points must also be the same in addition to the 11O assignment sefting.

[Z= shows {5 page 0, Secton 422
reference pages.

Point Pshows notes that
requires attention.

@ shows useful

information.

When an intelligent module is connecied, /O assignment can be omitted by selecting connected modules from Inteligent
Function Module" in the Project window.

*1 The mouse operation example (for GX Works2) is provided below.

IEE MELSOFT Se GX Works2 (Unset Project) - [[PRG] MAIN]

i Project  Edit  Find/Replace  Gompile  Miew  Online  Debug  Diaeno:

Menu bar \

. O [Online] &> [Write to PLC..]
Select [Online] on the menu bar,

and then select [Write to PLC...]. : Navigation &% 4] [PRG] MAIN

Pk H g
2 iFs sks Fo srs F7 kA | Fs s

o
. . ) ) . RN W N |
A window selected in the view selection area is displayed. | [y e——
=3 Intelligent Function Madule
% Project window E> [Parameter] A¥ Global Device Gomment
+| fi Program Setting
o> [PLC Parameter] g Jy
Select [Project] from the view selection = zosram
. . k] MAIN
area to open the Project window. By Local Devies Comment
In the Project window, expand [Parameter] and + (8 Device Memory
Device Initial Value

select [PLC Parameter].

Jﬁ Project

. . | ;
View selection area L L. user Library

!i Gonnection Destination
—

%

Lnlabeled




Pages describing instructions are organized as shown below.
The following illustration is for explanation purpose only, and should not be referred to as an actual documentation.

Instruction
name :

Programmable Controller)

10.4( JPIGP.READ (Reading Data from Another Station's
Reads data from the device of another station / T
_~

PN

JP.READ

GPREAD _f f———— cprero| un | s

Execution condition of the instruction

Structure of the instruction

Start contact 2

o | 1) (2)
(s2)

Start contact s2)
'—Hi JPREAD | Jn | (s1)| .o | (O1) | (D2) —{
2y

|
J

Available devices
Internal device Link direct device Intelligent
Setting data™! | (System, user) File Joo functionmodule | "X Constant’
. . B Bit Word register Bit ‘Word cevice) WZ':" K H ‘ s o

A device with O is uoen ]

. =N — o
applicable to © o* o2
the instruction. o - o

©2) o

Local devices and file registers set for each program cannot be used.

"2 T,C.D,W,ST, SD, and SW can be used.
When the target station s a Universal model QCPU or a Basic model QCPU, a digit-specified bit device can be used

([Ex] Kamte)

When using digit specification, the following conditions must be satisfied
+ Device number should be a multple of 16 (10,,)

* Number of digits (points) should be 4 (K4).

Descriptions

1) Setting data,

of setting data
and data type

156

Setting data Description Setby

" Data type

Own station's network No. (1 to 239, 254)
Jn 254; Network specified in Valid Module During Other Station
Access

Start 1/0 number of the master/local module of the own station
Un (00to FEy;: Upper 2 digits of the 1/O number expressed in 3
digits)

Start device of the own station where control data s stored

81
(1 Page 157, Section 10.4 (1)(@))

Start device of the target station where data to be read is stored

(82)
(7 Page 159, Section 10.4 (1)(b))

Start device of othe wn station where read data is stored
(1) | Acontinuous area for the read data length is required

(I~ Page 159, Section 10.4 (1)(b)) System

Device of the own station, which s turned ON for 1 scan Upon
(D2) «completion of the instruction.
(D2)+1 s tumed ON as well when the instruction faifs. \_

BIN16-bit

Device name

in the ladder mode

Setting side
= User: A device value is set by the user.
» System: A device value is set

by the CPU module.

« Instructions can be executed under the following conditions.

Any time

During on

On the rising edge

During off

No symbol

B - _t

L L

» The following devices can be used.

Internal device

Bit"

Word

File register

Constant

K, H $

X, Y,M,L,F,V,B

T,ST,C,D,W R, ZR

KO, HO $a

*1 For bit data, a bit-specified word device can be used. For example, |

Word device.Bit No. | is used for the bit

specification of a word device. (The bit number is specified in hexadecimal.)

For example, the bit 10 of DO is specified by . However, bit specification cannot be used for timer (T), retentive
timer (ST), and counter (C).

14
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For details on each device, refer to the following.

User's manual (function explanation, program fundamentals) for the CPU module used

The following data types can be used.

Data type Description
Bit Bit data or the start number of bit data
BIN 16-bit 16-bit binary data or the start number of word device
BIN 32-bit 32-bit binary data or the start number of double-word device
BCD 4-digit Four-digit binary-coded decimal data
BCD 8-digit Eight-digit binary-coded decimal data
Real number Floating-point data

Character string

Character string data

Device name

Device name data

15



TERMS

Unless otherwise specified, this manual uses the following terms.

Term

Description

ARP

The abbreviation for Address Resolution Protocol. This protocol is used to obtain the MAC address
of Ethernet from an IP address.

Buffer memory

A memory in an intelligent function module, where data (such as setting values and monitoring
values) exchanged with a CPU module are stored

Buffer memory address

An address that indicates the storage location of data assigned to the buffer memory in an
intelligent function module

BUFRCV The abbreviation for ZP.BUFRCV

BUFRCVS The abbreviation for ZBUFRCVS

BUFSND The abbreviation for ZP.BUFSND

C24 Another term for the L series serial communication module
CLOSE The abbreviation for ZP.CLOSE

Dedicated instruction

An instruction that simplifies programming for using functions of intelligent function modules

Device A device (X, Y, M, D, or others) in a CPU module

DNS The abbreviation for Domain Name System. This system is mainly used to convert host names on
the Internet or domain names used for e-mails to IP addresses.

E71 Another term for the LJ71E71-100

E71-connected station

The abbreviation for the station where the E71 is connected

ECPRTCL The abbreviation for GP.ECPRTCL

ERRCLR The abbreviation for ZP.ERRCLR

ERRRD The abbreviation for ZP.ERRRD

FTP The abbreviation for File Transfer Protocol. This protocol is used to transfer data files over a

network.

GX Developer

The product name of the software package for the MELSEC programmable controllers

GX Works2

HTTP The abbreviation for Hyper Text Transfer Protocol. This protocol is used to send and receive
content, such as HTML files, between a Web browser and a Web server.

ICMP The abbreviation for Internet Control Message Protocol. This protocol is used to exchange

messages of errors in an IP network or other information related to an Ethernet network.

Intelligent function module

A module that has functions other than an input or output, such as an A/D converter module and
D/A converter module

IP

The abbreviation for Internet Protocol

MAC address

A unique identifier assigned to each external device on a network. This address is also known as
an Ethernet hardware address.

The abbreviation for MELSEC Communication Protocol. This protocol is used to access MC

MC protocol protocol supporting modules, such as the C24 and E71, or programmable controllers connected to
MC protocol supporting modules from external devices.

MELSECNET/10 The abbreviation for a MELSECNET/10 network system

MELSECNET/H The abbreviation for a MELSECNET/H network system

MELSECNET/H remote I/O station A generic term for the QJ72LP25-25, QJ72LP25G, and QJ72BR15

MRECV The abbreviation for ZP.MRECV

MSEND The abbreviation for ZP.MSEND

MX Component The abbreviation for MX Component (SWOD5C-ACT-E or later)

OPEN The abbreviation for ZP.OPEN

POP3 The abbreviation for Post Office Protocol Ver.3. This protocol is used to transfer e-mails from a

mail server to a local computer.

16



Term

Description

Predefined protocol support function

A function of GX Works2.
This function sets protocols appropriate to each external device and reads/writes protocol setting
data from/to the flash ROM of the E71.

Programming tool

Another term for GX Works2

READ The abbreviation for JP.READ and GP.READ

RECV The abbreviation for JP.RECV and GP.RECV

RECVS The abbreviation for Z.RECVS

REQ The abbreviation for J.REQ, JP.REQ, GREQ, and GP.REQ

SEND The abbreviation for JP.SEND and GP.SEND
The abbreviation for Seamless Message Protocol.

SLMP This protocol is used to access an SLMP-compatible device or a programmable controller
connected to an SLMP-compatible device from an external device.

SMTP The abbreviation for Simple Mail Transfer Protocol. This protocol is used to transfer e-mails over
the Internet.

SREAD The abbreviation for JP.SREAD and GP.SREAD

Subnet mask

A number used to logically divide one network into multiple subnetworks and manage them easily.
The following Ethernet network systems can be configured:
A small-scale Ethernet network system in which multiple network devices are connected
* A medium- or large-scale network system in which multiple small-scale network systems are
connected via routers or other network communication devices

SWRITE The abbreviation for JP.SWRITE and GP.SWRITE
UINI The abbreviation for ZP.UINI

WRITE The abbreviation for JP.WRITE and GP.WRITE
ZNRD The abbreviation for J.ZNRD and JP.ZNRD
ZNWR The abbreviation for J.ZNWR and JP.ZNWR

17
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PACKING LIST

The following items are included in the package of this product. Before use, check that all the items are included.

LJ71E71-100

L

LJ71E71-100

Before Using the Product




CHAPTER 1 FEATURES

CHAPTER 1 FEeATURES

An Ethernet module (hereafter abbreviated as E71) is an interface module on the programmable controller side for
connecting a programmable controller system to the host system, such as a personal computer and a workstation,
over Ethernet. The module can collect and modify programmable controller data, monitor and control CPU operating
status, and exchange data in TCP/IP or UDP/IP.

Internet

M

Connected device Connected device

Beam]
(LTI

,

Own station  Connected device Another station Connected device Web server

Programming tool

The E71 has the following basic functions.
» Connection with MELSOFT products and a GOT
» Collection and modification of CPU module data from connected devices (MC protocol communications)
» Communications using SLMP
» Data communications using the predefined protocol (predefined protocol support function)
» Exchange of data with connected devices (communications using a fixed buffer and random access buffer)
» Prevention of unauthorized access through the IP filter (IP filter function)
» Prevention of unauthorized access through a remote password (remote password)
» E-mail sending/receiving (e-mail function)
» Data sending/receiving using the Web function

19
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(1)

(2)

()

Connection with MELSOFT products and a GOT

In Ethernet, a programming tool can create programming of a programmable controller and monitor a
programmable controller (MELSOFT connection), and the GOT can monitor and test a programmable controller.
Remote operations making full use of the Ethernet capability, long-distance connectivity and high-speed

communications, are achieved.

]

Al

Programming tool E71

GOT

Collection and modification of CPU module data from connected devices (MC

protocol communications)

The MC protocol enables connected devices to access MC protocol supporting modules over Ethernet. The E71
can communicate with a personal computer and HMI (Human Machine Interface) as long as the connected
devices can receive/send messages in the MC protocol control procedure. By using a separately sold
communication support tool (MX Component), a communication program for the host system can be created

without considering detailed protocols (communication procedures). ([_3 Page 85, CHAPTER 9)

Connected device

Communications using SLMP
SLMP is a protocol that enables connected devices to access SLMP supporting devices over Ethernet. SLMP
communications are available among devices that can receive/send messages in the SLMP control procedure.

(=" Page 89, CHAPTER 10)



CHAPTER 1 FEATURES

(4) Data communications using the predefined protocol (predefined protocol
support function)

Registering protocol data in advance using GX Works2 allows communications by executing only an ECPRTCL
instruction program. In addition, the protocol setting required to communicate with the connected device, such as

a measuring instrument or a bar code reader, can be configured easily using the Predefined Protocol Support
Function of GX Works2. ("= Page 95, CHAPTER 11)

1) Setting protocols 2) Writing protocols

Write the set protocols in the flash ROM of the E71.

Protocols can be set easily using the
predefined protocol support function of

GX Works2.
\/ GX Works2

—] Sending —
= > B =
I I
et 1o I . et .
Connected device E71 - Receivi Connected device
eceiving
L )

3) Executing protocols

Execute protocols by dedicated instructions.

Multiple protocols can be executed by one dedicated
instruction.

Data can be communicated
with protocols appropriate to
each connected device.

21
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(5) Exchange of data with connected devices (communications using a fixed
buffer and random access buffer)

(a) Communications using a fixed buffer
Up to 1K-word data can be exchanged among programmable controllers or between a programmable
controller and the host system. While MC protocol communications are passive, communications using a fixed
buffer are an active protocol. If an error occurs in equipment or certain conditions are met, the programmable
controller can send data to the host system. Using an interrupt program allows the CPU module to quickly read

received data. ({7~ Page 120, CHAPTER 12)

[ L]

Send/receive Send/receive

e i

Another station Own station

Connected device

(b) Communications using a random access buffer
Up to 6K-word data can be communicated. This buffer is useful when the data size is too large for

communications using a fixed buffer (capacity: 1K word). ((__3~ Page 154, CHAPTER 13)

, L]

Read/write Read/write

=

R T

Connected device Connected device

(6) Prevention of unauthorized access through the IP filter
The IP address of the connected device to be allowed or denied access is set in the buffer memory, and access

from connected devices is restricted. ([_ 5 Page 175, Section 14.3)

(7) Prevention of unauthorized access through a remote password
This function prevents unauthorized remote access to the CPU module. The E71 checks an entered remote
password in data communications from a connected device using remote password-protected connection.

(I_F Page 181, Section 14.4)



CHAPTER 1 FEATURES

(8) E-mail sending/receiving (e-mail function)
This function sends and receives e-mails to and from a connected device in a remote location via the Internet.

For details, refer to the following.
MELSEC-Q/L Ethernet Interface Module User's Manual (Application)

(a) E-mail sending/receiving through the CPU module
The following data can be sent and received using the MSEND/MRECYV instructions.
» The CPU module can receive/send up to 6K-word data from/to a personal computer or other E71 modules

as an e-mail attachment.
* The CPU module can send up to 960-word data to a personal computer or portable terminal as the main

text of an e-mail.
(b) E-mail sending using the programmable controller CPU monitoring function

Notification conditions (CPU module status or device values) that have been set using parameters are regularly
monitored. When the conditions are met, up to 960-word data can be sent by either of the following data

formats.
* Attachment
* Main text

Internet

Sending/receiving e-mail

= =
Mail server Mail server
e et
—
=]
d
— aaeE
Connected device
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(9) Data sending/receiving using the Web function
The system administrator can monitor a CPU module in a remote location via the Internet using a Web browser.

For details, refer to the following.
MELSEC-Q/L Ethernet Interface Module User's Manual (Web function)

HTTP MC protocol - | ]| = —]
header | (command message) || ¢— | =l
HTTP —

- MC protocol HTTP =
(response message)| header > s R R

Web server Connected device

—

Web browser
Display of
requests/
results

Communication
library
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CHAPTER 2 PART NAMES

CHAPTER 2 PART NAMES

This chapter describes the E71 parts.

LJ71E71-100
RUN INIT. OPEN

I ERR. COM.ERR.

10BASE-T/100BASE-TX

1) 1)

No. Name Application

1) Module joint lever A lever to fix modules

— Indicates operating status.

RUN ON In normal operation
OFF An error has occurred. ((__5 _ Page 242, Section 16.4.1)
— Indicates initial process status.
INIT. ON Normal completion
OFF Not processed
— Indicates open process status.
2) OPEN™! ON An open process normally completed (connection open)
OFF An open process normally completed (no connection)

— Indicates hardware failure status.

ERR. ON A hardware failure has occurred.
OFF Normal

— Indicates whether a communication failure has occurred.

COM.ERR." ON A communication failure has occurred. ((_ 7 Page 242, Section 16.4.2)

OFF Normal communications in progress

25



No. Name Application
— Indicates a transmission speed.
SPEED ON 100Mbps
OFF 10Mbps or a cable not connected
— Indicates data communication status.
3) | SD/RD ON Data communications in progress
OFF Data not sent or not received ([__ _ Page 243, Section 16.4.3)
10BASE-T/100BASE-TX )
communication connector A connector to connect an E71 to the 10BASE-T or 100BASE-TX network (An E71 judges whether
(RU45) to connect to the 10BASE-T or 100BASE-TX network based on the hub.)
4) Serial number display A display indicating the serial number printed on the rating plate
5) DIN rail hook A hook to install the module on a DIN rail

26

*1 The OPEN LED turns on and off depending on the open status of user connections 1 to 16. (The open status of the
system connections (e.g. automatic open UDP port) is not included.)
*2 If the COM.ERR. LED is on, it does not turn off even if the error cause is eliminated. For how to turn off the LED, refer to

"How to Turn Off the COM.ERR. LED". ((__ Page 303, Section 16.10)



CHAPTER 3 SPECIFICATIONS

CHAPTER 3 sPEcCIFICATIONS

This chapter describes the performance specifications, functions, CPU module 1/O signals, and buffer memory areas
of an E71.

3.1 General Specifications

For the general specifications of an E71, refer to the following.

[ ] "Safety Guidelines", the manual included with the CPU module

3.2 Performance Specifications

The following table lists the performance specifications of an E71.

Specifications
Item LJ71E71-100
100BASE-TX 10BASE-T
Data transmission speed 100Mbps 10Mbps
Full-duplex: IEEE802.3x
Flow control Half-duplex: Back pressure congestion Back pressure congestion control
control @
T . Interface RJ45 (AUTO MDI/MDI-X) 8
ransmission &
specifications Communication mode Full-duplex/Half-duplex Half-duplex 3
Transmission method Base band %
©
Maximum segment length 100m (length between a hub and a node)"’ S
Maximum number of cascade Cascade connection (maximum of 2 Cascade connection (maximum of 4 g:
connections levels)™2 levels)? %
Number of simultaneous ) )
) 16 connections (Connections usable on a program)
open connections
Sending/receiving | Fixeq puffer 1k word x 16
data storage
Random access buffer 6k words X 1
memory
Attachment 6k words X 1
E-mail
Main text 960 words X 1
Number of occupied 1/O points 32 points (I/O assignment: Intelligent 32 points)
Internal current consumption (5VDC) 0.60A
External dimensions 90 (H) X 28.5 (W) X 95 (D) [mm]
Weight 0.18kg
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Specifications

Item LJ71E71-100
100BASE-TX 10BASE-T
Data Attachment 6k words X 1
size Main text 960 words X 1

When sending: Send either a file as attachment or main text (select one).

Data transfer method . ) )
When receiving: Receive a file as attachment.

Subject Us-ASCII format or ISO-2022-JP (Base64)
Attachment format MIME format
MIME Version 1.0
Can be selected from binary, ASCII, and CSV.
Data of attachment format File name: XXXX.bin (binary), XXXX.asc (ASCII), XXXX.csv (CSV)

Transmission (CSV: Comma Separated Value)

specifications Division of attachment Cannot be divided (Only one file can be sent/received.)™®
sending/receiving Subject: Base64/7 bits
data When sending (encode) Main text: 7 bits

Attachment: Base64

Subject: (Does not decode)
When receiving (decode) Main text: (Cannot be received)
Attached file: Base64/7 bits/8 bits/Quoted Printable™

Encryption None

Compression None

Communications with a mail ) .
SMTP (sending server) Port number = 25, POP3 (receiving server) Port number = 110

server

Operation check mailer Microsoft® Corporation Microsoft Office Outlook 2003

*1 For the maximum segment length (a length between hubs), consult with the manufacturer of the switching hub used.

*2 This applies when a repeater hub is used. For the number of levels that can be constructed when a switching hub is
used, consult with the manufacturer of the switching hub used.

*3 If divided files are received, only the first file is received and the remaining files are discarded.

*4 If an e-mail is sent from a connected device to the programmable controller side, specify the encoding method
(Base64/7 bits/8 bits/Quoted Printable) of the attachment.
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3.3

Function List

CHAPTER 3 SPECIFICATIONS

This section lists the E71 functions.

3.3.1

Function list

The following table lists the functions of the E71.

(1) Basic functions

The following table lists the basic E71 functions explained in this manual.

Function

Description

Reference

Connecting with MELSOFT products and a GOT

An E71 can be connected with MELSOFT products, such as
a programming tool and MX Component, and a GOT.

Page 82, CHAPTER 8

MC protocol communications

CPU module data can be read/written from/to connected
devices. Access to files can be also performed.

Page 85, CHAPTER 9

Communications using SLMP

The connected device can read/write data from/to the buffer
memory or device of an SLMP supporting device connected
to the shared network with the E71. In addition, the
connected device can read/write data from/to the device of
the CPU module where an E71 is connected.

Page 89, CHAPTER 10

Data communications using the predefined

protocol

Data can be sent/received with protocols appropriate to each
connected device.

The connected device side protocol can be easily selected,
or created/edited from the Predefined Protocol Library of GX
Works2.

Page 95, CHAPTER 11

Communications
using a fixed buffer

Procedure exists

No procedure

Any data is sent/received between a CPU module and
connected devices using the fixed buffer of an E71.

Page 120, CHAPTER 12

Paring receiving/sending connections enables data

Pairing open communications with two connections by performing the Page 139, Section 12.7
open process for one port.
Broadcast communications are enabled with all E71-

Broadcast connected stations in the same Ethernet network that is

communications

connected to the E71 when "No Procedure" communications
using a fixed buffer are performed using UDP/IP.

Page 141, Section 12.8

Communications using a random access buffer

Data is read/written from multiple connected devices to the
random access buffer of an E71.

Page 154, CHAPTER 13

Router relay function

Data communications are performed through a router and a
gateway. This function is not the function where an E71
operates as a router.

Page 169, Section 14.1

Communications using an auto-open UDP port

Communications are enabled without the open/close
processes after an E71-connected station is started up.

Page 174, Section 14.2

IP filter function

The IP address of the connected device to be allowed or
denied access is set in the buffer memory, and access from
connected devices is restricted.

Page 175, Section 14.3

Remote password

Unauthorized remote access to a CPU module is prevented.

Page 181, Section 14.4

Hub connection status monitor function

The current connection status and transmission speed of an
E71 and a hub and the number of times that the E71
detected disconnection can be checked.

Page 191, Section 14.5

29

w
w
s
c
=]
Q
=3
o
5
-
@
A

islj uonouny L'gg



Function

Description Reference

IP address in use detection function

If different stations in the same network use the same IP

) Page 192, Section 14.6
address, the address in use can be detected.

Alive check function

Whether a connected device is normally operating after a .
Lo . Page 194, Section 14.7
connection is established (open process) can be checked.

Module error collection function

An error that has occurred in an E71 can be stored in the
CPU module as error history. The history data can be stored
on a memory with the backup power feature; therefore, error | Page 241, Section 16.3
details are held even if the CPU module is reset or the
system is powered off.

(2) Special functions

The following special functions are also available. For the functions, refer to the following.
MELSEC-Q/L Ethernet Interface Module User's Manual (Application)

Function

Description

E-mail function

Data are sent/received using an e-mail.

+ Data sent/received by a CPU module

+ Data sent using the programmable controller CPU monitoring function
(automatic notification function)

CC-Link IE Controller Network, CC-Link IE Field
Network, MELSECNET/H, MELSECNET/10 relay
communications

Data are communicated over multiple network systems where Ethernet and other
networks exist together or network systems that relay multiple Ethernet networks.

Communications using data link instructions

Data of a CPU module in other stations can be read/written over Ethernet using
data link instructions.

File transfer (FTP server) function

Data can be read/written in files from connected devices using an exclusive FTP
command.

(3) Web function

This function allows data to be read/written from/to a remote CPU module over the Internet using a Web browser.

For the function, refer to the following.
MELSEC-Q/L Ethernet Interface Module User's Manual (Web function)
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332 Use with other functions

The following table lists the relationships between functions that can be used together.

O: Available, X: Not available or this function does not correspond to the functions in the "Communication function" column.

CC-Link IE
Controller Network,
Communication CC-Link IE Field . o
) Router Alive .. Communications .
function Network, e check Pairing o T A IP filter Remote Broadcast
(Communication MELSECNET/H, function function open UDP port function | password communications
method) MELSECNET/10
relay
communications
MC protocol o
communications o @) e Xa X oM O @) oy g
(TCP/IP, UDP/IP)
Communications o
using a fixed buffer X O O O X O @)

(TCP/IP, UDP/IP)

Communications
using SLMP X O O X O O O ok
(TCP/IP, UDP/IP)

Data
communications
using the predefined X (@) (@) (@) x (@) O o3
protocol

(TCP/IP, UDP/IP)

Communications
using a random
access buffer
(TCP/IP, UDP/IP)

E-mail function
(TCP/IP)

Communications
using data link
instructions
(UDP/IP)

File transfer (FTP
server) function X O X X X O O X
(TCP/IP)
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Web function

(TCP/IP) © © X X X © © x

*1 These functions cannot be used with an A-compatible 1E frame.

*2 The auto-open UDP port is excluded.

*3 These functions can be used only for UDP/IP communication.

*4 These functions cannot be used for communications using a fixed buffer in the "Procedure Exist" control method.
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3.4

List of I/O Signals

The following table lists the 1/O signals for an E71.
0000 is listed below.

The 1/0 signal assignment of when the start I/O number of an E71 is

Device . Device .
Signal name Signal name
number number
X0 For fixed buffer communication of connection No.1 (ON: Y0 Connection No.1 (ON: At sending request or reception complete
Sending normal completion or reception completion, OFF: -) confirmation signal, OFF: -)
X1 For fixed buffer communication of connection No.1 (ON: Vi Connection No.2 (ON: At sending request or reception complete
Detection of sending error or reception error, OFF: -) confirmation signal, OFF: -)
X2 For fixed buffer communication of connection No.2 (ON: v2 Connection No.3 (ON: At sending request or reception complete
Sending normal completion or reception completion, OFF: -) confirmation signal, OFF: -)
X3 For fixed buffer communication of connection No.2 (ON: v3 Connection No.4 (ON: At sending request or reception complete
Detection of sending error or reception error, OFF: -) confirmation signal, OFF: -)
x4 For fixed buffer communication of connection No.3 (ON: va Connection No.5 (ON: At sending request or reception complete
Sending normal completion or reception completion, OFF: -) confirmation signal, OFF: -)
X5 For fixed buffer communication of connection No.3 (ON: 5 Connection No.6 (ON: At sending request or reception complete
Detection of sending error or reception error, OFF: -) confirmation signal, OFF: -)
X6 For fixed buffer communication of connection No.4 (ON: Y6 Connection No.7 (ON: At sending request or reception complete
Sending normal completion or reception completion, OFF: -) confirmation signal, OFF: -)
X7 For fixed buffer communication of connection No.4 (ON: v7 Connection No.8 (ON: At sending request or reception complete
Detection of sending error or reception error, OFF: -) confirmation signal, OFF: -)
X8 For fixed buffer communication of connection No.5 (ON: v8 Connection No.1
Sending normal completion or reception completion, OFF: -) (ON: Open request, OFF: -)
X9 For fixed buffer communication of connection No.5 (ON: Y9 Connection No.2
Detection of sending error or reception error, OFF: -) (ON: Open request, OFF: -)
XA For fixed buffer communication of connection No.6 (ON: YA Connection No.3
Sending normal completion or reception completion, OFF: -) (ON: Open request, OFF: -)
XB For fixed buffer communication of connection No.6 (ON: vB Connection No.4
Detection of sending error or reception error, OFF: -) (ON: Open request, OFF: -)
XC For fixed buffer communication of connection No.7 (ON: e Connection No.5
Sending normal completion or reception completion, OFF: -) (ON: Open request, OFF: -)
XD For fixed buffer communication of connection No.7 (ON: YD Connection No.6
Detection of sending error or reception error, OFF: -) (ON: Open request, OFF: -)
XE For fixed buffer communication of connection No.8 (ON: YE Connection No.7
Sending normal completion or reception completion, OFF: -) (ON: Open request, OFF: -)
XF For fixed buffer communication of connection No.8 (ON: YE Connection No.8
Detection of sending error or reception error, OFF: -) (ON: Open request, OFF: -)
| f ion No.1
X10 Open completed or. conhectlon o Y10 Use prohibited
(ON: Open completion signal, OFF: -)
O leted f tion No.2
X11 pen completed for connection o Y11 Use prohibited
(ON: Open completion signal, OFF: -)
X12 Open completed for. con?ection No.3 Y12 Use prohibited
(ON: Open completion signal, OFF: -)
Open completed for connection No.4 -
X13 Y13 U hibited
(ON: Open completion signal, OFF: -) Se pronibite
Open completed for connection No.5 -
X14 Y14 U hibited
(ON: Open completion signal, OFF: -) Se pronibite
Open completed for connection No.6 -
X15 Y15 Use prohibited
(ON: Open completion signal, OFF: -) P
Open completed for connection No.7 -
X16 Y16 Use prohibited
(ON: Open completion signal, OFF: -) P
X17 Open completed for connection No.8 Y17 COM.ERR. LED Off request
(ON: Open completion signal, OFF: -) (ON: At off request, OFF: -)
Open abnormal detection signal -
X18 Y18 Use prohibited
(ON: At off request, OFF: -) P

32



CHAPTER 3 SPECIFICATIONS

Device X Device 5
Signal name Signal name
number number
X19 Initial normal completion signal Y19 Initial request signal
(ON: Normal completion, OFF: -) (ON: At request, OFF: -)
Initial abnormal end signal -
X1A Y1A U hibited
(ON: Abnormal end, OFF: -) Se pronibite
X1B Use prohibited Y1B Use prohibited

COM.ERR. LED lit confirmation -
X1C (ON: lit, OFF: off) Y1C Use prohibited

Predefined protocol ready

X1D (ON: Ready, OFF: -) Y1D Use prohibited

X1E Use prohibited Y1E Use prohibited
Watchdog ti detecti

X1F atchdog timer error cetection YIF | Use prohibited

(ON: Watchdog timer error, OFF: -)

Point/’

Do not use any use prohibited signal as an I/O signal to the CPU module. Doing so may cause malfunction of the
programmable controller system.

The I/O signals listed in this section are mainly applied when QnA series module programs are used. For the L series, the
1/0 signals for intelligent function modules are turned on and off with dedicated instructions. When QnA series module
programs are used, it is recommended to replace the signals with the dedicated instructions described in the section that
describes the corresponding functions.
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3.5 Buffer Memory

This section describes the E71 buffer memory.

3.5.1 Configuration of the buffer memory

This section describes a buffer memory configuration.

(1) Buffer memory address configuration

A buffer memory area consists of 16 bits per address.

b15(b14|b13|b12|b11|b10| b9 | b8 | b7 | b6 | b5 | b4 | b3 [ b2 | b1 | b0

(2) Buffer memory area configuration

Buffer memory consists of user areas and system areas.

(a) User areas
A user area is an area where a user writes or reads data. A user area consists of a parameter area for the initial
process and data communications, an area for data communications, and an area to store communication
status and communication error data. Data communications may take long if user areas are used continually;

therefore, use them only when needed.

(b) System areas
A system area is an area used by a system.

Point/’

Do not write any data to the "system area". Doing so may cause malfunction of the programmable controller system.
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3.5.2

List of buffer memory addresses

CHAPTER 3 SPECIFICATIONS

The following table lists the buffer memory addresses of an E71.

Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
Oand 1
(O and 1) Own station E71 IP address C00001FEy O
H H
2and 3
(244 and 3,) System area — —
Special function settings
Router relay function (b5, b4)
+ 00: Do not use
* 01: Use
Conversion system setting for CC-Link IE Controller Network, CC-Link IE
Field Network, MELSECNET/H, MELSECNET/10 relay function (b7, b6)
4 » 00: Automatic response system
(40) « 01: IP address computation system 01004 @)
H » 10: Table exchange system
* 11: Use-together system
FTP function setting (b9, b8)
* 00: Do not use
* 01: Use
Bits other than those described above are reserved for system use.
5to 10
(5110 Ag) System area — —
1 TCP ULP timer value 3Cy o
(Bp) Initial process (Setting time = setting value x 500 ms) (60)
arameter settin
12 Zrea 9 TCP zero window timer value 14y o
(Ch) (Setting time = setting value x 500 ms) (20)
13 TCP resend timer value 14y o
(D) (Setting time = setting value x 500 ms) (20)
14 TCP end timer value 28y o
(En) (Setting time = setting value x 500 ms) (40)
15 i A
Monitoring P as.sem.bly timer Yalue H o
(Fn) ) (Setting time = setting value x 500 ms) (10)
timer
16 Response monitoring timer value 3Cq o
(10y) (Setting time = setting value x 500 ms) (60)
Destination existence confirmation starting interval timer
17 4B0y
(11H) value 1200 ©
H (Setting time = setting value x 500 ms) ( )
18 Destination existence confirmation interval timer value 14y o
(12y) (Setting time = setting value x 500 ms) (20)
19 _— ) o I 3u
13 Destination existence confirmation resending time O
(13p) (3)
20
(144) Auto-open UDP port number 1388, X
H
211029
(15 to 1Dy) System area — —
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Address

Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
TCP Maximum Segment Transmission setting area
30 * Oy: Enable TCP Maximum Segment Size Option transmission
(1Ew) + 8000y: Disable TCP Maximum Segment Size Option transmission 8000y X
H
Re-initialization makes the set value effective.
Communication condition setting (Ethernet Operation Setting) area
Communication data code setting (b1)
« 0: Binary Code
* 1: ASCII Code
TCP existence confirmation setting (b4)
» * 0: Use the Ping
Initial process ' - 1: Use the KeepAlive
parameter setting Send frame setting (b5)
area (For « 0: Ethernet
reinitialization) . 1: |EEE 802.3
31 ) ’
Setting of write enable/disable at RUN time (b6) O O
(1FR) N
« 0: Disable
* 1: Enable

Initial timing setting (b8)

« 0: Do not wait for OPEN (Communications impossible at STOP time)
* 1: Always wait for OPEN (Communication possible at STOP time)
Reinitialization specification (b15)

« 0: Reinitialization process complete (reset by the system)

« 1: Reinitialization process request (set by the user)

Bits other than those described above are reserved for system use.

36



CHAPTER 3 SPECIFICATIONS

Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
Connection No.1
Usage of fixed buffer (b0)
« 0: For sending, or communications using a fixed buffer
are not performed
« 1: For receiving
Destination existence confirmation (b1)
+ 0: No confirm
« 1: Confirm
Pairing open (b7)
« 0: Disable
* 1: Enable
32 Communication method (protocol) (b8)
(20,,) « 0: TCP/IP Oy O
H « 1: UDP/IP
Fixed buffer communication procedure (b10, b9)
 00: Procedure exists
« 01: No procedure
* 10: Predefined protocol
Open system (b15, b14)
. « 00: Active open or UDP/IP
Connection * 10: Unpassive open
usage * 11: Fullpassive open
setting area
Bits other than those described above are reserved for
system use.
33 ) . o .
@14) Connection No.2 (The bit configuration is the same as Connection No.1.)
H
Communication
34 ;
22,) parameter setting Connection No.3 (The bit configuration is the same as Connection No.1.)
H area
35 . . ) I )
234) Connection No.4 (The bit configuration is the same as Connection No.1.)
H
36 w w
Connection No.5 (The bit configuration is the same as Connection No.1.) oo
(24p) N @
—c
37 @ g
Connection No.6 (The bit configuration is the same as Connection No.1.) o =
(25n) >=
o
38 5 g
(264) Connection No.7 (The bit configuration is the same as Connection No.1.) ] 3
- 3
39 ) . o . 3
@74) Connection No.8 (The bit configuration is the same as Connection No.1.) o
H <
40 2
Own station port No. OH @) =3
(28y) 3
[%2]
411042 Destination IP add 0 O &
estination IP address H
(294 and 2Ay) Connection
43 No.1
(2B,) Communica Destination Port No. Oy O
H
tionaddress
44 to 46 "
° setting area Destination MAC address FFFFFFFFFFFF,, x

(2CH to 2EH)

47 t0 53
(2Fy; to 35,)

54 to 60
(36, to 3Cyy)

Connection No.2 (The bit configuration is the same as Connection No.1.)

Connection No.3 (The bit configuration is the same as Connection No.1.)
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Address

Programming

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
61to 67 . . ) o .
(3D to 43,) Connection No.4 (The bit configuration is the same as Connection No.1.)
H H
68 to 74 . . ) o .
(44, 10 4Ay) Connection No.5 (The bit configuration is the same as Connection No.1.)
H H
75 to 81 Communica
(4B, to 51) Communication tionaddress | Connection No.6 (The bit configuration is the same as Connection No.1.)
H H i
parameter setting | Setting area
82 to 88 . . ) . )
(524 to 58, area Connection No.7 (The bit configuration is the same as Connection No.1.)
H H
89 to 95 . . ) A )
(59, to 5Fy) Connection No.8 (The bit configuration is the same as Connection No.1.)
H H
96 to 102
(604 to 664,) System area — —
103 and 104 Svst
(67,4 and 68y,) ystem area
105 Initial d 0 X
nitial error code H
(694)
106 and 107 .
(6Ay and 6Byy) Own station IP address OH X
H H
108 to 110 .
(6Cy 10 6E,) Own station MAC address Oy X
H H
111to 115
(6Fy to 73,) Area for the | System area - -
initial
116
(74,) process Auto-open UDP port number On X
H
117
(754) System area — —
H
118 Station number (b0 to b7) 0 <
(76y) Network number of the own station (b8 to b15) H
119 .
Own station group number Oy X
(77w) Communication
120 status storage area
(784 Own station port No. OH X
H
121 and 122 o
(79, and 7Ay) Destination IP address Oy X
H H
123 -
(7By) Destination Port No. Oy X
H
124
(7Ch) Open error code O X
H
Connection
125 Connection
. . ) ' 0 %
(7Dy) information No.1 Fixed buffer sending error code H
area
126 .
(TE) Connection end code Oy X
H
127 Fixed buffer communication time 0 <
(7Fw) (Maximum value) H
128 Fixed buffer communication time 0 y
(80y) (Minimum value) H
129 Fixed buffer communication time 0 y
(81R) (Current value) H
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Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
13010139 C tion No.2 (The bit confi tion is th C tion No.1
(82, to 8Byy) onnection No.2 (The bit configuration is the same as Connection No.1.)
140 t0 149 C tion No.3 (The bit confi tion is th C tion No.1
(8Cy to 95,9) onnection No.3 (The bit configuration is the same as Connection No.1.)
15010 159 C tion No.4 (The bit confi tion is th C tion No.1
(964 t0 9Fyy) onnection No.4 (The bit configuration is the same as Connection No.1.)
160 to 169 Connection _ o _
information | Connection No.5 (The bit configuration is the same as Connection No.1.)
(AOy to A9y,)
area
17010179 C tion No.6 (The bit confi tion is th C tion No.1
(AAy to B3) onnection No.6 (The bit configuration is the same as Connection No.1.)
180 10 189 C tion No.7 (The bit confi tion is th C tion No.1
(B4 to BDy) onnection No.7 (The bit configuration is the same as Connection No.1.)
19010 199 C tion No.8 (The bit confi tion is th C tion No.1
(BE to C7}) onnection No.8 (The bit configuration is the same as Connection No.1.)
LED onl/off status (Stores the on/off status of the LEDs on
the front of the Ethernet module)
INIT.LED (b0)
« 0: OFF
* 1: ON (initial process completed)
OPEN LED (b1)
« 0: OFF
200 * 1: ON (connection open processing completed)
c8 Communication ERR.LED (b3) On X
(C8y) )
status storage area + 0: OFF
* 1: ON (hardware failure)
COM.ERR.LED (b4)
« 0: OFF
* 1: ON (communication error)
Bits other than those described above are reserved for
Area for system use.
module Hub connection status area
status Communication mode (b9)
« 0: Half duplex
< 1: Full duplex
Hub connection status (b10)
201  0: Hub not connected/disconnected 0 <
(C9) * 1: Hub connected H
Data transmission speed (b15, b14)
« 00: Operating at 10BASE-T
» 01: Operating at 100BASE-TX
Bits other than those described above are reserved for
system use.
Switch status (operational mode setting)
Communication data code setting
202 * 0: Online
0 O
(CAW) + 1: Offline H

« 2: Self-loopback test
« 3: Hardware test
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Address

Programming

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
Status of settings with a programming tool
Communication data code setting (b1)
* 0: Communications in a binary code
* 1: Communications in an ASCII code
Initial/open method setting (b2)
« 0: No parameter setting (start up according to the
program)
« 1: Parameter setting (start up according to the
parameters)
TCP existence confirmation setting (b4)
» 0: Use the Ping
« 1: Use the KeepAlive
203 Module Send frame setting (b5) 0 o
(CBR) status area « 0: Ethernet H
+ 1: |IEEE 802.3
Setting of write enable/disable at RUN time (b6)
« 0: Disable
* 1: Enable
Initial timing setting (b8)
« 0: Do not wait for OPEN (Communications impossible at
o STOP time)
Communication « 1: Always wait for OPEN (Communication possible at
status storage area STOP time)
Bits other than those described above are reserved for
system use.
204 Svst
stem area — —
(CCh) y
205 ) ’ .
RECYV instruction execution request OH X
(CD)
206 Svst
stem area — —
(CEn) y
Area for
207 i
Sf-)r.\dlng/rec ZNRD instruction Oy X
(CFh) eiving
208 instructions
(DOy) Data link System area — —
instruction
209 -
execution result | zNWR instruction Oy x
(D1y)
210 to 223 Svst
(D24 to DFy) ystem area
224 to 226 Svst
(EOn to E24) ystem area
227
Error log area Number of errors OH X
(E3p)
228 Error | it int 0 X
rror log write pointer
(E4y) 9 P H
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Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
229
(E51) Error code/end code OH X
H
230
(E61) Subheader Oy X
H
231 c d cod 0 x
ommand code H
(E7w)
232 .
Connection No. OH X
(E8y) Error log block
233 1 )
(E9) Own station port No. OH X
H
234 and 235 o
(EAy and EBy) Destination IP address Oy X
H H
236 L
(EC) Destination Port No. Oy X
H
237 Svst
ystem area — —
(EDy)
238 to 246

(EEH to FGH)

247 to 255
(F7y to FFy)

256 to 264
(100, to 108,)

265 to 273
(109, to 111)

274 to 282
(1124 to 11Ay)

283 to 291
(11By to 123,)

292 to 300
(124H to 12CH)

301 to 309
(12D to 135,,)

310 to 318
(136 to 13E)

319 to 327
(13Fy to 147y)

328 to 336
(148, to 150,,)

337 to 345
(151, to 159,,)

346 to 354
(15A to 162)

355 to 363
(163, to 16By)

364 to 372
(16Cy to 174y)

Error log area

Error log
block area

Error log block 2 (The bit configuration is the same as Error log block 1.)

Error log block 3 (The bit configuration is the same as Error log block 1.)

Error log block 4 (The bit configuration is the same as Error log block 1.)

Error log block 5 (The bit configuration is the same as Error log block 1.)

Error log block 6 (The bit configuration is the same as Error log block 1.)

Error log block 7 (The bit configuration is the same as Error log block 1.)

Error log block 8 (The bit configuration is the same as Error log block 1.)

Error log block 9 (The bit configuration is the same as Error log block 1.)

Error log block 10 (The bit configuration is the same as Error log block 1.)

Error log block 11 (The bit configuration is the same as Error log block 1.)

Error log block 12 (The bit configuration is the same as Error log block 1.)

Error log block 13 (The bit configuration is the same as Error log block 1.)

Error log block 14 (The bit configuration is the same as Error log block 1.)

Error log block 15 (The bit configuration is the same as Error log block 1.)

Error log block 16 (The bit configuration is the same as Error log block 1.)

373 to 375
(175, to 177,y)

System area
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Address

Programming

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
376 and 377 )
(178, and 179y,) Received IP packet count Oy X
378 and 379 Received IP packet count discarded 0 %
(17Ay and 17By) due to sumcheck error H
—_———— P
380 and 381
(17Cy and 17Dy) Sent IP packet total count Oy X
382 to 407 Syst
(17E to 197,) ystem area
408 and 409 )
(198, and 199;,) Received ICMP packet count Oy X
410 and 411 Received ICMP packet count discarded 0 %
(19A4 and 19By) due to sum check error H
412 and 413
(19Cy; and 19Dy) Sent ICMP packet total count Oy X
414 and 415 Echo request total count of received 0 «
(19E,, and 19F}) ICMP packets H
| ICMP
416 and 417 Echo reply total count of sent ICMP 0 %
(1A0, and 1A1,,) packets H
418 and 419 Echo request total count of sent ICMP 0 <
(1A2,; and 1A3,) packets H
420 and 421 E | Stat}l:s for Echo reply total count of received ICMP 0 <
(1A4, and 1A5y) | —Tor g area eac packets H
- ] protocol
42210 439 Svst
(1A6, to 1B7,,) ystem area
440 and 441 .
(1B8,, and 1B9y,) Received TCP packet count Oy X
H H
442 and 443 Received TCP packet count discarded 0 <
(1BAy and 1BBy) due to sum check error H
_ TCP
444 and 445
(1BCy and 1BDy,) Sent TCP packet total count Oy X
H H
446 to 471 Svst
(1BE, to 1D7y) ystem area
472 and 473 .
(1D8y and 1D9,) Received UDP packet count Oy X
H H
474 and 475 Received UDP packet count discarded 0 %
(1DAy and 1DBy) due to sum check error H
—_——— UDP
476 and 477
Sent UDP packet total count Oy X

(1DCy and 1DDy)

478 to 481
(1DE to 1E1)

482 to 511
(1E24 to 1FFy)

System area

System area
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Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
512 and 513 Sub-net K 0 o
(200, and 201,,) ub-net mas H
514 and 515 Default router IP add 0 O
(202, and 203y,) efault router IP address H
>16 Number of registered rout 0 O
(204y,) umber of registered routers H
517 and 518 Subnet add 0 o
(205, and 206,,) ub-net address H
—_———— Router 1
519 and 520 Router IP add 0 o
(207, and 208,,) outer IP address H
52110 524 Router 2 (The bit confi tion is th Router 1
(209, to 20Cy) outer 2 (The bit configuration is the same as Router 1.)
52510 528 o :elay i Router 3 (The bit confi tion is th Router 1
(20D to 2104) parameter setting outer 3 (The bit configuration is the same as Router 1.)
area
52910532 Router 4 (The bit confi tion is th Router 1
(2111 to 214) outer 4 (The bit configuration is the same as Router 1.)
53310536 Router 5 (The bit confi tion is th Router 1
(215, to 218y,) outer 5 (The bit configuration is the same as Router 1.)
53710 540 Router 6 (The bit confi tion is th Router 1
(219, to 21Cyy) outer 6 (The bit configuration is the same as Router 1.)
>411t0 544 Router 7 (The bit confi tion is th Router 1
21Dy to 220) outer 7 (The bit configuration is the same as Router 1.)
34510548 Router 8 (The bit confi tion is th Router 1
(221, to 2241,) outer 8 (The bit configuration is the same as Router 1.)
549 Svst
(225,) ystem area
550 to 551 Svst
(226, and 227,,) ystem area
252 Number of ion table dat 0 O
(228,,) umber of conversion table data H
553 and 554 Communication request destination/source stations 0 o
(229 to 22Ay) network number and station number H
555 and 556 'C(fmverilon Ext | station Eth t module IP add 0 O
(228, to 22Cy) information xternal station Ethernet module IP address H
No.1
557 and 558 ;
Station No.<-> IP System area — —
(22D to 22Ey) information setting
559 to 564 area C ion inf tion No.2 (The bit confi tion is th C ion inf tion No.1
(22Fy to 234) onversion information No.2 (The bit configuration is the same as Conversion information No.1.)
to to
93110 936 C ion inf tion No.64 (The bit confi tion is th C ion inf tion No.1
(3A3, to 3A8y) onversion information No.64 (The bit configuration is the same as Conversion information No.1.)
937 and 938 Subnet mask pattern for CC-Link IE Controller Network, CC-Link IE Field 0 o
(3A9 and 3AA) Network, MELSECNET/H, and MELSECNET/10 routing H
939 to 943 Svst
(3ABy, to 3AFy) ysiem area
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Address

Programming

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
944 to 949 )
(3B0, to 3B5,,) FTP login name "LJ71E71" O
950 to 953
(3B6y, to 389y Password "LI7AET1" o)
954 ) . R
(3BAW) FTP setting area Command input monitoring timer 708 (@)
955 o
(3BBy) Programmable controller CPU monitoring timer Ay O
956 to 1663 Syt
(3BCy, to 67F,) ystem area
1064 Data length 0 X
ata leng H
(680n) Fixed buffer
1665 to 2687 No.1 Fixed buffor dat 0 y
ixed buffer data H
(681 to A7F)
2688 to 3711 _ ) ) L )
(A0 to ETFy,) Fixed buffer No.2 (The bit configuration is the same as Fixed buffer No.1.)
3712 to 4735 , ) ) o )
(E80y to 127F,) Fixed buffer No.3 (The bit configuration is the same as Fixed buffer No.1.)
4736 to 5759 Fixed buffer dat
(1280, to 167F,) a:'):z utier data Fixed buffer No.4 (The bit configuration is the same as Fixed buffer No.1.)
H H
5760 to 6783 ) ) ) L )
(1680, to 1A7Fy) Fixed buffer No.5 (The bit configuration is the same as Fixed buffer No.1.)
H H
6784 to 7807 , ) ) o )
(1A80, to 1E7Fy) Fixed buffer No.6 (The bit configuration is the same as Fixed buffer No.1.)
H H
7808 to 8831 , ) ) o )
(1E80, to 227Fy,) Fixed buffer No.7 (The bit configuration is the same as Fixed buffer No.1.)
H H
8832 to 9855 _ ) ) L )
(2280, to 267F,y) Fixed buffer No.8 (The bit configuration is the same as Fixed buffer No.1.)
H H
9856 to 16383
Shared area for Shared area for random access buffers and e-mail buffers Oy X
(26804 to 3FFFH) | random access
16384 to 18431 buffers and e-mail
(4000, to 47FF,) | buffers System area - -
Send/receive area
18432 to 20479 | f defined
Or preceling Send/receive area for predefined protocol support function Oy @]

(4800, to 4FFFyy)

protocol support
function
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(5009, to 506F )

System area

Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
Open completion signal
* 0: Open incomplete
20480 . 2: OpentlcomNpIe:e(:)O . 5
(5000,,) onnec !on 0.1 (b0) H
Connection No.2 (b1)
to
Connection No.16 (b15)
20481 .
5001 Connection System area — _
( H) status
information | Open request signal
area + 0: No open request
20482 . é Opentlbelr:\? r:)ql;gsted . y
(5002,;) onnec !on 0.1 (b0) H
Connection No.2 (b1)
to
Connection status Connection No.16 (b15)
20483 and 20484 | storage area Svst
(5003, and 5004y,) ystem area
Fixed buffer reception status signal
* 0: Data not received
20485 leed bu‘f‘fer * 1: Data l?elng received
information Connection No.1 (b0) Oy X
(5005y,) .
area Connection No.2 (b1)
to
Connection No.16 (b15)
Remote password status
Remote « 0: Unlock status/no remote password setting
20486 password « 1: Lock status
status Connection No.1 (b0) OH X
(5008y) :
storage Connection No.2 (b1)
area to
Connection No.16 (b15)
Remote password status
Remote « 0: Unlock status/no remote password setting
20487 password « 1: Lock status
(5007,,) status « Auto-open UDP port (b0) Oy X
H storage * MELSOFT application transmission port (UDP) (b1)
area * MELSOFT application transmission port (TCP) (b2)
» FTP transmission port (b3)
System F)ort System port use prohibited designation
information area .
* 0: Use allowed
20488 Systemport | . 1. Use prohibited 0 y
(5008,,) use - Auto-open UDP port (b0) H
prorlnblte.d + MELSOFT application transmission port (UDP) (b1)
designation | . MELSOFT application transmission port (TCP) (b2)
area
20489 to 20591
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Address

Programming

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
Remote password mismatch notification accumulated
20592 count designation (For user open port) 1 %
(50704) * 0: No designation H
« 1 or higher: Notification accumulated count
Remote password mismatch notification accumulated
count designation (For auto-open UDP port, MELSOFT
20593 application transmission port (TCP/ UDP) and FTP P %
(5071h) transmission port) H
+ 0: No designation
« 1 or higher: Notification accumulated count
20594 Accumulated count of unlock process 0 «
(5072y) normal completion H
20595 Accumulated count of unlock process 0 %
(5073) abnormal end H
20596 Connection Accumulated count of lock process 0 %
(5074y) No.1 normal completion H
20597 Accumulated count of lock process 0 <
(50754) abnormal end H
Remote
20598 password Accumulated count of lock process Oy %
(5076y) Monitoring area function based on close
20599 to 20603 monitoring . . ) A !
(5077, to 507By,) area Connection No.2 (The bit configuration is the same as Connection No.1.)
H H

20604 to 20608
(507Cy to 5080y4)

20609 to 20613
(5081, to 5085,4)

20614 to 20618
(5086, to 508Ay)

20619 to 20623
(508B, to 508F)

20624 to 20628
(5090, to 5094;;)

20629 to 20633

(50954, to 5099,)

20634 to 20638
(509A, to 509E},)

20639 to 20643

(509F; to 50A3,)

Connection No.3 (The bit configuration is the same as Connection No.1.)

Connection No.4 (The bit configuration is the same as Connection No.1.)

Connection No.5 (The bit configuration is the same as Connection No.1.)

Connection No.6 (The bit configuration is the same as Connection No.1.)

Connection No.7 (The bit configuration is the same as Connection No.1.)

Connection No.8 (The bit configuration is the same as Connection No.1.)

Connection No.9 (The bit configuration is the same as Connection No.1.)

Connection No.10 (The bit configuration is the same as Connection No.1.)
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(510By, to 510E},)

20751 to 20757

(510F to 5115y,

20758 to 20764
(5116, to 511Cyy)

Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
20644 to 20648 . . . I )
(50A4y; to 50A8,,) Connection No.11 (The bit configuration is the same as Connection No.1.)
H H
20649 to 20653 C tion No.12 (The bit confi tion is th C tion No.1
(50A9,; to 50ADy) onnection No.12 (The bit configuration is the same as Connection No.1.)
20654 to 20658 ) . . . )
(50AE,, to 5082, Connection No.13 (The bit configuration is the same as Connection No.1.)
H H
20659 to 20663 . . ) I )
(5083, to 50B7;) Connection No.14 (The bit configuration is the same as Connection No.1.)
H H
20664 to 20668 Remote Connection No.15 (The bit confiauration Is th Connection No.1
(5088, to 50BCy) password onnection No.15 (The bit configuration is the same as Connection No.1.)
——  Monitoring area function
20669 to 20673 itori . . . I )
50BDu to 50C monitoring | Connection No.16 (The bit configuration is the same as Connection No.1.)
( Hto H) area
20674 to 20678 . ) - )
(50C2,, to 50C6y,) Auto-open UDP port (The bit configuration is the same as Connection No.1.)
H H
20679 to 20683 MELSOFT application transmission port (UDP) (The bit configuration is the same as Connection
(50C7y to 50CBy) No.1.)
20684 to 20688 MELSOFT application transmission port (TCP) (The bit configuration is the same as Connection
(50CCy to 50D0y) No.1.)
20689 to 20693 o . . .
(50D1y to 50D5,,) FTP transmission port (The bit configuration is the same as Connection No.1.)
H H
20694 to 20736 Svet
(50064, to 5100,,) ystem area
20737 Error | int 0 y
(5101y) rror log pointer H
20738
(51024) Log counter (HTTP response code 100 to 199) OH X
H
20739
(5103y) Log counter (HTTP response code 200 to 299) Oy X
H
20740
(5104y) Log counter (HTTP response code 300 to 399) Oy X
H
20741
(5105,,) Log counter (HTTP response code 400 to 499) OH X
H
20742 HTTP stat
(51064) storag: :r:: Log counter (HTTP response code 500 to 599) Oy X
H
20743 Svst
(5107,) ystem area
20744
(5108,,) HTTP response code OH X
H
20745 and 20746 Error |
(5109, and 510A,) blzzli :)g Destination IP address OH X
H H
20747 to 20750 .
Error time Oy X

Error log block 2 (The bit configuration is the same as Error log block 1.)

Error log block 3 (The bit configuration is the same as Error log block 1.)
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Address

Programming

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
20765 to 20771 . ) -
(511D, o 5123,) Error log block 4 (The bit configuration is the same as Error log block 1.)
H H
20772 to 20778 . ) -
(5124, to 512A,) Error log block 5 (The bit configuration is the same as Error log block 1.)
H H
20779 to 20785 . ) -
(512By to 5131y,) Error log block 6 (The bit configuration is the same as Error log block 1.)
H H
20786 to 20792 . ) -
(51324 10 5138,1) Error log block 7 (The bit configuration is the same as Error log block 1.)
H H
20793 to 20799 . ) -
(5139, to 513F,) Error log block 8 (The bit configuration is the same as Error log block 1.)
H H
20800 to 20806 . ) -
(51404 to 5146, Error log block 9 (The bit configuration is the same as Error log block 1.)
H H
20807 to 20813 HTTP stati
(5147, to 514Dyy) storag: :r:Z Error log block 10 (The bit configuration is the same as Error log block 1.)
H H
20814 to 20820 . L
(514, to 5154y,) Error log block 11 (The bit configuration is the same as Error log block 1.)
H H
20821 to 20827 ’ ) L
(5155, to 515By,) Error log block 12 (The bit configuration is the same as Error log block 1.)
H H
20828 to 20834 . ) I
(515C to 51624) Error log block 13 (The bit configuration is the same as Error log block 1.)
H H
20835 to 20841 . ) I
(5163 to 5169,,) Error log block 14 (The bit configuration is the same as Error log block 1.)
H H
20842 to 20848 ’ ) -
(516Ay, to 51704,) Error log block 15 (The bit configuration is the same as Error log block 1.)
H H
20849 to 20855 ) ) L
(5171, to 5177,) Error log block 16 (The bit configuration is the same as Error log block 1.)
H H
20856 to 20994 Svst
(5178 to 5202,) | Yystemarea
20995 Dlscorlmectlon . . .
(5203 detection storage Disconnection detection count Oy X
H area
20996 to 21055 Syt
(5204, to 523F,y) | Systemarea
Receive buffer full detection signal
21056 i
(5240, th:fLTstet:rL;ﬁZrarea 0: Receive buffer not full OH X
H 9 1: Receive buffer full
21057 to 21119 Syt
(5241, to 527F,,) | Systemarea
21120 Same IP address detection flag
(5280,) « 0: Unique IP addresses OH X
H * 1: Same IP address for multiple stations
21121 to 21123 IP address status The MAC address of the station that has been already connected to the FEEFEFFEFFEE y
(5281} to 5283y) | storage area network (The address is stored in the station with the same IP address.) H
21124 t0 21126 The MAC address of the station with the IP address used for another
station (The address is stored in the station that has been already FFFFFFFFFFFFY X

(5284, to 5286y,)

connected to the network.)

21127 to 21279
(5287} to 531Fy)

System area
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Address

Decimal
(Hexadecimal)

Application

Name

Initial value

Programming
tool setting
applicability

21280 to 21283

(5320, to 5323,,)

21284
(53244,)

21285
(5325,

21286
(532613)

21287
(5327,)

21288
(5328,,)

21289 to 21295
(5329, to 532F )

21296 to 21311
(53304 to 533F )

Protocol setting
data check area

System area

Protocol No.

Oy

Setting type
Protocol setting data error

information
Packet No.

Oy

Element No.

On

Number of registered protocols

System area

Protocol registration

21312 to 21695
(5340, to 54BF)

System area

21696
(54Coy)

21697
(54C1y)

21698 to 21713
(54C2,, to 54D1y,)

21714
(54D2y)

21715
(54D3y,)

21716 to 21735
(54D4y, to 54E7,,)

21736 to 21755

(54E8,, to 54FBy,)

21756 to 21775

(54FCy to 550F )

21776 to 21795

(5510, to 5523;;)

21796 to 21815
(5524, to 5537,4)

21816 to 21835
(5538, to 554By,)

21836 to 21855
(554Cy, to 555F )

Predefined protocol
support function
execution status
check area

Protocol execution status

System area

Connection | Received data verification result (receive packet No.1 to
No.1 16)

Oy

Number of protocol executions

Protocol cancellation specification

Oy

Connection No.2 (The bit configuration is the same as Connection No.1.)

Connection No.3 (The bit configuration is the same as Connection No.1.)

Connection No.4 (The bit configuration is the same as Connection No.1.)

Connection No.5 (The bit configuration is the same as Connection No.1.)

Connection No.6 (The bit configuration is the same as Connection No.1.)

Connection No.7 (The bit configuration is the same as Connection No.1.)

Connection No.8 (The bit configuration is the same as Connection No.1.)
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Address

Programming

(5724 to 5725,

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
21856 to 21875 ) . ) I .
(5560, to 5573,1) Connection No.9 (The bit configuration is the same as Connection No.1.)
21876 to 21895 ) . I .
(5574, o 5587, Connection No.10 (The bit configuration is the same as Connection No.1.)
H H
21896 to 21915 ) . ) . .
(55884, to 559B,) Connection No.11 (The bit configuration is the same as Connection No.1.)
H H
21916 to 21935 :
559G, to S5AF Predefined protocol | connection No.12 (The bit configuration is the same as Connection No.1.)
( H 1o H) support function
21936 to 21955 execution status
(5580, to 55C3,,) | check area Connection No.13 (The bit configuration is the same as Connection No.1.)
H H
21956 to 21975 ) . I )
(55C4y, to 55D7,) Connection No.14 (The bit configuration is the same as Connection No.1.)
H H
21976 to 21995 ) . . .
(55084, to 55EByy) Connection No.15 (The bit configuration is the same as Connection No.1.)
H H
21996 to 22015 ) . . .
(55ECy to 55FFy) Connection No.16 (The bit configuration is the same as Connection No.1.)
H H
22016 to 22271 Syst
(5600, to 56FFy;) | SYSiemarea
Use of IP filter settings
22272 (5700y) + 0: Do not use OH X
* 1:Use
IP filter function type setting
22273 (5701y) * 0: Allow On x
* 1: Deny
22274 to 22275 Start IP add 0 %
al address H
(57024 to 5703) IP address
22276 to 22277 setting 1
(5704, o 5705,) End IP address OH X
22278 to 22281 IP address setting 2 (The bit configuration is the same as 0 %
(5706 to 5709,) IP address setting 1.) H
I — IP filter
22282 to 22285 settings IP address setting 3 (The bit configuration is the same as 0 %
(570A to 570Dy) IP address setting 1.) H
— | IPfilter function
22286 to 22289 area IP address setting 4 (The bit configuration is the same as 0 %
(570Ey to 5711y) IP address setting 1.) H
22290 to 22293 IP address setting 5 (The bit configuration is the same as 0 %
(57121 to 5715y) IP address setting 1.) H
22294 to 22297 IP address setting 6 (The bit configuration is the same as 0 %
(5716 to 5719) IP address setting 1.) H
22298 to 22301 IP address setting 7 (The bit configuration is the same as 0 <
(571Ay to 571Dy) IP address setting 1.) H
22302 to 22305 IP address setting 8 (The bit configuration is the same as 0 «
(571Ey to 5721y) IP address setting 1.) H
22306 to 22307 . . filter functi 0 %
(5722, to 5723,,) 1P filter Number of access denied by the IP filter function H
_ monitoring
22308 to 22309 ) ) .
area IP address denied by the IP filter function OH X

22310 to 22559
(5726, to 581F,)

System area
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(582A, to 5833y,

22580 to 22589
(5834, to 583Dyy)

22590 to 22599
(583E, to 5847},

22600 to 22609
(5848, to 5851,,)

22610 to 22619
(5852, to 585By,)

22620 to 22629
(585Cy; to 5865,)

22630 to 22639
(5866, to 586F )

Connection No.10 (The bit configuration is the same as Connection No.9.)

Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
22560 .
(5820,,) Own station port No. Oy X
H
22561 and 22562 o
(5821, to 5822,1) Destination IP address Oy X
22563 -
(5823,,) Destination Port No. Oy X
H
22564
(5824,,) Open error code O X
H
22565 C i
(5825,,) Nzngnec ‘on Fixed buffer sending error code OH X
H .
22566 .
(582641) Connection end code Oy X
H
22567 Fixed buffer communication time 0 %
(5827}) (Maximum value) H
22568 ] Fixed buffer communication time 0 «
(5828y) Communication | connection (Minimum value) :
information
22569 status storage area area Fixed buffer communication time 0 y
(5829) (Current value) H
22570 to 22579

Connection No.11 (The bit configuration is the same as Connection No.9.)

Connection No.12 (The bit configuration is the same as Connection No.9.)

Connection No.13 (The bit configuration is the same as Connection No.9.)

Connection No.14 (The bit configuration is the same as Connection No.9.)

Connection No.15 (The bit configuration is the same as Connection No.9.)

Connection No.16 (The bit configuration is the same as Connection No.9.)
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Address

Programming

(5887, to 58A4y)

Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
22640 . e
(58704,) Number of mails remaining on the server OH X
H
22641 . . . .
(58714 Dedicated instruction normal completion count Oy X
H
22642 . . .
(58724,) Dedicated instruction abnormal end count Oy X
H
22643 .
(5873,) Normal receiving count O X
H
22644 ) .
(5874, Attached file receiving count OH X
H
22645 o
(5875,) Server inquiry count Oy X
H
22646 L
5876 Server communication error count Oy X
( H) E-mail status .
Receive
22647 storage area
(58774) Error log write count O X
H
22648 o . .
(58784, Receiving error log write pointer Oy X
H
22649 £ J 0 y
rror code H
(5879h)
22650
(587Av) Command code Oy X
H
22651 to 22658 Error log block £ 0 x
(587B to 5882y,) 1 rom H
22659 to 22662 Dat 0 y
(5883, to 5886,) ate H
22663 to 22692 .
Subject Oy X
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Address Programming
Decimal Application Name Initial value tool setting
(Hexadecimal) applicability
22693 to 22736 . ) -
(58A5,, to 58D0;,) Error log block 2 (The bit configuration is the same as Error log block 1.)
22737 to 22780 . ) -
(58D1, to 58FCy) Error log block 3 (The bit configuration is the same as Error log block 1.)
H H
22781 to 22824 . ) .
(58FDy to 5928,,) Error log block 4 (The bit configuration is the same as Error log block 1.)
H H
22825 to 22868 . ) .
(5929, to 5954,,) Error log block 5 (The bit configuration is the same as Error log block 1.)
H H
22869 to 22912 . ) -
(59554, to 59804, Error log block 6 (The bit configuration is the same as Error log block 1.)
22913 to 22956 . ) -
(59814 to 59ACy) Error log block 7 (The bit configuration is the same as Error log block 1.)
H H
22957 to 23000 . ) ..
(59ADy, to 59D8,,) Error log block 8 (The bit configuration is the same as Error log block 1.)
H H
23001 to 23044 . . ) .-
(59D9y; to 5A04,,) Receive Error log block 9 (The bit configuration is the same as Error log block 1.)
H H
23045 to 23088 . ) -
(5A05,, to 5A30) Error log block 10 (The bit configuration is the same as Error log block 1.)
23089 to 23132 . ) Lo
(5A31,, to 5A5C) Error log block 11 (The bit configuration is the same as Error log block 1.)
H H
23133 to 23176 . ) .
(5A5D,, to 5A88,,) Error log block 12 (The bit configuration is the same as Error log block 1.)
H H
23177 to 23220 E-mail stat
(5A89,, to 5AB4,,) stonr]:gl;es;:: Error log block 13 (The bit configuration is the same as Error log block 1.)
H H
23221 to 23264 . ) -
(5AB5,, to 5AEO,) Error log block 14 (The bit configuration is the same as Error log block 1.)
H H
23265 to 23308 . ) .
(5AE1,, to 5B0Cy,) Error log block 15 (The bit configuration is the same as Error log block 1.)
H H
23309 to 23352 . ) .
(5B0Dy; to 5B38y) Error log block 16 (The bit configuration is the same as Error log block 1.)
H H
23353 . ’ ) )
(5B39,) Dedicated instruction normal completion count OH X
H
23354 . . .
(5B3A) Dedicated instruction abnormal end count On X
H
23355 .
(5B3B,) Number of mails normally completed Oy X
H
23356 .
(5B3Cy) Attached file sending count Oy X
H
Send
23357 .
(5B3Dyy) Sending to the server count Oy X
H
23358 .
(5B3Ey) Number of mails abnormally completed Oy X
H
23359 .
(5B3F,,) Error log write count Oy X
H
23360 ) . )
(5B40,) Sending error log write pointer Oy X
H
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Address

Decimal
(Hexadecimal)

Application

Name

Initial value

Programming
tool setting
applicability

23361
(5B41,)

23362
(5B42,,)

23363 to 23370
(5B43y; to 5B4A)

23371 to 23374

(5B4By, to 5B4E,,)

23375 to 23404
(5B4Fy; to 5B6C,y)

23405 to 23448
(5B6Dy, to 5B98y,)

23449 to 23492
(5B99y; to 5BC4y,)

23493 to 23536
(5BC5y to 5BFO0,y)

23537 to 23580

(5BF1, to 5C1Cy)

23581 to 23624

(5C1Dy to 5C48y,)

23625 to 23668

(5C49,, to 5C74)

23669 to 23712
(5C75y to 5CAO,)

23713 to 24575

(5CA1y, to 5FFFy)

E-mail status
storage area

Error code

Oy

Command code

Oy

Error log block

Te
1 [)

Date

Oy

Subject

Oy

Send

Error log block 2 (The bit configuration is the same as Error log block 1.)

Error log block 3 (The bit configuration is the same as Error log block 1.)

Error log block 4 (The bit configuration is the same as Error log block 1.)

Error log block 5 (The bit configuration is the same as Error log block 1.)

Error log block 6 (The bit configuration is the same as Error log block 1.)

Error log block 7 (The bit configuration is the same as Error log block 1.)

Error log block 8 (The bit configuration is the same as Error log block 1.)

System area

24576
(6000,,)

24577 to 25599
(6001, to 63FFy,)

25600 to 26623
(6400, to 67FFy,)

26624 to 27647
(6800 to BBFFy)

27648 to 28671

(6C00y4 to 6FFF,)

28672 to 29695
(70004, to 73FFy,)

29696 to 30719
(7400, to 77FF,)

30720 to 31743
(7800 to 7BFFy)

31744 to 32767

(7C00y4 to 7FFFyy)

Fixed buffer data
area

Data length
Fixed buffer

Oy

No.9
Fixed buffer data

Fixed buffer No.10 (The bit configuration is the same as Fixed buffer No.9.)

Fixed buffer No.11 (The bit configuration is the same as Fixed buffer No.9.)

Fixed buffer No.12 (The bit configuration is the same as Fixed buffer No.9.)

Fixed buffer No.13 (The bit configuration is the same as Fixed buffer No.9.)

Fixed buffer No.14 (The bit configuration is the same as Fixed buffer No.9.)

Fixed buffer No.15 (The bit configuration is the same as Fixed buffer No.9.)

Fixed buffer No.16 (The bit configuration is the same as Fixed buffer No.9.)

*1

54

Availability depends on the version of the E71. ((__= Page 310, Appendix 3)



CHAPTER 4 PROCEDURES BEFORE OPERATION

CHAPTER 4 PROCEDURES BEFORE OPERATION

This chapter describes how to connect an E71 to Ethernet. For how to communicate with connected devices after the
E71 is connected, refer to the communication procedure. ((_> Page 64, CHAPTER 7)
Checkbox

System consideration [ Page 27, CHAPTER 3,
Page 57, CHAPTER 5

Design the system configuration of the E71.

Installation

|4

Page 25, CHAPTER 2,
Page 61, Section 6.1

Connect the E71.

(5
(5~

gi

Page 58, Section 5.2,
Page 62, Section 6.2

|4

the E71, from the programming tool. Page 67, Section 7.1.3
* Basic setting

* Ethernet operation setting

|4

|

Restarting the CPU module MELSEC-L CPU Module User's
Manual (Hardware Design,

Maintenance and Inspection)

Reflect the parameter settings by turning off and on the CPU
module or resetting the CPU module.

{ Connect an Ethernet cable to the E71.

Network diagnostics

|4

Check that the cables are connected properly or that [L5~ Page 322, Appendix 5

communications are performed properly with the set
parameters. (PING test, loopback test)

Setting parameters
Set the following parameters, which are required to start up [Z5~ Page 66, Section7.1.2,

v

Continued to COMMUNICATION PROCEDURE ([~ = Page 64, CHAPTER 7)
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CHAPTER 5 SYSTEM CONFIGURATION

CHAPTER 5 sYSTEM CONFIGURATION

5.1 Overall System Configuration

The following is a system configuration example of when using an E71.

Display unit
(optional)

g ‘ D 1/O modules

or
CPU module E71 intelligent function modules
!

.
H
H
H
H

Power supply module

END cover

S7
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5.2 Network Components

This section describes the devices used for Ethernet.

Connected device

Point/’

An E71 determines whether to use 100BASE-TX or 10BASE-T and the full-duplex or half-duplex transmission mode

according to the hub. For connection to a hub without the automatic negotiation function, set the half-duplex mode on the
hub side.

(1) 100BASE-TX connection
To configure a system for 100BASE-TX connection, use devices that meet the IEEE 802.3 100 BASE-TX

standards.
Configuration device Description
Shielded twisted pair | Straight cable A Category 5 or 5e cross cable is usable.
cable (STP)*2 Cross cable A Category 5 or 5e cross cable is usable.
Connector RJ45 connector —
Hub 100Mbps hub Up to two levels of cascade connection can be configured.”

*1 This applies when a repeater hub is used. For the number of levels that can be constructed when a switching hub is
used, consult with the manufacturer of the switching hub used.

*2 Data can be communicated with an E71 (between LJ71E71-100 modules). In addition, an E71 can be directly connected
to a GOT.

Point/’

During high-speed communications (100Mbps) using 100BASE-TX connection, a communication error may occur due to
high-frequency noise from devices other than a programmable controller in a given installation environment. The following
lists countermeasures to be taken on the E71 side to avoid high-frequency noise influence.

@® Wiring connection
» Do not bundle the cable with the main circuit or power cable or do not place it near those lines.
* Put the cable in a duct.
® Communication method
» Use TCP/IP for data communications with connected devices.
* Increase the number of retries of communications if needed.
® 10Mbps communications
+ Use a 10Mbps hub for the E71 and set the data transmission speed to 10Mbps.

+ Change the transmission speed of the E71 to 10Mbps using the UINI instruction. ((_ 5 Page 233, Section
15.13)

Consult a network specialist for required devices.

© 00 0000000000000 0000 0000000000000 00000000000000000C0COCKCEOSGITOSIEOEOSIOIPOIOIONOTOIO
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(2) 10BASE-T connection
To configure a system for 10BASE-T connection, use devices that meet the IEEE 802.3 10BASE-T standards.

Configuration device Description

Unshielded twisted pair Straight cable

cable (UTP) or shielded A Category 3, 4, or 5 straight cable or cross cable is usable.
twisted pair cable (STP)"2

Cross cable
Connector RJ45 connector —
Hub 10Mbps hub Up to four levels of cascade connection can be configured.”

*1 This applies when a repeater hub is used. For the number of levels that can be constructed when a switching hub is
used, consult with the manufacturer of the switching hub used.
*2 Data can be communicated with an E71 (between LJ71E71-100 modules). In addition, an E71 can be directly connected

toa GOT.

Consult a network specialist for required devices.

sjusuodwo) Jom}eN Z'G
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5.3 Applicable Systems

This section describes MELSEC-L series systems that include an E71.

(1) Applicable CPU modules and the number of connectable modules

An E71 can be connected to an LCPU with an serial number (first five digits) of 14112 or later.
For the number of connectable modules, refer to the following.

MELSEC-L CPU Module User's Manual (Hardware Design, Maintenance and Inspection)

(2) Applicable software

GX Works2 is required for setting and diagnosing an E71. GX Developer cannot be used.

Software Version

GX Works2 1.95Z or later
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CHAPTER 6 INSTALLATION AND WIRING

This chapter describes installation and wiring of the E71.

6.1 Installation

This section describes installation of the E71.

(1) Installation method
For the module installation environment and position, refer to the following. MELSEC-L CPU Module

User's Manual (Hardware Design, Maintenance and Inspection)

(2) Handling precautions
Do not drop or apply strong shock to the E71 case since it is made from resin.

uonejeisu] L9
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6.2 Wiring

This section describes Ethernet cable wiring and wiring precautions. For a network configuration and cables and hubs
used, refer to "SYSTEM CONFIGURATION". ((_>— Page 57, CHAPTER 5)

(1) Ethernet cable connection

The following is how to connect and disconnect an Ethernet cable.

(a) Connecting the cable

=

Power off the E71 and the connected device.

2. Push the Ethernet cable connector into the E71 until

it clicks. Pay attention to the connector's direction.

3. Power on the E71 and the connected device.

1. Power off the system.

2. Press the latch down and unplug the Ethernet cable.
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(2) Precautions

This section describes wiring precautions.

(a) Handling

Place the Ethernet cable in a duct or clamp them. If not, dangling cable may swing or inadvertently be pulled,
resulting in damage to the module or cables or malfunction due to poor contact.
Do not touch the core of the cable-side or module-side connector, and protect it from dirt or dust. If oil from your
hand, dirt or dust is attached to the core, it can increase transmission loss, arising a problem in data link.
Check the following:

 Is any Ethernet cable disconnected?

+ |s any Ethernet cable shorted?

» Are the connectors securely connected?

(b) Broken cable latch

Do not use Ethernet cables with broken latches. Doing so may cause the cable to unplug or malfunction.

(c) Connecting and disconnecting the Ethernet cable
Hold the connector part when connecting and disconnecting the Ethernet cable. Pulling a cable connected to
the module may damage the module or cable or result in malfunction due to poor contact.

(d) Maximum station-to-station distance (maximum cable length)
The maximum station-to-station distance is 100m. However, the distance may be shorter depending on the
operating environment of the cable. For details, contact your cable manufacturer.

(e) Bend radius
The bend radius of the Ethernet cable is limited. For details, see the specifications of the Ethernet cable to be

used.

BULIM 2'9
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CHAPTER 7 cOMMUNICATION PROCEDURE

This chapter describes the procedure for communicating with connected devices after the E71 is connected to

Ethernet. For the procedure for connecting the E71 to Ethernet, refer to "PROCEDURES BEFORE OPERATION".
Continued from PROCEDURES BEFORE OPERATION

({_F Page 55, CHAPTER 4)

|4

[z~ Page 65, Section 7.1,
Parameter setting of each function

Parameter settings
Set the parameters (excluding the basic setting and Ethernet operation
setting) if necessary.

Starting the CPU module [[1 MELSEC-L CPU Module User's

Manual (Hardware Design,

Reflect the parameter settings by turning off and on the CPU module or Maintenance and Inspection)

resetting the CPU module.

—
|4

Initial process
The initial process of the E71 is automatically performed.

Open process [T Page 72, Section 7.2,

) ) . . . Page 79, Section 7.3
The open process is to establish a connection with a connected device.

—
|4

Data communications using
each function

Close process
The close process is to disconnect (cancel) the connection with the

I 4qm

|4
____/ U/ A A

[z Page72, Section7.2,
Page 79, Section 7.3
connected device established by the open process.
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CHAPTER 7 COMMUNICATION PROCEDURE

Setting Parameters Required for Communications

This section describes how to set parameters to communicate between the E71 and connected devices.

711

Parameter list

The following table lists parameters set through a programming tool.

Item

Description

Reference

Network
Parameter

Network Type

Start I/O No.

Network No.

Basic setting
Group No.

Station No.

Mode

Configure settings to use the E71 as a network module.

Page 66, Section 7.1.2

Operation Setting

Configure the settings, such as an IP address, to
connect the E71 to Ethernet.

Page 67, Section 7.1.3

Initial Setting

Set a data communication timer value.

Page 311, Appendix 4.1

Open Setting

Configure connection settings.

Page 69, Section 7.1.4,
Parameter setting of each
function

Router Relay Parameter

Configure settings to communicate with connected
devices on Ethernet via a router and a gateway.

Station No. <-> IP Information

Configure settings (e.g. network number and station
number) to communicate with other network modules.

FTP Parameters

Configure the settings of the file transfer (FTP)
function.

E-mail Setting

Configure the settings of the e-mail function and the
automatic notification function.

MELSEC-Q/L Ethernet
Interface Module User's
Manual (Application)

Interrupt Settings

Set the control number (Sl) on the E71 side to request
an interrupt to the CPU module.

Page 131, Section 12.5.1

Routing Parameters

Set the communication path to communicate with a
station having a different network number.

MELSEC-Q/L Ethernet
Interface Module User's
Manual (Application)

Valid Module During Other Station
Access

Select a relay module when an access request with no
network number specified is issued from another
station.

Predefined Protocol Support Function

The connected device side protocol can be easily
selected, or created/edited from the Predefined
Protocol Library of GX Works2.

Page 95, CHAPTER 11

Remote Password

Select the connection protected by a remote password.

Page 181, Section 14.4
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7.1.2 Basic setting

Set items, such as a network number and station number.

\Q Project window => [Parameter] => [Network Parameter] => [Ethernet/CC IE Field] => Select
"Ethernet" under "Network Type".

.%, Network Parameter - MELSECNET/GG IE/Ethernet Module Gonfiguration

I~ Set network configuration setting in CC IE Field configuration window —

Podule 1 Moduls 2 Podule 3

Network Type Ethernet - [Mone + [Hone -
Start 1O Mo,
Metyork Ko,
Tokal Stations

Graup Ho. [
Skation Mo,
Fode Oriine = - =

Operation Setting

Initial Setting

Opsn Setting

Router Relay Parameter

Station Mo, <-=IP Information

FTP Paramaters

E-mail Setting

Intsrrupt Settings

Mecessary Setting{ Mo Setting | Already Set ) Set if it is needed( o Setting | Already Set )

Start 1O Ha. © Valid Module During Other Station Access [1 -
Please input 16-paint unib{HE:) to start 1O Ko, in which module is mounted.

Acknowledae Y

Assigrment Routing Parameters | Assignment Image Check End Cancel
Frint Windas, .. | P”gf;’\’w';‘vdf'w | -
: | o
Item Description Setting range
Network Type Select "Ethernet". —
. . . Within the number of 1/0O points of the
Start 1/0 No. Set the start I/O number of the E71 in units of 16 points.
CPU module
Network No. Set the network number of the E71. 110 239
Group No. Set the group number of the E71. 0to 32
Station No. Set the station number of the E71. 1to 64
* Online
) + Offline
Mode Select the operation mode of the E71.
* Self-Loopback Test
* H/W Test
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7.1.3

CHAPTER 7 COMMUNICATION PROCEDURE

Ethernet Operation Setting

Configure the settings, such as an IP address, to connect the E71 to Ethernet.

\Q Project window => [Parameter] => [Network Parameter] => [Ethernet/CC IE Field] => Select

"Ethernet" under "Network Type". &> |

| button

Operation Setking

Ethernet Operation Settineg §|

Communication Data Code Initial Tiring

e Donok wait for OPEN {Communications
impossible ak STOP time)

~ Always wait For OPEN {Communication
possible at STOP time)

Send Frame Setting

™ ASCII Code

IP Address Setting

Input Format |DEC -

Paddess | 192 0 1z

+ Ethernetiyz.0)

" IEEE&0Z.3

I Enable Cnline Change TCP Existence Confirmation Setting

+ Use the Keepalive

" Use the Ping

End Cancel |

Item

Description

Setting range

Communication Data Code

Select the communication data code for the connected device.

* Binary Code
» ASCII Code

* Do not wait for OPEN
(Communications
impossible at STOP

Initial Timing ==~ Page 68, Section 7.1.3 (1) time)
* Always wait for OPEN
(Communication
possible at STOP time)
. *DEC
Input Format | Select the IP address input format. HEX
. * DEC:
Set the IP address of the own station. Make sure that the E71 on the own
IP Address 0.0.0.1to
. station and the connected device to be communicated with have the same
Setting ] o 255.255.255.254
IP Address class and subnet address. Consult with the network administrator for the IP HEX
address setting.
. 00.00.00.01 to
=5~ Page 68, Section 7.1.3 (2)
FF.FF.FF.FE

Send Frame Setting

Select the frame of the Ethernet header for the data link layer to be sent by the
E71.

An E71 receives data from the connected device both with the Ethernet frame
and the IEEE802.3 frame.

* Ethernet (V2.0)
- [EEE802.3™"

Enable Online Change

Select whether to enable connected devices to write data in MC protocol
communications while the CPU module is in RUN.

* Selected: Enable
* Not selected: Disable

TCP Existence Confirmation
Setting

Select an alive check method in TCP/IP communications.

* Use the KeepAlive
* Use the Ping

*1 The IEEE802.3 frame format can be used only when the connected device is compatible with the frame. Generally,
using the Ethernet frame is recommended.
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(1)

Initial Timing
This setting configures the open timing of the connection where "TCP" (Passive open) or "UDP" has been

selected under "Open System" in the open setting. ((_3 Page 69, Section 7.1.4)

(a) Do not wait for OPEN (Communications impossible at STOP time)

Connections are opened or closed using a program. Communications cannot be performed while the switch on
the CPU module is set to STOP.

(b) Always wait for OPEN (Communication possible at STOP time)

(2)

Connections always wait for the open status according to the "Open System" parameter. (This eliminates the

need to open/close connections using a program.*1) Communications can be performed while the switch on the

CPU module is set to STOP.

*1 If the program of the CPU module on the own station closes a connection, the station does not enter the OPEN request
wait status after the connection is disconnected.

Point/

When remotely controlling the CPU module from a connected device, select "Always wait for OPEN (Communication
possible at STOP time)". If "Do not wait for OPEN (Communications impossible at STOP time)" is selected, the
communication line is closed during remote STOP. After the line is closed, the line cannot be reopened on the CPU module
side, and remote RUN cannot be performed from the connected device.

IP address setting
Set the IP address of the own station so that it has the same class and subnet address as that of the connected
device to be communicated.

El When a subnetwork is not used

» |IP address of the own station: 129.5.1.1

» [P address of the connected device: 129.5.47.1

» Subnet mask of the connected device: None
In the above case, the IP address of the connected device is class B.
Since class B has a default subnet mask of 255.255.0.0, set the IP address of the own station so that the first and
second octets are the same as those of the connected device.

El When a subnetwork is used

» |IP address of the own station: 129.5.47.5

» [P address of the connected device: 129.5.47.1

» Subnet mask of the connected device: 255.255.255.0
In the above case, although the IP address of the connected device is class B, the first to third octets are the
subnet address because the subnet mask is set to the first to third octets.
Therefore, set the IP address of the own station so that the first to third octets are the same as those of the
connected device.

@COCQ‘QOOO.Q.Q.OCOlOl0‘Q‘OOO0.0.QCOCO‘O‘Q‘OQOQ.Q.OCCO‘O‘Q‘

® The IP address pattern for each class is as follows.
Class A: 0.x.x.x to 127.x.x.x, Class B: 128.x.x.x to 191.x.x.x, Class C: 192.x.x.x to 223.x.x.x

® The host address for each class is the part shown with "0".
Class A: 255.0.0.0, Class B: 255.255.0.0, Class C: 255.255.255.0



7.1.4
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Open Setting

Configure settings to open connections for data communications with connected devices.

\@ Project window > [Parameter] => [Network Parameter] <> [Ethernet/CC IE Field] => Select

"Ethernet" under "Network Type". => | | button

Open Setking

+'» Network Parameter Ethernet Open Setting Module No.: 1
IP AddressfPort Mo, Input Format DEC hd
Poocol | opensysen | medoter | SRR | o | contmaten | poihn. | mashess | rerne

1 |uoP -  |Receive = |Procedure Exist ~ [Disable ~ Mo Confirm 2000 10, 87, 85.223 2000
2 - -~ - = ) =

3 - -~ - = ) =

4 - -~ - = ) =

5 - -~ - = ) =

6 - -~ - = ) =

7 - -~ - = ) =

8 - -~ - = ) =

9 - -~ - = ) =

10 - -~ - = ) =

11 - - - - - -

12 - - - - - -

13 - - - - - -

14 - - - - - -

15 - - - - - -

16 - - - - - -

(*) IP Address and Port: Mo, will be displayed by the selected format,

Please enter the valug according to the selected number,

End Cancel

FEX

Item

Description

Setting range

IP Address/Port No. Input ) *DEC
Select the input format for the IP address and port number.
Format *« HEX
b | Select the communication protocol for the connected device. .« TCP
rotoco
([~ Page 72, Section 7.2, Page 79, Section 7.3) + UDP
* Active
* Unpassive
Set this item when "TCP" is selected under "Protocol". P IY
Open System * Fullpassive
([__~ Page 73, Section 7.2.2, Page 75, Section 7.2.3, Page 77, Section 7.2.4) . MELSOFT
Connection™!
For communications using a fixed buffer, select whether to use the buffer for
. L ) . » Send
sending or for receiving in a connection to the connected device. When not
Fixed Buffer ) o ) ) . . * Receive
performing communications using a fixed buffer, select "Send". ((_5_ Page 120, « Predefined protocol
CHAPTER 12)
Fixed Buffer Select a communication method for communications using a fixed buffer. ((_ 5 * Procedure Exist
Communication Page 120, CHAPTER 12) * No Procedure
Configure the pairing open setting for communications using a fixed buffer. « Disable
Pairing Open
({5 Page 139, Section 12.7) - Enable
. . . * No Confirm
Existence Confirmation | Select whether to use the alive check function. (__ 5~ Page 194, Section 14.7) « Confirm
* DEC:
1025 to 4999, 5003 to
655342
Host Station Port No. Set the E71 connection port numbers. «HEX:

401y to 1387, 138By
to FFFEy 2
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Item

Description

Setting range

Destination IP Address

Set the IP address of the connected device.

* DEC:
0.0.0.0to
255.255.255.255
* HEX:
00.00.00.00 to
FF.FF.FF.FF

Destination Port No.

Set port numbers for connections of connected devices.

» DEC:

1 to 655352
« HEX:

14 to FFFFy3

*1 An E71 is always waiting for an open request from a connected device (communications can be performed during
STOP), regardless of the initial timing setting in the Ethernet operation setting. ((_ 3 ~ Page 67, Section 7.1.3)

*2 Do not enter 5000 (1388y) to 5002 (138Ay). ((__7  Page 309, Appendix 2)

*3 The range of 1 (1) to 1024 (4004 is available only in the E71 with the serial number (first five digits) of "15042" or later.
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CHAPTER 7 COMMUNICATION PROCEDURE

Point/

® Note the following points when setting port numbers.
O: Can be set, X: Cannot be set

Communication
Connection status Description protocol
TCP/IP | UDP/IP
Connected device
E71 9 When connecting multiple connected devices, set multiple
_— Lo nnecting multip ' P o o)
O . own station port numbers.
o Connected device
—O
O
C ted devi
onnected device When connecting multiple connected devices, set a single
E71 -3 own station port number. (However, connections need to be
o</ © P : ", connections | o x
5 Wected device opened by the number of connections.) This setting cannot
0 be configured when the own station is Unpassive.
©)
E71 Connected device When connecting multiple ports on a connected device, set o o
O O multiple port numbers of the E71.
O O
When connecting multiple ports on a connected device, set
E71 Connected device a single port number of the E71. (However, connections
8‘\\8 need to be opened by the number of connections.) This O X
setting cannot be configured when the own station is
Unpassive. NN
>0
When connecting the same port on a connected device, set o
E71 Connected device i "9 P VI, 2
multiple port numbers of the E71. (However, connections O O =}
O ——— O ) )
O @) need to be opened by the number of connections.) @
5
E71 Connected device Multiple ports can be set for the same port on a connected o o
8 8 device and on the E71 only when paring open has been set.

® Consult with the network administrator for setting the port numbers of the E71 and the connected device and the IP
address of the connected device.

suoneoIUNWWOY Joy pasinbay siejeweled bume
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7.2 TCP/IP Communications

This section describes TCP/IP communications.

7.21 Establishing a connection

TCP/IP communications require establishing connections between communication devices. When the server-side

device is in standby status after performing a Passive open process, a connection is established after the client-side

device issues an open request (Active open process) to the server and a response is received.

In TCP/IP communications, the system establishes a connection and checks whether each data has arrived at the

recipient normally, thereby ensuring data reliability. Compared to UDP/IP communications, however, TCP/IP places a

greater load on the line.

El When the E71 is in Passive open status

E71

Passive open
(passive)

72
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Client

Open request

\ Response
\/ . \ Connected device
Connection Active open
(active)



CHAPTER 7 COMMUNICATION PROCEDURE

7.2.2 Communication process

This section describes the process from establishing a connection to terminating communications.

Client
—]
i =]
1
Ermmeem
After the server performs Connected device
Passive open, it will wait
for an open request from
the client. | Passive open | When the client sends
Open request | - Active open reques.t and
¢ | Active open the server accepts it,

the connection is
established between
Response the client and the server.

Connection established

lllllllllllllllllllll1Connection eStab"Shed |

_ Data sending | . The client requests data
< | Data sending -
sending and sends data.

m The client receives the response

| Receive process | to the data.

- 1 Data sending R
| Data sending | » | The client receives data and sends

/ back the response to the data.
Response
LR |

eceive process

NN
[N
o0
£
323
Close request | 30
< Close process | ERe
| 33
23
S5
Response o g
| Close request R o 89
| Close request | » | The packet to stop communications is o2
exchanged then the connection is @
disconnected.
Response
| Closed | | Closed
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Point/’

® The corresponding bit of Open completion signal (address: 5000y) automatically turns off and the communication line is
closed in the following situations:

+ Atimeout has occurred in the alive check function. ([__ = Page 194, Section 14.7)

* An E71 has received a close request and the ABORT (RST) instruction from a connected device.

» An E71 has received Alive open request from a connected device again with open completed in TCP.
After an E71 sends an ACK to a connected device, the E71 closes the connection when receiving the RST
command from the connected device. If the E71 with a different IP address or port number receives Active open
request from the connected device again, the E71 only sends the RST command. (It does not close the
connection.)

» Atimeout has occurred upon transmission in TCP.

@ After the connected device sends a close request to the E71, wait for 500ms or more before performing an open process
again.




CHAPTER 7 COMMUNICATION PROCEDURE

7.2.3 Active open procedure

Active open is a connection method that performs an active open process on a connected device in Passive open wait

status. The procedure that the E71 performs an Active open process is as follows. For the OPEN/CLOSE instructions,

refer to "DEDICATED INSTRUCTIONS". (_>~ Page 196, CHAPTER 15)

El Openl/close processes for the connection number 1

Parameter communication
Power-on completed

Open status

Open allowed status
(closed)

Closed status

Initial normal completion
signal X19 o

OPEN instruction
«—>! 1 scan
OPEN instruction

OPEN instruction

completion device + 1

( E F ‘IAbnormaIIy ended

completion device \
Open abnormal detection \

i K 1 Abnormally pnded

signal X18

CLOSE instruction
'«—> 1 scan

CLOSE instruction

completion device

CLOSE instruction

/ TECLS S 1 Abnormally
' ended

completion device + 1

Open completion signal
(address: 5000H)

Open request signal

(address: 5002H) )
FIN ACK

1@

l FIN + ACK

After parameter communications, check that the initial process of the E71 is normally completed.

(Initial normal completion signal (X19): ON)

Start the open process using the OPEN instruction. (Open request signal (address: 5002, (b0)): ON)
The E71 performs the open process. (The E71 sends an open request (SYN) to the connected device.)
When the open process is normally completed, data communications are enabled.”

Start a close process using the CLOSE instruction. (Open request signal: OFF)

The E71 performs the close process. (The E71 sends a close request (FIN) to the connected device.)

When the close process is normally completed, data communications terminate."?
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*1

*2

If the E71 sends an SYN and the connected device returns a RST, Open abnormal detection signal (X18) turns on
immediately and the open process terminates. (Open abnormal end)

If an ACK and a FIN are not returned within the time specified by the TCP end timer value, the E71 forcibly closes the
connection (sends a RST). (Close abnormal end)



CHAPTER 7 COMMUNICATION PROCEDURE

7.2.4 Passive open procedure

The E71 has the following two connection methods for Passive open.

Unpassive Performs a passive open process on connections for all devices connected to the network,
regardless of the IP address and port number of the destination device.

Fullpassive Performs a passive open process on connections for the connected device specified by the
IP address and port number.

Under the Passive open method, the open/close processes are performed using the procedures described below,
according to the Ethernet operation setting.

(1) When "Always wait for OPEN (Communication possible at STOP time)" is
selected for the Ethernet operation setting

As the E71 is set to always wait for open, a connection is established when an Active open is requested from the
connected device. This eliminates the need for open/close processing programs on the E71 side.

Parameter
communication
Power-on  completed o

Open status

Open allowed status (closed)
(Active open acceptance enabled)

Closed status

Initial normal completion
signal X19

@ After parameter communications, check that the initial process of the E71 is normally completed.

~N~
Open completion signal A d o i '::
(address: 5000H) N 3)1)7 8
Open request signal / > ‘é’ T
(address: 5002H) SYN + ACK FIN + ACK g g
o
o | 1 ‘o | I 3
SYN ACK FIN ACK 22
S o
85
€3
()

(Initial normal completion signal (X19): ON)

After the initial process is normally completed, the connection enters open enable status and the E71 waits for an open

request from the connected device.

The E71 starts the open process upon receiving the open request (SYN) from the connected device. When the open
2] process is normally completed, Open completion signal (address: 5000y (b0)) turns on and data communications are

enabled.

The E71 starts the close process upon receiving the close request (FIN) from the connected device. When the close

process is completed, Open completion signal (address: 5000H (b0)) turns off and data communications are disabled.
@ After the internal process of the E71 is completed, the connection returns to the OPEN request wait status.

*1 An open request (SYN) received after the normal completion of an initial process and before the E71 is in the OPEN
request wait status will cause an error, and the E71 sends a connection forced close (RST).

Point/’

When the open/close processes are performed from the E71 side using a dedicated instruction, even if "Always wait for
OPEN" has been selected for the Ethernet operation setting, the connection will not return to the open acceptance enable
status after the close process is completed.
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(2) When "Do not wait for OPEN (Communications impossible at STOP time)" is

selected for the Ethernet operation setting

Executing the OPEN/CLOSE instructions is required on the E71 to make the E71 enter open/close wait status
before receiving an open/close request from the connected device. When the open process is normally
completed, data sending and receiving are enabled. For the OPEN/CLOSE instructions, refer to "DEDICATED
INSTRUCTIONS". ([_7 Page 196, CHAPTER 15)

El Open/close processes for the connection number 1

Parameter
communication
Power-on completed

Open status

Open allowed status (closed)
(Active open acceptance enabled)

Closed status

Initial normal completion
signal X19 o

OPEN instruction
«—>! 1 scan
OPEN instruction

completion device

OPEN instruction
completion device + 1

e , Abnormally
! ' ended

Open abnormal detection
signal X18

CLOSE instruction

CLOSE instruction
completion device

Abnormally ___ -,
ended | ]

CLOSE instruction
completion device + 1

L]

Open completion signal

(address: 5000H) \1- 1
Open request signal E
(address: 5002H) SYN + ACK FIN + ACK
of | ol | |
SYN ACK FIN ACK

After parameter communications, check that the initial process of the E71 is normally completed.
(Initial normal completion signal (X19): ON)

Start the open process using the OPEN instruction. (Open request signal (address: 5002 (b0)): ON)

The E71 starts the open process upon receiving the open request (SYN) from the connected device. When the open

process is normally completed, Open completion signal (address: 5000y (b0)) turns on and data communications are
enabled.

The E71 starts the close process upon receiving the close request (FIN) from the connected device. When the close
process is completed, Open completion signal (address: 5000H (b0)) turns off and data communications are disabled.

Start the close process using the CLOSE instruction. (Open request signal: OFF)

*1 An open request (SYN) received after the normal completion of an initial process and before the E71 is in the OPEN
request wait status will cause an error, and the E71 sends a connection forced close (RST).
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Point />

® Change connection settings before executing the OPEN instruction.

® Once an open process is performed, an open request cannot be canceled before the open process is completed.
Perform a close process (Execute the CLOSE instruction) after the open process is completed.

7.3 UDP/IP Communications

This section describes UDP/IP communications. In UDP/IP communications, the system does not establish a
connection and does not check whether each data has arrived at the destination normally, thereby reducing the load
on the line. However, UDP/IP communications do not guarantee data reliability as the TCP/IP communications do.

7.3.1 Communication process

Unlike TCP/IP communications, UDP/IP communications do not require connections to be established with connected

devices.

Client

——— Server

E71

Connected device

The client opens
| Open | | Open the port.

Data sending |

The client specifies
the destination and
sends data to it.

Data sending request |

S

ss9204d uolEOIUNWWOY '€/
suopediunwwoy di/dan €2

The server requests
data reception and Receive process (reading)
reads the received data. T

- 1 Data sending
| Data sending request | >

|Receive process (reading)|

| Close | Close | The client performs
the close process.

Point />

@ |[f a timeout has occurred in the alive check function, the corresponding bit of Open completion signal (address: 50004)
automatically turns off and the communication line is closed.

@ After the connected device sends a close request to the E71, wait for 500ms or more before performing an open process
again.
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7.3.2 Open procedure

The open/close processes are performed by the procedures described below, according to the Ethernet operation
setting.

(1) When "Always wait for OPEN (Communication possible at STOP time)" is
selected for the Ethernet operation setting

After the E71-connected station is started up, the connection in UDP/IP communications automatically opens and
data sending/receiving are enabled. Creating open/close processing programs is not required.

Point/’

When open/close processes are performed from the E71 side using a dedicated instruction with "Always wait for OPEN
(Communication possible at STOP time)" set in the Ethernet operation setting, all open/close processes with the subsequent
connected devices must be performed in a program.
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(2) When "Do not wait for OPEN (Communications impossible at STOP time)" is

selected for the Ethernet operation setting

Executing the OPEN/CLOSE instructions is required on the E71 to make the E71 enter open/close wait status
open/close wait status before receiving an open/close request from the connected device. When the open
process is normally completed, data sending and receiving are enabled. For the OPEN/CLOSE instructions, refer
to "DEDICATED INSTRUCTIONS".

((_=" Page 196, CHAPTER 15)

El Open/close processes for the connection number 1

Parameter
communication
Power-on completed

Open status

Open allowed status (closed)

Closed status

Initial normal completion
signal X19

OPEN instruction

OPEN instruction
completion device

OPEN instruction : NN

. . T w w
completion device + 1 ! N e
. 09

' 8 E

CLOSE instruction . 57T
. <+—>} 1 scan =Ne)

‘ 8 g

CLOSE instruction i 23
completion device ' ' ==
: {===--+ Abnormally g

CLOSE instruction : i | ended g
1 1 >

i 1 (2]

completion device + 1 \ / \
Open completion signal /V{
(address: 5000H) \/ '

Open request signal
(address: 5002H)

Internal process o 0 Internal process

After parameter communications, check that the initial process of the E71 is normally completed.
(Initial normal completion signal (X19): ON)

Start the open process using the OPEN instruction. (Open request signal (address: 5002 (b0)): ON)
The E71 performs the open process. (Internal process only)

Data communications are enabled when the open process is normally completed.

Start the close process using the CLOSE instruction. (Open request signal: OFF)

The E71 performs the close process. (Internal process only)

When the close process is normally completed, data communications terminate.
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CHAPTER 8 CONNECTING MELSOFT PRODUCTS
AND A GOT

This chapter describes the connection of the E71 with MELSOFT products (such as a programming tool and MX
Component) and the GOT.

8.1 Applications

This section describes applications according to a connection type.

(1) Programming and monitoring over Ethernet
In Ethernet, a programming tool can create programming of a programmable controller and monitor a
programmable controller (MELSOFT connection), and the GOT can monitor and test a programmable controller.
Remote operations making full use of the Ethernet capability, long-distance connectivity and high-speed

communications, are achieved.

C L]

e
o Aan!

Programming tool E71

GOT

(2) Connecting multiple products
Multiple MELSOFT products and GOTs can be connected using MELSOFT application communication ports.

Point/’

The connection used in the connection with MELSOFT products is only for data communications with the MELSOFT
products and cannot be used for data communications with connected devices other than MELSOFT products.

(a) Connection using the TCP/IP communications
The E71 can connect to up to 17 MELSOFT products using one dedicated system connection and 16 user
connections. GOTs cannot be connected using the TCP/IP communications. (Use the UDP/IP

communications.)

(b) Connection using the UDP/IP communications

The E71 can connect a MELSOFT product and a GOT using one dedicated system connection.
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8.2 Data Communication Procedure

This section describes the data communication procedure in the MELSOFT connection.

El Connecting the E71 and a personal computer (programming tool)
1. Write the parameter settings (> Page 69, Section
7.1.4) in the CPU module. To connect multiple

!, Network Parameter_Ethernet Open Setting Module No.: 1

Protocal Opensystem | Fixed Buffer

products in the TCP/IP communications, set the

connection for the second product or more in the

open setting. In the following cases, the open
setting is not required.
- Only one product is connected in the TCP/IP

el fedelefefefefefelels

15 [1ce
16 [1ce

[MELSOFT Connection
[MELSOFT Connection

‘

R0 3 23 23 23 K K R R A R R R A
Qe fedelele e fefefedefe]e s
el fefedelefefefefefedefe]e]s
el fefedelefefefefefedefe]e]s
el fefedelefefefefefedefe]e]s

‘

communications.

- The network is running in the UDP/IP communications.

2. set the connection target in the programming tool.

R G B w6 el O Connection destination window &> [Connection1]
Networkto. [| Station Ne. [ Pratooo [00P
niodule NE}\XJME\IT) Module Module - Mni;i\;zince\ Damn;u’z‘:;:rn sl
Voaile Keme [T 700 Netmork e [T Station W [T

1P Addvess / Host Neme [1087.792

= tation Ma.c=5IF Information

No Spesifsation

Time Qut gec) B0 ws [0
NETA10H) - s
Metwork o, | Station Mo, [T o
— bl - S
[V
&
(171 e S
3
5
: 3. Select "Ethernet Board" under "PC side I/F" and )
PG side I/F Ethernet Board Setting x . . . 2
— double-click the item. The window shown to left ]
etk Mo, 1 Ok
e ] appears. 3
Station ko, 2 Cancel . ] 8
Thiz setting iz an assienment for Ethernet board. On the WlndOW, enter the netWOI‘k number and stat|0n g
Please execute the following settings. ) c
Station Mo Station Na. hat does et avarlsp an fhe same loap. number of the personal computer, not of the E71. @

Determine the network number and station number of
the personal computer as follows:

The network number must be the same as that of the

E71.

The station number must be different from that of the

Protocol ucr -

E71 on the same network.
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PLG side I/F Detailed Setting of Ethernet Module

FLC Type
e twark Mo.

Station Mo,

% IF Addrezz
™ Host Mame

Station Mo.<->IP Information

LJTIETI -100 = Cancel
1
o, 97 ™ IF Input Format [DEC. -
|Aut0matic Responze System j

84

Select "Ethernet Module™ under "PLC side I/F" and
double-click the item. The window shown to left
appears. Set the station number and the IP address
according to the network parameters.

Set "Other Station Setting” and "Network
Communication Route™ when required.
A Passive open process is performed on all the

MELSOFT products connected to the network. (The
E71 will wait for an Active open request to itself.)



CHAPTER 9 MC PROTOCOL COMMUNICATIONS

CHAPTER 9 mc PROTOCOL COMMUNICATIONS

Using MC protocol communications, connected devices that can send and receive data in accordance with the MC
protocol can access a CPU module. Because an E71 processes and sends/receives data based on commands from
connected devices, no programs for data communications are required on the programmable controller side.

For MC protocol communications, refer to the following.

MELSEC Communication Protocol Reference Manual

9.1 Applications

Applications of MC protocol communications are as follows.

(1) Data read/write

Data can be read/written from/to a CPU module device and intelligent function module buffer memory. This
allows a connected device to monitor the CPU module operation, perform data analysis, and manage production
control.

(2) File read/ write

Files such as a program and parameter stored in a CPU module can be read/written. This allows a connected
device to manage CPU module files and switch execution programs.

(3) Remote control of a CPU module

The remote operation allows a connected device to remotely operate a CPU module.

suoneoliddy |'6

(4) Turning off the COM.ERR. LED
The COM.ERR. LED on an E71 can be turned off from a connected device.

(5) Remote password lock/unlock

A remote password can be locked/unlocked from a connected device.

(6) Access to a programmable controller in other stations over other networks
In a system containing CC-Link IE Controller Network, CC-Link IE Field Network, MELSECNET/H,
MELSECNET/10, and Ethernet, access to a programmable controller in other stations can be performed over
each network from a connected device.

85



9.2 Communication Structure

When a connected device sends a message to an E71 in the MC protocol message format, the E71 performs the
process according to the message. During communications, a CPU module including the E71 operates as a server,
and the connected device (a personal computer or other terminals) operates as a client. Based on the command
message received from the client, the server (the E71) automatically sends an appropriate response message.

Client
Connected device

Command message

Application data
Subheader | Text (command)

V

Header

Ethernet
[

/\

Response message

Application data

Header
Subheader | Text (command)

The frames that can be used with an E71 are as follows.
* 4E frame
* QnA-compatible 3E frame
* A-compatible 1E frame
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CHAPTER 9 MC PROTOCOL COMMUNICATIONS

93 Data Communication Procedure

The following is a data communication procedure for MC protocol communications.

1. Setthe parameters. ((_= Page 88, Section 9.4)
2. Perform the open process and establish a connection between the E71 and the connected device.

(I_=" Page 72, Section 7.2, Page 79, Section 7.3)
3. Once the connection is established, the connected device sends an MC protocol message.

4. The connection is closed after the communications are completed.

Point/’

In the cases described below, an E71 performs a remote password check when the connected device accesses the

programmable controller. If communications cannot be performed, unlock the remote password. ((__5 Page 182, Section
14.4.2)
* When a remote password has been set in the CPU module
* When the connection for data communications with the connected device is to be subjected to the remote
password check

8INpaooid uoiesiunwwo) ejed £'6
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9.4

Parameter Setting

Set the following parameters for MC protocol communications.
- Basic setting ((_=_ Page 66, Section 7.1.2)
- Ethernet operation setting ([~ Page 67, Section 7.1.3)
« Open setting ((_=_ Page 69, Section 7.1.4)

.*; Network Parameter Ethernet Open Setting Module No.: 1

IP Address/Port Mo, Input Format DEC -
Fized Buffer Pairing Existence  [Host Station Destination Destination
Protocol (Sl e Fixed Buffer Commurication Cpen Corfirmation | Part Ma, 1P Address Part No.
1 |uocP - » |Send  |Procedure Exist  |Disable « [Ma Confirm = 2000 10, 97, 85.223 2000
2 - - - - - -
3 - - - - - -
4 - - - - - -
5 - - - - - -
6 - - - - - -
; - - - - - -
8 - - - - - -
5 - - - - - -
10 - - - - - -
11 - - - - - -
iz - 5 - 5 - 5
13 - - - - - -
" - 5 - 5 - 5
5 - 5 - 5 - 5
16 - - - - - -
(*) 1P Address and Port: Mo, will be displayed by the selected Format.
Please enter the value according ko the selecked number.
End Cancel
Item Description Setting range
Fixed Buffer Select the communication method for communications using a fixed buffer. For

Communication

MC protocol communications, select "Procedure Exist".

Procedure Exist
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CHAPTER 10 SLMP COMMUNICATIONS

CHAPTER 10 sLMP COMMUNICATIONS

SLMP is a protocol that enables connected devices to access SLMP supporting devices over Ethernet.
SLMP communications are available among devices that can receive/send messages in the SLMP control procedure.

This function is available only in the E71 with the serial number (first five digits) of "15042" or later.

For SLMP communications, refer to the following.

SLMP Reference Manual

10.1 Applications

Applications of SLMP communications are as follows.

(1) Data read/write
Data can be read/written from/to a device of the CPU module where an E71 is connected and intelligent function
module buffer memory. This allows a connected device to monitor the operation of the CPU module where an
E71 is connected, perform data analysis, and manage production control.

(2) Remote control of a CPU module
The remote operation allows a connected device to remotely operate a CPU module where an E71 is connected.

(3) Turning off the COM.ERR. LED
The COM.ERR. LED on an E71 can be turned off from a connected device.

suoneolddy L0l
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102 Communication Structure

When a connected device sends a message to an E71 in the SLMP message format, the E71 performs the process
according to the message. During communications, a CPU module including the E71 operates as a server, and the
connected device (a personal computer or other terminals) operates as a client. Based on the request message
received from the client, the server (the E71) automatically sends an appropriate response message.

Client
Connected device

Request message

Header | Subheader AC.CES§ Command
destination

V

Ethernet
[

/\

Response message

Header | Subheader Response data
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CHAPTER 10 SLMP COMMUNICATIONS

103 Data Communication Procedure

The following is a data communication procedure for SLMP communications.

1.
2.

3.
4.

Point/’

Set the parameters. (_> Page 92, Section 10.4)
Perform the open process and establish a connection between the E71 and the connected device.

(I_=" Page 72, Section 7.2, Page 79, Section 7.3)
Once the connection is established, the connected device sends an SLMP message.

The connection is closed after the communications are completed.

In the cases described below, an E71 performs a remote password check when the connected device accesses the

programmable controller. If communications cannot be performed, unlock the remote password. ((__5  Page 182, Section
14.4.2)

* When a remote password has been set in the CPU module
* When the connection for data communications with the connected device is to be subjected to the remote
password check

91
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10.4 Parameter Setting

Set the following parameters for SLMP communications.
- Basic setting ((_=_ Page 66, Section 7.1.2)
- Ethernet operation setting ([~ Page 67, Section 7.1.3)
« Open setting ((_=_ Page 69, Section 7.1.4)

.*; Network Parameter Ethernet Open Setting Module No.: 1

IP Address/Port Mo, Input Format DEC -
Fized Buffer Pairing Existence  [Host Station Destination Destination
Protocol (Sl e Fixed Buffer Commurication Cpen Corfirmation | Part Ma, 1P Address Part No.
1 |UoP - ¥ |Send ~ |Frocedure Exist ~ | Disable ~ |Ma Confirm - 2000 10, 97, 85.223 2000
2 - - - - - -
3 - - - - - -
4 - - - - - -
5 - - - - - -
[ - - - - - -
7 - - - - - -
) - - - - - -
9 - - - - - -
10 - - - - - -
1 = = = = = =
1z = = = = = =
13 = = = = = =
14 = = = = = =
5 = = = = = =
6 = = = = = =
(*) IP Address and Part K. will be displayed by the selected format.
Please enter the value according bo the selected number.
End Cancel
Item Description Setting range
Fixed Buffer Select the communication method for communications using a fixed buffer. For

Communication

SLMP communications, select "Procedure Exist".

Procedure Exist
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CHAPTER 10 SLMP COMMUNICATIONS

105 Available command list

The following table lists the commands that can be executed from a connected device to the E71.
The O part in the Subcommand column varies depending on the specified device.

For details on each command, refer to the following.
SLMP Reference Manual

Item
- Command | Subcommand Description
Type Operation
ood1 Reads values in 1-point units from bit devices (consecutive device numbers).
Read 0401 0000 « Reads values in 16-point units from bit devices (consecutive device numbers).
* Reads values in 1-word units from word devices (consecutive device numbers).
ood1 Writes values to bit devices (consecutive device numbers) in 1-point units.
Write 1401 00000 » Writes values to bit devices (consecutive device numbers) in 16-point units.
+ Writes values to word devices (consecutive device numbers) in 1-word units.
Specifies a device number to read the device value. Discrete device numbers can
be used.
Read Rand 0403 0omdo
ead Random « Reads bit devices in 16- or 32-point units.
* Reads word devices in 1- or 2-word units.
0001 Specifies a device number in 1-point units to write a value to a bit device. Discrete
Device device numbers can be used.
Write Random 1402 « Specifies a device number in 16-point units to write a value to a bit device.
00000 Discrete device numbers can be used.
« Specifies a device number in 1- or 2-word units to write a value to a word
device. Discrete device numbers can be used.
Entry Monitor Device 0801 oodo Registers a device to be read by Execute Monitor (command: 0802).
R h | f th i i E Monitor Devi :
Execute Monitor 0802 0000 eads the value of the device registered by Entry Monitor Device (command
0801).
Read Block 0406 00000 Spec.:ifies n points (1 poinF: 16 bits) o.f word or bit devices as one block, and reads —
multiple blocks of data. Discrete device numbers can be used. o
o
Specifies n points (1 point: 16 bits) of word or bit devices as one block, and writes
Write Block 1406 00000 pecifies n points (1 point: 16 bits) of w tdevt © block, and wrl z
multiple blocks of data. Discrete device numbers can be used. o
o
Read 0613 0000 Reads buffer memory data of the E71. o
Memory )
Write 1613 0000 Writes data to the buffer memory of the E71. 8
Read 0601 0000 Reads buffer memory data of the intelligent function module. g
Extend Unit )
Write 1601 0000 Writes data to the buffer memory of the intelligent function module. a
Remote Run 1001 0000 Executes remote RUN to the CPU module where an E71 is connected. i
Remote Stop 1002 0000 Executes remote STOP to the CPU module where an E71 is connected.
Remote Remote Pause 1003 0000 Executes remote PAUSE to the CPU module where an E71 is connected.
Control Remote Latch Clear 1005 0000 Executes remote latch clear to the CPU module where an E71 is connected.
Remote Reset 1006 0000 Executes remote RESET to the CPU module where an E71 is connected.
Read Type Name 0101 0000 Reads the model name and code of the CPU module where an E71 is connected.
Lock 1631 0000 Specifies the remt?te pa.ssword to disable the communication with other devices.
Remote (The locked state is activated from the unlocked state.)
Password Unlock 1630 0000 Specifies the re'.mote'password to enable communication with other devices. (The
unlocked state is activated from the locked state.)
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Item

: Command | Subcommand Description
Type Operation
Read Directory/File 1810 0000 Reads file list information from the CPU module where an E71 is connected.
Search Directory/File 1811 0000 Reads the file number of the specified file from the CPU module where an E71 is
connected.
New File 1820 0000 Reserves storage area for the specified file of the CPU module where an E71 is
connected.
Delete File 1822 0000 Deletes a file in the CPU module where an E71 is connected.
Copy File 1824 0000 Copies the specified file in the CPU module where an E71 is connected.
File Change File State 1825 0000 Changes the attributes of the file in the CPU module where an E71 is connected.
Change File Date 1826 0000 Changes the creation date of the file in the CPU module where an E71 is
connected.
Open File 1827 0000 Locks a file so that the.data of the file is not changed by other devices in the CPU
module where an E71 is connected.
Read File 1828 0000 Reads the data of a file from the CPU module where an E71 is connected.
Write File 1829 0000 Writes the data to a file in the CPU module where an E71 is connected.
Close File 182A 0000 Cancels the file lock by the open process.
Self Test 0619 0000 Tests whether the communication with the E71 is normally executed or not.
Clear Error 1617 0000 Turns off the COM.ERR. LED on the E71.
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CHAPTER 11 DATA COMMUNICATIONS USING THE PREDEFINED PROTOCOL

CHAPTER 11 pATA COMMUNICATIONS USING
THE PREDEFINED PROTOCOL

Data can be transferred between a connected device and the CPU module with a protocol appropriate to the
connected device (such as a measuring instrument or a bar code reader).

Device or buffer memory data can be taken into communication packets, and thereby this protocol communications are
suitable for data that may change in each communication.

The protocol setting required to communicate with the connected device can be configured in GX Works2.

Protocols can be selected from the Predefined Protocol Library or can be created and edited.

This function is available only in the E71 with the serial number (first five digits) of "15042" or later.

é 1) Setting protocols N ( 2) Writing protocols h
Protocols can be set easily using the predefined Write the set protocols in the flash ROM of the E71.
protocol support function of GX Works2.

Module Write (%]
- J J

Sending

v

A

Connected device Connected device

L )

Receiving

3) Executing protocols

Data can be communicated
with protocols appropriate to
each connected device.

Execute protocols by dedicated instructions.
Multiple protocols can be executed by one dedicated
instruction.

For the protocol setting method, refer to the following.

[ T[] GX Works2 Version 1 Operating Manual (Intelligent Function Module)
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Point/

® The followings are the maximum numbers of protocols and packets that can be registered.
* Protocols: Up to 128
» Packets: Up to 256
+ Packet data area size: Up to 12288 bytes
If once the number of packets reaches the upper limit, protocols cannot be added even though the number of protocols
has not reached the upper limit.
In addition, if once the packet data area size reaches the upper limit, protocols and packets cannot be added even though
the numbers of protocols and packets have not reached the upper limit.
For details, refer to the following.

[ 1 GX Works2 Version 1 Operating Manual (Intelligent Function Module)
® From Connection No.1 to 16 are available.

® The Communication Data Code becomes Binary Code regardless of the setting.




CHAPTER 11 DATA COMMUNICATIONS USING THE PREDEFINED PROTOCOL

11 1 Data Communication Procedure

By using the predefined protocol support function, data can be communicated with the connected device in the

following procedure.
1. Display the "Predefined Protocol Support Function"

&1 MELSOFT Series <Predefined Protocol Support Function-Ethernet Module >

Ele Edit Moduls ReadfWrits ool Debugging Support Function  Windary Window

\@ [Tool] => [Predefined Protocol Support Function]
=> [Ethernet Module...]

Packets Packet Data Area Lisage Hoduls For Debugging

Create a new file.

jWrke Lol Debugging Support Fuction  Window

O [File] 2> [New...] = "Add"

PO gt [——— [ —— PacetName [—

Protacolin Precfined Protocal Liasy Edtable Protocol
ProicelLne:

[protocos_oiiza_ redets ojzse 0.0% Hodue for Debuggng Vs charecters | CAP | WM [SCRL__

3. select "Predefined Protocol Library"” or "Add New"

in the "Add Protocol"” window.
LR When "Predefined Protocol Library" is selected, select

Selection of Protocol Type to Add

the protocol from Predefined Protocol Library registered
Twe:  [Pedetned Paocai by, %] Fefrence .
in GX Works2.

* Select from Predefined Protocol Library.
Please select manufacturer, model and protocol name fiom Protocol to

Protocol to Add
PH]NIEEDI Manufacturer Model Protocol Name
Generalpurpose
1 protacol SLMP(Device Read) .

0401: Read {word)

0401: Read (hify

E 0401: Read {word, link directy
0401: Read {bit, link direct)
0401: Read {word, intelligent}
0403 Read randorm (standard)
0403: Read random (link direct)
0403: Read randorm dintelligenty
0406: Read block (stand, x pts)
0406: Read block {ink, x pts)
0406: Read block {intel, x pts)

Point/

If "User Protocol Library" is selected in the "Add Protocol" window, protocols saved by user can be read. For details on the
User Protocol Library, refer to the following.

[ L1 GX Works2 Version 1 Operating Manual (Intelligent Function Module)
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Protocol Detailed Setting

i~ Connected Device Information

M anufacturer

Type

odel

Wersion

[0 {0000 ta FFFF)

Explanation

~Pratacal Sefting Information

Frotocal Mo,

Frotocol Mame

Commurication Type | SendeReceive =l

~Recsive Satting

Clear 05 area (feceive data area] before protocol execution. € Epatle " Disatle

Fieceive Wail Tine |0— #100ms  [Selting Frange] 0 to 30000 (3: Infinte Wait )
[ Send Setting

Huriber of Fleties Times  [Selting Flange] io 10

Fietry Interval wilms  [Selting Fiange] Oto 30000

Standby Time 0 #10ms  [Selting Fiange] O to 30000

Mentarng Time 1 100ms [Selting Fiange] Ota 3000 (0; firite st )

Cammurication Parsmeter Batch Seting |

0K Cancel

redefined Protocol Support Fi

n-Ethernet Module> - [Protocol Setting - Untitled]
Ele Edt ModdeReadWike Tool Debuogig Suppart Function  window

w\‘ﬁ\%\’!

> 5ens
< Receie

Protacal
No.

Manufacturer | Model Protocol Narmne: Communication Type Packet Name Packet Seting

=] SendsRecee

Elermen Unset
Elemen! Unse!

7 Potocalline
7 SendPacketline
1 Reseive Packet Line.

[ Receive PacketLine.

Potocols 1125 packets _2j255 | padhetData Avea Usage 0.0% | Modle for Debugaing Yana characir

S

{

Protocal No. 1 Protocol Name:
PacketType  |SendPacket Packet Name
Element List

Element
No.

Elerment Type Element Narme Element Sefting

Element Typ
€ Header € Mon-conyersion Variable
€ Goryesion Yaiable

£ Check Code.

£ Meminator
€ Length
& Static Data

" Monverifed Fleception

Cancel

Element Setting - Length{Send)

Element Name [

|ASCIl Hexadecimal -
1 -
Data Flow F

1 -
1 -

Code Type

Data Length

Calculating Range [Start)

Calculating Range [End)

Cancel
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4. Settheitems required for the data communications.

» Set communication parameters in the "Protocol Detailed
Setting" window.

@ "Protocol Detailed Setting" window => Select a
protocol => [Edit] => [Protocol Detailed Setting...]

» Set the configuration of packets to be sent and received in
the "Packet Setting" window.

@ "Protocol Detailed Setting" window => [Variable
Unset] or [Element Unset]



CHAPTER 11 DATA COMMUNICATIONS USING THE PREDEFINED PROTOCOL

. 5. write the protocol setting data to the flash ROM.
Module Write |

Moduie Selecton O [Online] 2> [Write to PLC...]
Exrecute
170 Address Model Select a target module and write the protocol setting

% data to the flash ROM.™!

Fleaze zave in the protocol zetting file [*.epc) because the data to be
wiritten to module does not include the following information.

[Man-written [ata]

M anufacturer

Packet Mame

Protocol Detailed Setting Type, Wersion, Explanation
Facket Setting Element Mame

*1 When the initial process is not completed, the protocol setting data cannot be written to the flash ROM. Before writing
the data, set the network parameters and check that the initial process is completed.
(The initial process completion can be checked using Initial normal completion signal (X19).)

Point/’

@® The following data cannot be read out because they are not written to the E71. However, when the protocols are
selected from the Predefined Protocol Library, the followings can be displayed.
» Manufacturer
+ Packet Name
» Protocol Detailed Setting Type, Version, Explanation
» Packet Setting Element Name

@® Module Selection using the Predefined Protocol Support Function is available only when "Not Specification" is set in the

Transfer Setup of GX Works2.
When other station is specified, the E71 specified in the Transfer Setup of GX Works2 becomes the target module.

6. Execute the protocol by using a dedicated
instruction.
Execute the protocol written to the flash ROM by using
the dedicated instruction (ECPRTCL instruction).

Point/’

@ Protocols can be executed only when the target connection is in the following status:
*  When Open completion signal is on
* When "Predefined protocol" is set to Fixed Buffer Communication in the open setting
If the protocol is executed to the connection where the above conditions are not satisfied, the ECPRTCL instruction
ends abnormally.

alnpeooid uonesiunwwo) ejed L L1
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11.2 communication Type of Protocols

Receive and send packets from/to the connected device for the process execution are registered in a protocol. Packet
elements set using the predefined protocol support function correspond to the data part of the send/receive packets.
The following shows an example of packet configuration. For details on the packet elements, refer to Page 346,

Appendix 8.3.
(1) TCP/IP
Maximum data length: 1514 bytes N
Header N !
< dl
Destination |Sender's MAC . . .
MAC address: address: Zsz?e:s ZOIE‘tes thC)Pfes Data
6 bytes 6 bytes Y Y Y
L Ethernet header N TCP/IP header
! ! 40 to 1500 bytes K
l VI
(2) UDP/IP
Maximum data length: 1514 bytes N
Header N !
< dl
Destination Sender's . . .
MAC address: | MAC address: Zsz?e.s ZOItF:Ites 8UbDTés Data
6 bytes 6 bytes Y Y Y

I Ethernet header

A4

UDP/IP header |

<

28 to 1500 bytes

v

<

Communications with the connected device using the predefined protocol function are performed with the
following procedure (communication types).
For the operations of each communication type, refer to Page 339, Appendix 8.1.

Communication type name Description

Send Only Sends a send packet once.

Receive Only Receives a packet if it matches any of up to 16 defined receive packets.

Sends a send packet, then receives a packet if it matches any of up to 16 defined

Send&Receive .
receive packets.
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CHAPTER 11 DATA COMMUNICATIONS USING THE PREDEFINED PROTOCOL

11 3 Packet Elements

A packet consists of packet elements.
Up to 32 elements can be placed in a packet, and the maximum data length is 2046 bytes per packet.
The following shows the details of the packet elements.

For examples of packet element data, refer to Page 346, Appendix 8.3.

(1) Static Data

Element Setting - Static Data(Send) E\
ElementName |
Code Type ASCI Sting hd
Setting Value yte)
[Setting Rangs] 1 to 50
Cancel

This element is used when a specific code or character string such as a command exists in a packet.
» When sending: The specified code and character string are sent.
* When receiving: Receive data are verified.

Multiple Static Data elements can be placed anywhere in the data part.

The following table lists the items.

Item

Description

Remark

Element Name

Set name of the element.

Select a data type of the setting value.

Code Type ] —
ASCII String/ASCII Control Code/HEX
Set data within 1 to 50 bytes. )
Code type and setting range are as follows: Setting example
A ASCII String: "ABC"
Setting Val *» ASCII String: 20 to 7Fy
etling value ASCII Control Code: STX

+ ASCII Control Code: Control code of 00 to 1F and 7Fy
» HEX: Hexadecimal data of 00y to FF

HEX: FFFF
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(2) Length

Element Setting - Length({Send) E‘
Element Mame |
Code Type [sSCiHenadecimal <]
Data Length [ =l

Dat Flow [

Calculating Riange [Start) 1 -
CeleuatngRiange End) [T +]

This element is used when an element indicating the data length is included in a packet.
* When sending: The data length of the specified range is calculated and the result is added to a send packet.
» When receiving: The data (setting value) corresponds to the Length in the receive data is verified as the data
length of the specified range.
Length elements can be placed anywhere in the data part.
The following table lists the items.

Item Description Remark

Element Name Set name of the element. —

Select a format of the data length.
Code Type . -
ASCII Hexadecimal/HEX

Select the data length on the line.
Data Length . —
The range is 1 to 4.

When sending: The calculated Length is sent from the
upper byte.
When receiving: The data is received from the upper byte.

Forward Direction
(Upper Byte—Lower Byte)

. . When sending: The calculated Length is sent from the
Reverse Direction
lower byte. Not settable when Data
Data Flow (Lower Byte—Upper Byte) . ) ) )
When receiving: The data is received from the lower byte. | Length is 1 byte

When sending: The calculated Length is sent swapping
1 the upper byte and lower byte by word.
Byte Swap (by Word) When receiving: The data is received swapping the upper

byte and lower byte by word.

Start Select the start element number of the calculating range.
Calculating The range is 1 to 32.
Range End Select the end element number of the calculating range.
The range is 1 to 32.

*1 Available only when the Data Length is 4 bytes.
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Point/

CHAPTER 11 DATA COMMUNICATIONS USING THE PREDEFINED PROTOCOL

Multiple Length elements can be placed in a packet.

When there is no element other than a Length element, an element error occurs.
(To use a Length element, one or more element(s) other than Length is/are required.)

When the number of digits of calculation result is greater than that specified in "Data Length", digits greater than the
specified digit are omitted (ignored).
For example, if the data length is 2 bytes and the data size calculation results are "123" bytes, the data length will be "23".

When a Non-conversion Variable (Variable length) or Non-verified Reception (Variable number of characters) is placed
behind a Length and is not included in the Length calculating range, place Static Data immediate after the Non-
conversion Variable or Non-verified Reception.

When "Code Type" is "ASCII Hexadecimal", a corresponding packet is regarded as a mismatch packet if a string except
for "0" to "9", "A" to "F", and "a" to "f" is received.
When sending data converted to ASCII characters, use "0" to "9" or "A" to "F".

When multiple Length elements are placed, the calculating range cannot be set as follows:
* A Length calculating range overlaps the others.
» The calculating range of a Length is greater than that of the Length placed before.

Length element cannot be placed at the end of the packet elements.
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(3) Non-conversion Variable

Element Setting - Non-conversion Variable(Send) §|

Element M arme

Fixed Length/\ariable Length

Uit of Stored D1ata

Byte Swap

Send Data Storage Area

[rata Length /b aximurn D ata Length 1 [Setting Range] 1 to 2046

[rata Storage Area Specification

[Specifiable Device Symbal]
Hv ML B DLW, RLZR, G (Buffer Memory)

Fixed Length -

|L0wer Byte + Upper Byte j
|Disable [Lowwer - Upper) j

[1 Word]

——

()3 | Cancel |

This element is used to send data in the device memory of a CPU module or buffer memory as a part of a send

packet, or to store a part of a receive packet to the device memory of a CPU module device or buffer memory.

The following table lists the items.

Item

Description

Element Name Set name of the element.

Fixed Length

Sends and receives the data whose length is fixed.

Fixed Length/Variable Length
Variable Length

When sending: The data length at the time of the protocol execution is
specified and the data is sent.
When receiving: The data of which the length is variable is received.

Set the length of data to be sent and received.

Data Length/Maximum Data (For the variable length data, set the maximum data length that can be specified to the data length storage

Length area.)
The range is 1 to 2046.

Lower Byte + Upper Byte

When sending: Each one word (2 bytes) data in the data storage area is sentin
the order of the lower byte to the upper byte.

When receiving: The receive data is stored to the data storage area in the
order of the lower byte to the upper byte.

Unit of Stored Data

Lower Bytes Only

When sending: Each lower byte data in the data storage area is sent.
The E71 ignores data in the upper byte.

When receiving: The receive data is stored to each lower byte in the data
storage area. The E71 stores 00y in the upper byte.

Byte Swap Disable/Enable

When sending: When "Enable" is selected, data in the upper byte and lower
byte are swapped by word (2 bytes) and sent.
When "Unit of Stored Data" is "Lower Byte + Upper Byte" and "Data
Length" is an odd number of bytes, the upper byte is sent at transmission
of the last byte.
When "Unit of Stored Data" is "Lower Bytes Only" and "Data Length" is
an odd number of bytes, data without any byte swap is sent at
transmission of the last byte.

When receiving: When "Enable" is selected, data in the upper byte and lower
byte are swapped by word (2 bytes) and sent.
When "Unit of Stored Data" is "Lower Byte + Upper Byte" and "Data
Length" is an odd number of bytes, the last byte is stored to the upper
byte.
When "Unit of Stored Data" is "Lower Bytes Only" and "Data Length" is
an odd number of bytes, the last byte is stored without any byte swap.
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Item Description

Specify a start device to store variable value.
Available devices are as follows:

« Internal user 12
Input relay (X)

Output relay (Y)

Internal relay (M)
Data Storage Area Latch relay (L)
Specification Link relay (B)

Data register (D)
Link register (W)
« File register 2
File register (R, ZR)
* Buffer memory
G device (G) (Send/receive area for predefined protocol support function (address: 4800y to 4FFF,))

*1 Do not set local devices.
*2 Set within the device range specified in the "Device" window of PLC Parameter.

The following describes the configuration of the data storage area.

(a) When "Fixed Length/Variable Length" is "Fixed Length"
An area starting from the device number which is specified in the "Element Setting" window is considered as
the data storage area.
The data storage area to be occupied varies depending on the setting of "Unit of Stored Data".
* When "Lower Byte + Upper Byte" is selected, the same size as the data length is occupied.
(However, when the data length of a send packet is an odd number, the upper byte (lower byte for "Byte
Swap") of the last device is not sent. When the data length of a receive packet is an odd number, the last
data is stored with one byte of 00y.)
* When "Lower Bytes Only" is selected, twice the size of the data length is occupied.

(Word) Specified device

+0
Send Data storage area
packet

D Send packet: The user stores the send data.
ata storage area Receive packet: The E71 stores the receive data.

Receive Data storage area
packet

+n
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(b) When "Fixed Length/Variable Length" is "Variable Length"
An area starting from the device number which is specified in the "Element Setting" window +1 is considered as
the data storage area.
The data storage area to be occupied varies depending on the setting of "Unit of Stored Data".

* When "Lower Byte + Upper Byte" is selected, the same size as the data length + one word (length for the
data length storage area) are occupied. (However, when the data length of a send packet is an odd
number, the upper byte (lower byte for "Byte Swap") of the last device is not sent. When the data length of
a receive packet is an odd number, the last data is stored with one byte of 00.)

» When "Lower Bytes Only" is selected, twice size of the data length + one word (length for the data length
storage area) are occupied.

(Word) Specified device

+0 | Data length storage area* |—

1

Send Data storage area
packet

?

Send packet: The user stores the send data.

Data storage area Receive packet: The E71 stores the receive data.

Receive Data storage area
packet

+n T

*: The unit of the data length is fixed to byte.

Point/’

® Multiple Non-conversion Variable elements can be placed in a packet.

® When "Fixed Length/Variable Length" is "Variable Length" and the configuration is set as follows, an error occurs:

* An element other than Static Data is placed behind a Non-conversion Variable element when Non-conversion
Variable is out of the Length calculating range or when there is no Length element (except for when Non-
conversion Variable is placed at the end of the packet elements).

* Multiple Non-conversion Variable elements are placed in the Length calculating range, while a Length element is
not placed.

» A Non-conversion Variable element is placed before a Length element in the Length calculating range.
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(4) Non-verified Reception

Element Setting - Non-verified Reception(Receive) g|

Element M arme |

[rata Length il [Setting Range] 0 to 2046

[0: W ariable]

This element is used when receive data include unnecessary data.
The E71 skips characters as many as the specified number if a receive packet includes a Non-verified Reception.

The following table lists the items.

Item Description Remark
Element Name Set name of the element. —
0 (Variable number of Set this item when the number of characters not to
characters) be verified varies in each communication.
Data Length —
1 to 2046 (Specified number "
Set the number of characters not to be verified.
of characters)

Point/’

® Multiple Non-verified Reception elements can be placed in a packet.

® When "Data Length" is set to 0 and the configuration is set as follows, an error occurs:

* An element other than Static Data is placed behind a Non-verified Reception element when Non-verified
Reception is out of the Length calculating range or when there is no Length element (except for when Non-verified
Reception is placed at the end of the packet elements).

» Multiple Non-verified Reception elements are placed in the Length calculating range, while a Length element is
not placed.

» A Non-verified Reception element is placed before a Length element in the Length calculating range.
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11 .4 Execution Condition of Predefined Protocol
Communication

Communications using the predefined protocol can be executed when Predefined protocol ready (X1D) is on.
This section describes the operations of Predefined protocol ready (X1D).

(1) When the power supply is on or reset

The E71 checks the written protocol setting data when the power supply is on or reset.

If the protocol setting data is set correctly, the E71 turns on Predefined protocol ready (X1D) then the protocols
can be executed.

Predefined protocol ready (X1D) is used as an interlock signal when the protocols are executed.

If an error has occurred in the protocol setting data, Predefined protocol ready (X1D) stays off and the error
details are stored to the protocol setting data check area (address: 5320y to 533F).

If no protocol setting data has been set, the E71 does not check the data and Predefined protocol ready (X1D)
stays off.

The information about whether protocol setting data has been registered can be checked in Number of registered
protocols (address: 5328y) and Protocol registration (address: 53304 to 533Fy).

(a) If the protocol setting data is set correctly

Power on/reset
| Check result normal

E71 —

Checking the
protocol setting data

X1D turns on when the
check result is normal.

Predefined protocol ready /

(X1D) \

Protocol setting data
check area
(address: 5320H to 533FH)

The number of registered protocols and information
about whether protocols have been registered are stored.
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(b) If an error has occurred in the protocol setting data

Power on/reset
| Check result error

E71 +—

Checking the
protocol setting data

X1D stays off.

Predefined protocol ready
(X1D)

\

Protocol setting data
check area The error details are stored.
(address: 5320H to 533FH)

(2) When the protocol setting data is written

When the protocol setting data writing from GX Works2 is completed, Predefined protocol ready (X1D) turns off.
After the completion, the E71 checks the protocol setting data. If the protocol setting data is set correctly, the E71

turns on Predefined protocol ready (X1D).
If an error has occurred in the protocol setting data, Predefined protocol ready (X1D) stays off and the error
details are stored to the protocol setting data check area (address: 5320 to 533F).

(a) If the protocol setting data is set correctly

Start to write
the protocol setting data.

Check result normal

setting data setting data

g71 | Writing the protocol | Checking the protocol

X1D turns on when the
protocol setting data has been X1D turns off. X1D turns On_ when the
set correctly before data write. check result is normal.
Predefined protocol ready \
R aad

X1D turns off if no protocol setting data
has been set or an error has occurred in
the protocol setting data before data write.

UOIIEIUNWIWIOY [020)0.1d Pauldpald JO UORIPUOY Uolnoexg 4|1

Protocol setting data The number of registered protocols and
check area information about whether protocols have
(address: 5320H to 533FH) been registered are stored.
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(b) If an error has occurred in the protocol setting data

Start to write
the protocol setting data.

Check result error

1
i
i
E71 | Writing the protocol | Checking the protocol /
| setting data setting data
1
| X1D turns on when the
protocol setting data has X1D turns off
been set correctly before ’
data write.
/ X1D stays off.
Predefined protocol ready \\,
X0y

X1D turns off if no protocol setting data has been
set or an error has occurred in the protocol setting
data before data write.

Protocol setting data
check area The error details are stored.
(address: 5320H to 533FH)

(3) When the UINI instruction is being executed

The E71 does not check the protocol setting data when the UINI instruction is being executed.

Predefined protocol ready (X1D) keeps its status even when the instruction is executed.

(4) The operations of X1D and COM.ERR.LED

If an error has occurred in the protocol setting data when the power supply is on or reset, or at the data check
after the data writing, Protocol setting data error (error code: C402y) occurs.

Predefined protocol ready (X1D) turns off and the COM.ERR.LED turns on at this time.
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11.5 Example of Predefined Protocol Communications

This section describes an example of communications using the predefined protocol under the following system
configuration.

11.5.1 System configuration example

(1) System configuration

LCPU-1 LCPU-2
GX Works2 (192.0.1.100) (192.0.1.101)
i = .
I
: i
= A8 o
= il
D Ethernet D

a|dwexa uoneinbyuod waysAs LG

SUOIBOIUNWIWOY [020]01d Paulapald Jo ajdwex3 G |
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11.5.2 Parameter Setting

(1) Sending side (LCPU-1 side)

The following is an example of the parameter settings of the sending side (LCPU-1 side).

(a) Basic setting
The following is an example of the basic setting.

« '« Network Parameter - MELSECNET/CC IE/Ethernet Module Configuration

I Set network configuration setting in CC IE Field configuration window

Ethernet

Necessary Setting{ o Setting | Aleady Set ) Set If It is meeded( o Setting | Already Set )

Start 1jG No. : Walid Moduls During Other Station Accsss [1 -
Interlnk T Paramet
MI Please input. 16-paint urit{HER) ta start O Ko, in which module is mounted,

Acknowledge &Y

e RoLting Parameters

Assignment Image | Group Se

Check End | Cancel |

Print Windaws
Preview

Print Window, ., |

(b) Ethernet operation setting

The following is an example of the Ethernet operation setting.

Ethernet Operation Setting |§|
— Communication Data Code Initial Tiring
& Ei Cod Do niok wait For OPEM {Communications
My (1S o impossible ak STOP time)
= ASCII Code Always wait For OPEN {Communication
possible at STOP time)
~IP Address Setting Send Frame Setking —
Input Format IDEC VI ¢ Ethernet{vz.0)
IF Address | 192] o 1 100]| | ¢ reeeanz.a
I Enable Orline Change TCP Existence Confirmation Setting —
% s the Keepalive
" Use the Ping
End Cancel
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(c) Open setting

The following is an example of the open setting.

Metwork Parameter Ethernet Open Setting Module N

1P Adddress{Port Mo, Input Format R

ot | omnopmen  |roasnute | Dotnffe | e | Beewe Fenfaen] fommtm oo
toJur - ~ [Receive = [Predefined protocel v [Enable = [Mo Confirm_~ s192] 185, 0. 1.400 4098
> |oe - < [Send  ~ |Predefined protocel~ [Enable  ~ [Mo Confirm_~ 8192 12, 0. 1100 4058
3 = = = = = =
4 = = = = = =
5 = = = = = =
3 = = = B = =
7 = = = = = =
5 = = = = = =
5 = = = = = =
10 = = = = = =
i = = = = = =
iz = = = = = =
15 = = = = = =
14 = = = = = =
i5 = = = = = =
16 = = = = = =
(¥} IP Address and Port Mo, will be displayed by the selected Format.
Plaass enter ths value sccording bo the selected number.

End Cancel

Bumes Jejoweled Z'G L L

SUOIBOIUNWIWOY [020]01d Paulapald Jo sjdwex3 G |
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(d) Protocol setting data
The value in D100 to D109 of the destination station can be read by using SLMP (Device Read) command in
the Predefined Protocol Library.
The followings are setting examples of the protocol setting data using the Predefined Protocol Support
Function.

[Protocol Setting]

MELSOFT Series <Predefined Protocol Support Func! Ethernet Module > - [Protocol Setting - Sampl

Z4) File  Edt Module Readfuirite  Tool  Debugaing Support Function  window -8 x
-= Send
Glotoey] Manufacturer Model Frotacol Name Communication Type Packet Mame Packet Setting
Ma. =- Receive

1 Generalpurpos SLMP(Device Read) 0401: Read {word) Send&Receive

.= Reguest
Mormal response
Error response

variahle Set
variahle Set
variahle Set

Editable Protocal

Fratocol in Predefined Frotocol Library

[ 1 ProlocolLine
1 SendPacketLine
[ 1 Receive Packet Line

[ 1 ProlocalLine
1 SendPacketLine
[ 1 Receive Packet Line

Protocols | Packets

1128 3/256 | Packet Data Area Usage  2.0% | Madule for Debugging Kana charackers | CAP | NUM | SCRL _:EI

[Packet Setting]
+ Send Packet (Request)

Packet Setting

114

Protocal Mo. |1 Protocal Mame |D4D1: Fiead [word]
Packet Type ISend Packet Packet Mame IHequest
Element List

EIeNrr;ent Element Type Element Mame Element Setting

1 Static Data (Fixed data) S400(2Byte)

2 Man-conversion Wariable | Serial Mo. [D0-D0liFixed Lenathf2Bytedl owerlpper BytedMo Swap)
3 Static Data (Fixed data) 0000(2Byte)

4 Man-conversion Wariable | Netwark Ma. [C1-CiFixed Lenathi1 Bytedl owerlpper BytedNo Swap)
g Man-conversion Wariable | Station Ma. [D2-D2iFixed Lenothi1 Bytedl owerl pper BytedMo Swap)
5} Maon-conversion Yariable | Reguested module VO Mo, | [D3-D3]iFixed Lenath/2Byvell owenUpper Byte/Mo Swap)
7 Static Data For future expansion 001 Byte)

g Lenath Request data length (Object elementd-1 4IHEX R eversel2Byte)

9 Mon-conversion Yariable | Monitoring timer [D4-Dd)iFixed Length/2Byvieil owerlUpper Byte/Mo Swap)
10 Static Data Comrmand 0104(2Byte)

11 Static Data Subcommand 0000(2Byte)

12 Man-conversion Wariable |Head device Na. [D5-DEliFixed Lenothf3Bytell owerlpper BytedMo Swap)
13 Man-conversion Wariable | Device code [D7-D7)iFixed Lenothi1 Bytedl owerl pper Bytedo Swap)
14 Mon-conversion Variable | Mumber of device paints DE-DEiFixed Lenathi2Bytell awerlJpper BytelMo Swap
Change Type Add Mew Copy Faste [elete

Cloge |
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* Receive Packet (Normal response)

Packet Setting

Pratacol Mo, 1 Protocol Name  [0401: Read [ward)
Packet Type  |Fieceive Packet PackstMame  [Nomal resporise
Packet Mo, 1
Elemart List
Eli‘rgent Element Type Element Mame Element Setting
1 Static Data (Fived data) D400(2Bnte:
Man-canversion
2 Yariable Serial Mo 010-D10](Fixed LenathiZByte/l owerilpper Byte/MNo Swap
3 Static Data (Fixed data) 0000{28vie;
Mon-conversion
4 Wariable Netwark Mo [O11-D1 N{Fixed Lencthi Bute/l gwerUpper Byte/hlo Swap:
Mon-canversion
) Wariable Station Mo [D12-D12)iFixed Lengthi1 Byte/l owerUpper Byte/Mo Swap!
Mon-conversion
[ Wariable Reguested module KO No. | [D13-D1 31(F ixed LencthiZByte/L owerlpner Bute/No Swap;
7 Static Data Far future expansion 0011 Byte;
g Length Response data length Dhject elernents-1 IHEX/ReverselZByte’
9 Static Data End code 0000(2Ene;
Mon-canversion
10 Wariable Response data C1000)D1001-01 960)Wariable Length/1920Bvte/L owenlpper Byvte/No Swal
Change Tope| | Adibew || Com | | Paste | | el |
Close

* Receive Packet (Error response)

Packet Se!

Pratacol Mo, 1 Protocol Nams — [0401: Read [word)

Packet Type  |Fleceive Packet Packet Name  |Eror responise

Packet Mo, 2

Element List
E\?\Ir'gent Element Type Element Marme Element Setting
1 Static Data (Fived data) D 4002 Bte
2 Mon-canversion Variable | Serial Mo. [020-D201(Fixed Lenath/2Brerl owerlinper Bydeitlo Swap:
3 Static Data (Fived data) 0000(2Byte’
4 Mon-conversion Variable |MNetwork Mo [D21-D21]{Fixed Length/1 Byie/ ower/Upper ByleiNo Swap,
5 Mon-conversion Variable | Station Mo [D22-D22){Fixed Length/1 Byle/ ower/Upper ByleiNo Swap’
4 Mon-conversion Variable | R d module 70 Mo [D23-D23]({Fixed Length/2Bvier ower/Upper ByleiNo Swap’
7 Static Data For fulure expansion 00{1Byte:
8 Length Response data length Ohiect elementd-1S/HEXReverse/2Bvie’
9 Mon-conversion Variable |End code [D24-D24]({Fixed Length/2Bvier ower/Upper ByleiNo Swap,
1o Mon-conversion Variable |MNetwork Mo [D25-D25](Fixed Length/1 Byle/ ower/Upper ByleiNo Swap’
" Mon-conversion Variable | Station Mo [D26-D26]({Fixed Length/1 Byle/ ower/Upper ByleiNo Swap’
12 Mon-conversion Variable | R d module 70 Mo [D27-D27)({Fixed Length/2Bvier ower/Upper ByleiNo Swap’
13 Static Data For fulure expansion 00{1Byte:
14 Static Data Command 0104({2Byte)
15 Static Data Subcommand 0000(2Byte
Chenge Type| | ddtew || coey | peste | | Dele |

Cloze
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(2) Receiving side (LCPU-2 side)

The following is an example of the parameter settings of the receiving side (LCPU-2 side).

(a) Basic setting
The following is an example of the basic setting.

twork Parameter - MELSECNETJCC IE/Ethernet Module Configuration

I~ Set network configuration setting in ©C IE Field configuration window

Ethernat

Hecessary Setting{ Mo Setting | Already Set ) et f it is needed Mo Setting [ Already Set )

Start IO Mo, : walid Module During Other Station Access |1 -
Interlink Tt iission P it
izl Tearmllun Pt | o ot B e S U, e e s (e

Acknowledae Y

e Routing Parameters

Assignment Image | Group Setting, Check End | Cancel |

Prink Window
Presview

Print window... |

(b) Ethernet operation setting

Ethernet Operation Setting

— Communication Data Code Initial Tiring
& Ei Cod Do niok wait For OPEM {Communications
My (1S impossible ak STOP time)
= ASCII Code 5 Always wait For OPEM {Communication
possible at STOP time)
~IP Address Setting Send Frame Setking —
Input Format IDEC VI ¢ Ethernet{vz.0)
IF Address | 192] o 1 1)) | ¢ reeesnea
¥ Enable Orline Change TCP Existence Confirmation Setting —
% s the Keepalive
" Use the Ping
End Cancel
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(c) Open setting

+*: Network Parameter Ethernet Open Setting Module No.: 1

I e

v|send v lProcedursExist v 4096 5192

4

(*) IP Address and Port Mo, will be displayed by the selected Format,
Flease enter the value according to the selected number,

End Cancel

Bumes Jejoweled z'g L
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11.5.3

Program example

The following is a program example that specifies Connection No.1 and executes a protocol by using the ECPRTCL

instruction.

(1) Sample program

(a) Sending side (LCPU-1 side)

<<Open process program>>

SM400 uo\
| [mov G20480
uo\
[MOV G20482
M1000
| r
— | LPLS
M1001 X19 MO M20
| || | | r
f 1l I F {MOVP  HO
{zP.OPEN U0 K1 D100
M100 M101
| | r
I /f LSET
M101
| r
I LSET
<<Program for predefined protocol communications>>
M3000 x19 Mo X1D
1
M3001
} {INC DO

r
LMOV

r
{ MoV

r
{ MoV

M3001
|

r
{ MoV

r
LDMOV

r
L MOV

118

r
LMOV

HO

HOFF

H3FF

H10

K100

HOA8

K10

D1

D2

D3

D4

D5

D7

D8

K4M0

K4M20

M1001

D100

M100

M150

M151
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M3001
— | { mov K1 D202
{ GP.ECPRTCL uo K1 K1 D200 M200
M200 M201
| LK r
— | 4 {sET M250
M201
| r
_| } {sET M251
{mMovP D201 D300
<<Close process program>>
MO
| r
— | {PLF M360 1
M360 M150
| Il r
} | } {PLS M361 1
M6000
| r
} {PLS M6001 1
M6001 MO
} { | {zP.cLOSE uo K1 D400 M400 T
M361 M410
| LK r
} 1 {sET M410 1
M400 M401
| y4 r
I Zdl { SET M402 }
M401
| r
} {sET M403 1
-
{RsT M410 1

ajdwexa weibold €611
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CHAPTER 12 cOMMUNICATIONS USING A FIXED
BUFFER

This chapter describes communications using a fixed buffer.

12.1 Applications

In communications using a fixed buffer, a programmable controller can actively send data; therefore, data can be sent
from the programmable controller to the host system when an error occurs in machine equipment or some other
conditions are satisfied. A maximum of 1K word of data can be sent or received between programmable controllers or
between a programmable controller and the host system.

12.1 .1 Differences between the "Procedure Exist" and "No
Procedure" control methods

There are two control methods for communications using a fixed buffer; "Procedure Exist" control method and "No
Procedure" control method. This section describes the differences between the "Procedure Exist" and "No Procedure"

control methods.

Difference
Item -
Procedure Exist No Procedure
) ) ) ) Data is sent/received in the message format of the
Message format Data is sent/received in a fixed data format. )
connected device.

A response to data receiving A response to data receiving is sent. A response to data receiving is not sent.
Data code Communications can be performed using a Communications are performed using only a binary

binary code or ASCII code. code.
Data length specified using a

) 9 ) P ) 9 Specified by the number of words. Specified by the number of bytes.

dedicated instruction
Amount of application data per ) )

Maximum of 1017 words Maximum of 2046 bytes

communication

Point/’

A connection with a connected device is dedicated for "No Procedure" communications using a fixed buffer. MC protocol
communications and "Procedure Exist" communications using a fixed buffer and random access buffer cannot be performed
at the same time as "No Procedure" communications using a fixed buffer.
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12.2 Communication Structure

This section describes the structure of communications using a fixed buffer.

(1) Data flow
In communications using a fixed buffer, data is sent/received using dedicated instructions.
» Sending data: BUFSND instruction
» Receiving data: BUFRCYV instruction or BUFRCVS instruction

When the "Procedure Exist" control method is used, the CPU module and the connected device communicate on

a 1:1 basis. The CPU module sends/receives data to/from the connected device while handshaking with the
connected device.

When the "No Procedure" control method is used, the CPU module sends/receives data to/from the connected
device in a non-procedural manner.

E71
Fixed buffer 1
[ BUFSND instruction> No.1 —
No.2 > =
; - NO.3 | i —1
CPU module <BUFRCV|nstruct|on | No.4 =
)
Connected device
No.16

(2) Connected devices where data communications can be performed

Data communications can be performed with the following connected devices.
» Devices in Ethernet where an E71 is connected
» Devices connected with the router relay function

When using each fixed buffer (numbers 1 to 16) as shown in the figure below, set the destination devices and
usage conditions (e.g. for sending/receiving and "Procedure Exist"/"No Procedure") in the open setting to fix a
connected device to each buffer.

2JNJON.)S UOHEDIUNWWOD 22|

Fixed buffer No.1 To send data to the connected device 1 | =—)p

Fixed buffer No.2 To receive data from the connected device 1 | <mmm—

Connected device 1

Fixed buffer No.3 To receive data from the connected device 8 | <

Connected device 8

Fixed buffer No.16 |To send data to the connected device 28 | =)

Connected device 28

Note the following points when changing connected devices.
» During TCP/IP communications, a connected device can be changed only when the connection with the
connected device is not established (when Open completion signal is off).
» During UDP/IP communications, a connected device can be changed regardless of the status of connection
with the connected device.
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Point/’

® When changing connected devices, do not use the pairing open or alive check function.

® When "No Procedure" is selected for a connection, the connection is dedicated to "No Procedure" communications using
a fixed buffer after the open process is completed. When "Procedure Exist" is selected for a connection, the following
data communications can be performed after the open process is completed.
* MC protocol communications
» Communications using a fixed buffer using the "Procedure Exist" control method
» Communications using a random access buffer

(3) Processes during data sending/receiving

(a) When data is sent
When a CPU module executes the BUFSND instruction, the E71 sends data of the applicable fixed buffer
number n to the connected device that is specified in Communication address setting area (addresses: 28 to

5F ) corresponding to the fixed buffer number n.

(b) When data is received
An E71 processes the data that is received from the connected device set in the communication address
setting area corresponding to the fixed buffer number n.”" In addition, when an E71 stores the received data in
the corresponding fixed buffer in the receive process, it updates the IP address and destination port number of
the connected device in Connection information area (addresses: 78y to C7 and 5820 to 586F,)
corresponding to the fixed buffer number n. If data is received from a connected device not set in the
connection information area of the buffer memory, an E71 ignores the received data.

*1 With the TCP/IP Unpassive open, data is sent to or received from a connected device stored in the connection
information area of the buffer memory.

Point/

When received data is stored in the corresponding fixed buffer in the receive process of broadcast communications, an E71
updates the destination IP address and port number in Connection information area (address: 78y to C7, and 5820 to
586F) corresponding to the fixed buffer number n.




CHAPTER 12 COMMUNICATIONS USING A FIXED BUFFER

12.3 Data Sending Procedure

This section describes how an E71 sends data to the connected device.

(1) Procedure exists

The following is the data send process performed in the fixed buffer number 1 area for the connection number 1.

Initial process Open process Sending data Receiving a response
| | | |

| |
| |
L |
Initial normal completion Jo I
signal X19 }

|

Open completion signal | e
(address: 5000H [bO])

[ [
[ [
| |
[ |
! I
| |
| |
| |
| I
[ [
[ [
[ [
| L

BUFSND instruction

o
a
L/

BUFSND instruction
completion device

|
—

BUFSND instruction
completion device + 1

) [

ACK
(TCP only)

ACK
(TCP only)

Sending data
0 Response

Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)

Establish a connection between the E71 and the connected device and confirm the normal completion of the
open process of the connection number 1.

Execute the BUFSND instruction. (The data is sent.)

The send data in the fixed buffer number 1 is sent to the connected device by the send data length.

When the connected device receives the data from the E71, the connected device sends a response to the
E71.

When the E71 receives the response from the connected device, the E71 stops sending data. If a response is
1

not sent within the response monitoring timer value, a data send error occurs.”
Atfter the data send process abnormally ends, execute the BUFSND instruction again to repeat the send
process.

*1 Refer to the section describing the initial setting when adjusting the monitoring timer value. ((__5 Page 311, Appendix
4.1)

Point/’

® The items configured in the open setting become enabled when Open completion signal of an E71 is started up.

® Do not send data (command) before data communications are completed (or a response is received) in response to the
previous data (command).

® When an E71 communicates data with multiple connected devices, data can be sent sequentially; however, switching the
connected devices before sending/receiving data is recommended to prevent communication problems. When a
connection opened using the UDP/IP protocol is used, change the setting values in the communication address setting
area before sending or receiving data to switch the connected devices.
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(2) No procedure

The following is the data send process performed in the fixed buffer number 1 area for the connection number 1.

Initial process Open process Sending data

Initial normal completion J
signal X19

Open completion signal
(address: 5000H [b0])

BUFSND instruction

BUFSND instruction
completion device

BUFSND instruction
completion device + 1

Vel

e Sending data |---1------

ACK
(TCP only)

Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)

Establish a connection between the E71 and the connected device and confirm the normal completion of the
open process of the connection number 1.

Execute the BUFSND instruction. (The data is sent.)

The send data in the fixed buffer number 1 is sent to the connected device by the send data length.

The E71 stops sending data. After the data send process abnormally ends, execute the BUFSND instruction
again to repeat the send process.

Point/’

During UDP/IP communications, when the internal process of an E71 is normally completed, the data send process ends
even if the communication line between a CPU module and the connected device is not connected due to cable
disconnection or other causes. It is recommended to set an original communication procedure to send/receive data.
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CHAPTER 12 COMMUNICATIONS USING A FIXED BUFFER

12.4 Data Receiving Procedure

This section describes how an E71 receives data from the connected device. The following methods for receiving data
are offered:

» Data receiving using the main program (BUFRCYV instruction)

» Data receiving using an interrupt program (BUFRCVS instruction)

12.4.1 Data receiving using the main program (BUFRCYV instruction)

A receive process in the main program is performed using the BUFRCYV instruction.

(1) Procedure exists

The following is the data receive process performed in the fixed buffer number 1 area for the connection number
1.

Initial process  Open process Receiving data Sending a response
| | | |

signal X19

Open completion signal | e
(address: 5000+ [b0])

|

|

l |

Initial normal completion Jo !
!

|

|

BUFRCYV instruction

| |
| |
| |
| |
1 |
| |
| |
BUFRCV instruction | l 4 10
completion device 1 [ ' l¢» 1 scan
| | [
BUFRCV instruction | | ro
completion device + 1 : : :
| | | |
Fixed buffer reception status signal : : Pad :
(Address: 5005H [b0]) | | | \ |
| | | |
o} [0]
s 2
‘é, ACK S ACK
= (TCP only) 2 (TCP only)
4 4
14

@ Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)
Establish a connection between the E71 and the connected device and confirm the normal completion of the
open process of the connection number 1.
@ Receive data from the destination.
* Fixed buffer reception status signal (address: 5005y (b0)): ON
Execute the BUFRCYV instruction to read the receive data length and receive data from the fixed buffer
o number 1.
* Fixed buffer reception status signal (address: 5005y (b0)): OFF
When the receive data length and the receive data are completely read out, a response is sent to the
destination.
© End the receive process. If the data receive process is abnormally ended, execute the BUFRCYV instruction
again to repeat the receive process.
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Point/

® The items configured in the open setting become enabled when Open completion signal of an E71 is started up.

® When the buffer memory area that stores Fixed buffer reception status signal is turned off and on, execute the BUFRCV
instruction.

® When abnormal data is received, Fixed buffer reception status signal does not turn on. In addition, data is not stored in
the fixed buffer number 1 area.
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(2) No procedure

The following is the receive process performed in the fixed buffer number 1 area for the connection number 1.

Initial process Open process Receiving data
1 1

o

Initial normal completion
signal X19

Open completion signal
(address: 5000H [bO])

BUFRCYV instruction

BUFRCYV instruction
completion device

BUFRCYV instruction
completion device + 1

Fixed buffer reception status signal
(Address: 5005H [b0])

o

N

ACK
(TCP only)

Receiving data

@ Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)

Establish a connection between the E71 and the connected device and confirm the normal completion of the
open process of the connection number 1.
Receive data from the connected device.
« Fixed buffer reception status signal (address: 5005y (b0)): ON
Execute the BUFRCYV instruction to read the receive data length and receive data from the fixed buffer
o number 1.
* Fixed buffer reception status signal (address: 5005y (b0)): OFF

ainpaooid Bulnleosy eleq v'zZL

© End the receive process. If the data receive process is abnormally ended, execute the BUFRCYV instruction
again to repeat the receive process.

Point/

® The items configured in the open setting become enabled when Open completion signal of an E71 is started up.

® When the buffer memory area that stores Fixed buffer reception status signal is turned off and on, execute the BUFRCV
instruction.

(uononysul ADY4Ng) welboud urew ayy Buisn Buialeoss eleq L'y'ZL

® When abnormal data is received, Fixed buffer reception status signal does not turn on. In addition, data is not stored in
the fixed buffer number 1 area.

127



12.4.2 Data receiving using an interrupt program (BUFRCVS
instruction)

A receive process in an interrupt program is performed using the BUFRCVS instruction. An interrupt program is started
up when data is received from a connected device, and receive data for a CPU module can be read.
The following settings are required to use an interrupt program: ((_7 Page 131, Section 12.5.1)

* Interrupt pointer setting

* Interrupt settings

(1) Procedure exists

The following is the receive process performed in the fixed buffer number 2 area for the connection number 2.

Initial Open
process process Receiving data Sending a response

Initial normal completion Jo i
signal X19

Open completion signal o
(address: 5000H [b1])

BUFRCVS instruction

|

R

In interrupt process

T“

s o
° ACK 2 ACK
s (TCP only) 8 (TCP only)
8 3
o] v
4
Cycle Cycle
pie »
Program Scan pratoss | Scan | Interrupt process | Scan

@ Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)

Establish a connection between the E71 and the connected device and confirm the normal completion of the

open process of the connection number 2.
@© Receive data from the destination.
* Fixed buffer reception status signal (address: 5005y (b1)): ON
* Request the CPU module to start up the interrupt program.
@ The interrupt program starts up. Execute the BUFRCVS instruction to read the receive data length and
receive data from the fixed buffer number 2.
When the receive data length and the receive data are completely read out, a response is sent to the

© End the interrupt program to restart the main program.

destination.”

*1 If the data receive process is abnormally ended, the E71 does not return a response.
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(2) No procedure

The following is the receive process performed in the fixed buffer number 2 area for the connection number 2.

Initial Open
process process Receiving data

Initial normal completion Jo
signal X19

Open completion signal 9!
(address: 5000H [b1])

BUFRCVS instruction

In interrupt process

¢
A (5]

)

[0

o ACK

S (TCP only)
[0}

3

14

Cycle Cycle
> .

Scan | Interrupt process | Scan | ERO

Program Scan

END
process

Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)

Establish a connection between the E71 and the connected device and confirm the normal completion of the
open process of the connection number 1.

Receive data from the destination.

* Request the CPU module to start up the interrupt program.

The interrupt program starts up. Execute the BUFRCVS instruction to read the receive data length and
receive data from the fixed buffer number 1.

End the interrupt program to restart the main program.

ainpaooid Bulnleosy eleq v'zZ1L
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12.5 Parameter Setting

Set the following parameters to perform communications using a fixed buffer.
- Basic setting ((_=_ Page 66, Section 7.1.2)
- Ethernet operation setting ([~ Page 67, Section 7.1.3)
« Open setting ((_=_ Page 69, Section 7.1.4)

Parameter Ethernet Open Setting Module No.: 1

IP Address/Port Mo, Input Formak DEC -
Fixed Buffer Pairing Existence  [Host Station Destination Destination
e e 1IN System G iz Communication Cpen Confirmation | Pork Mo, IP Address Port Mo,
LiDP - x |Receive = |Procedure Exist - |Disable Mo Confirm « 2000 10. 97. 85.223 2000
10 - - - - - -
11 - - - - - -
1z - A - - - -
13 - - - = = -
14 - - - - - -
15 - A - - - -
16 - - - = = -
(*) 1P Address and Port Mo, will be displayed by the selected Format.
Please enter the walue according to the selected number.
End Cancel
Item Description Setting range
. Select whether to use the fixed buffer for connection with the connected device for | < Send
Fixed Buffer . . .
sending or receiving. * Receive
Fixed Buffer * Procedure Exist

Communication

Select the communication method for communications using a fixed buffer.

* No Procedure

Select whether to disable or enable the pairing open for communications using a

) « Disable
Pairing Open fixed buffer. Erblo

(= Page 139, Section 12.7)

Select whether or not to use the alive check function. ([__ = Page 194, Section « No Confirm
Existence Confirmation | 14.7) Select "No Confirm" to send data by broadcast communications during "No | Contirn

Procedure" communications using a fixed buffer.
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CHAPTER 12 COMMUNICATIONS USING A FIXED BUFFER

12.5.1 Parameter setting when using an interrupt program

Configure the parameter setting on a programming tool to start up an interrupt program.

E71 CPU module
Connection No.1 Control <Program>
number Interrupt
Connection No.2 interrupt pointer Ixx
Setting (Sl) No. Setting (Ixx) _Z.BUFRCVS
of (2) 0 of (1) 50
to o
15
Connection No.16 255

(1) Interrupt pointer setting

The following is a setting example.

\@ Project window > [Parameter] => [PLC Parameter] => [PLC System] => button

Intelligent Function Module Interrupt Pointer, Setting §|

FLC Side Inteligent Module Side -

Inkerrupk Poinker | Interrupk Poinker
Skark Mo, Counk Skark I/O Mo, Skark SI Mo,

50 1 0000 0]

TEFETETTEET ST

Check | End Cancel |

Item Description Setting range

. Set the start number of the interrupt pointer used in a
Interrupt Pointer Start No. 50 to 255

PLC Side program.

Interrupt Pointer Count Set the number of interrupt pointers used in a program. 1t0 16

Start I/0 No. Set the start I/O number of an E71. 00004 to OFEOH

Intelligent Module Among maximum 16 interrupt (SI) numbers (control numbers
Side Start S| No. on the Ethernet module side) to be set in the interrupt 0to 15
program, set the smallest numbers 0 to 15.
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(2) Interrupt settings

The following is a setting example.

\@ Project window > [Parameter] => [Network Parameter] &> [Ethernet/CC IE Field] => Select

"Ethernet" under "Network Type". £> | Inkerrupt Settings | button

"+ Network Parameter Ethernet Interrupt Settings Module No.: 1 |

Input Formak
Device Code Device Mo, D;t;;tolodn Inkerrupk Condition ;ﬁ{ﬂgs;:ﬁi CCU:?;:;'DTI\IIIU. IFSt;"NUD?t
1 |Fixed Buffer - Edge Detect  » |Scan Completed  « 2 1]
z - - -
3 - - -
4 - - -
5 - - -
I - - -
7 - - -
g - - -
9 - - -
10 - - -
11 - - -
12 - - -
13 - - -
14 - - -
15 - - -
16 - - -
Clear Check | End | Cancel
Item Description Setting range
Input Format The input format of each data is decimal number only. —
Device Code Select a device code. Select "Fixed Buffer" in this setting. Fixed Buffer

. Set the connection number of the fixed buffer to trigger the
Channel No./Connection No. ) 1t0 16
interrupt program.

Set the interrupt control number for the E71 for when an interrupt
Interrupt (SI) No. o Oto 15
request is issued from the E71 to the CPU module.

*1 Do not set the same interrupt (SI) numbers as those to be set for an interrupt of other communications using a fixed
buffer or the RECV instruction.

Point/’

Interrupt (SI) numbers can be assigned by the user to receive up to 16 communications using a fixed buffer and
communications using the RECV instruction in an interrupt program. The user must manage the interrupt (SI) numbers
assigned for receiving data.
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126 Data Format

Communication data consists of a header and application data.

12.6.1 Header

The header for TCP/IP or UDP/IP is used. Because an E71 automatically adds and deletes a header, the user setting

is not required.

(1) Detailed header sizes

(a) TCP/IP
Ethernet IP TCP
(14 bytes) (20 bytes) (20 bytes)
(b) UDP/IP
Ethernet IP ubpP
(14 bytes) (20 bytes) (8 bytes)

12.6.2 Application data 50
oo
=g
e

This section describes the application data configuration. S;S_ ?’n
o

%3

8

(1) Procedure exists
In the application data for communications with the "Procedure Exist" control method, the following data code is
expressed in a binary code or an ASCII code. To switch between a binary code and an ASCII code, use the

Ethernet operation setting.

?@ Project window => [Parameter] => [Network Parameter] => [Ethernet/CC IE Field] => Select

"Ethernet" under "Network Type". &> | Operation Setting | button
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(a) Format

+ Communications using a binary code

Application data area
(command message)

Maximum of
2 bytes 2 bytes 1017 words
P A . A — A
\ |

Communication Subheader | Data length Text
request source setting (command)

L | H L | H
Communication Subheader End code
request destination

- A
1 byte 1 byte
N
Application data area
(Response)
« Communications using an ASCII code
Application data area
(command message)
A
Maximum of
4 bytes 4 bytes 1016 words
, A v A A
\ \
Communication Subheader | Data length Text
request source setting (command)
Hl-]-JL|H[-]-]L ‘ |

Communication Subheader End code

request destination

H | L H | L

N

A

J

Y Y
2 bytes 2 bytes

~
Application data area
(Response)
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(b) Subheader

Because an E71 automatically adds and deletes a header, the user setting is not required.

Command Response
b7 to b0 b7 to b0

Communications using -

a binary code [S—— ——
Subheader Subheader

b7 to b0 b7 to b0

o1 1i0/o0io0i0io0] [1: 1. 1i0]l0i0i0: 0|

"6" 4> 6H / y/ "E" <> EH ‘ "0" «» OH

Communications using 30H 30H 45H 30H

an ASCII code —_— —_—
Subheader Subheader

(c) Data length setting
The following are the data sizes of a text (command).
« Communications using a binary code: Maximum of 1017 words
» Communications using an ASCII code: Maximum of 508 words

ejep uoneolddy z2'9°zl
Jeuuod ejeq 9°'ZL

135



136

(d) Text (command)

The following is the format of a command/response.

» Communications using a binary code

Command format

Maximum of 1017 words

60H OOH

L

L

(H) L) (H)

Subheader

Data specifying/
storing device for sending/
receiving instructions

Send/
receive data

n+3

n + setting data length

Data length

setting

(H) § L

(H) | (L)

(H) § L)

(H) | (L)

1 word (2 bytes)

+ Communications using an ASCII code

Send/

receive data

Command format

Maximum of 1016 words

. A

B6H30H30H30H

(H)to (L)

(H)to (L)

(H)to (L)

(H)to (L)

Subheader
Data specifying/ Tﬁ‘ I

storing device for sending/

receiving instructions

n + setting data length

_____ setlting
n+1| (H) (L)
n+2| (H) (L)

(H) | (L)

n Data length

A

-
A

ASCIlI-binary conversion

Maximum of 508 words

1 word (2 bytes)
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(e) End codes
An error code is stored in the end code added to a response. For the error codes, refer to the error code list.
(Z_=" Page 268, Section 16.7.1) End codes are stored in the complete status area (in the control data) of the
BUFSND and BUFRCYV instructions, as well as the communication status storage area of the buffer memory.

Point/’

If an error code related to MC protocol communications or communications using a random access buffer is stored during
communications using a fixed buffer, it may be caused by the following.

Cause Action

The data length value specified in the application data of the | Specify the actual text data size for the data length in the
message sent from a connected device to the E71 is different | application data.
from the actual text data size. (Refer to "Remark" in this page.)

The subheader of the message sent from a connected
device to the E71 is incorrect.

Depending on the restrictions of the buffers of the own station and destination station, data may be divided for
communications. Data received separately is restored (reassembled) by the E71 for communications. The received data is
restored (reassembled) based on the data length in the communication data. The E71 performs the following processes if
data in the communication data is incorrect.

Correct the subheader specified in the application data.

@ |[f the data length specified immediately after the subheader is smaller than the amount of text data received
1) The data immediately after the text data equivalent to the data length specified immediately after the subheader is
regarded as the next message.
2) Because the header of each message is a subheader, an E71 processes data according to the code in the subheader.
3) If the subheader contains a code that is not recognized by an E71, the E71 sends a response notifying about an
abnormal end to the connected device.

R
Data sent from the connected device Data processed by the E71 3 8
(1st data) (2nd data) > L
— > = o
S
Subheader] ‘ ————» [ Subheader | l g o
=3
=
This section is processed 52
as a subheader. S
)

In the figure above, the E71 returns a response containing a code obtained by changing the most significant bit of the
code processed as a subheader to 1.
For example, if the subheader of a command is 65, the subheader of the response is E5,.

@ |[f the data length specified immediately after the subheader is larger than the amount of text data received

1) The E71 waits for the remaining data.

2) When the remaining data is received within the response monitoring timer value, the E71 processes data according
to the code in the subheader.
If the remaining data could not be received within the response monitoring timer value, the E71 performs the
following processes.
» Sends the ABORT (RST) instruction to the connected device and closes the line.
» Notifies the CPU module that an open error has occurred by turning on Open abnormal detection signal (X18)
+ Stores the error code in the open error code storage area. (The error code is not stored in the error log area.)

3)
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(2) No procedure

138

In the application data for communications in the "No Procedure" control method, the following data code is
expressed in a binary code. Communications are performed using a binary code regardless of the

communication data code setting.

Text (command)

~

Maximum of 2046 bytes

Point/’

In communications in the "No Procedure" control method, a subheader or data length setting is not added unlike the
"Procedure Exist" control method; therefore, all data are handled as a valid text. In addition, the E71 turns on Fixed buffer
reception status signal after storing the size of the received message (packet) in the data length storage area. It is
recommended to set a checking method. For example, include data length and a data type code in the application data of a
message so that the number of bytes and data type of the application data can be identified on the receiving side.




CHAPTER 12 COMMUNICATIONS USING A FIXED BUFFER

12.7 Pairing Open

Pairing open is an opening method that connects the own station with the connected device using only one port by
pairing the receive and send connections for communications using a fixed buffer.

12.7.1 Applications

Enabling the pairing open allows data communications to be performed with two connections by performing the open
process for one port. MC protocol communications and communications using a random access buffer can be also

performed using paring-opened connections.

(TCP/IP or UDP/IP communications)
Send data

Connection No.1 Fixed buffer (to receive data) +—x Port | Connected device
Receive data

E71

Connection No.2 Fixed buffer (to send data) —

Point/’

® Connected devices where communications can be performed using the pairing open method are those in Ethernet where
an E71 is connected and those connected using the router relay function.

@ The open/close processes in the receive connection where the pairing open has been enabled automatically perform the
open/close processes in the next connection (send connection).
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12.7.2 Parameter setting

The following is the pairing open setting.

", Network Parameter Ethernet Open Setting Module N

IP AddressiPaort Mo, Input Format DEC -
I L e N e el = o
1 |tce = |Unpassive ~ |Receive  « |Procedurs Exist  |Enable ~ |Mo Confirm = 500
2 |TCP = |Unpassive = |Send  |Procedure Exist ~ |Enable » [No Confirm = 500
3 - - - - - -
4 - - -~ - -~ -
5 - - - - - -
5 - - - - - -
7 - - -~ - -~ -
3 - - - - - -
g - - - - - -
10 - - - - - -
11 hd hd - hd hd hd
12 - - - - - -
13 - - - - - -
14 hd hd - hd hd hd
15 - - - - - -
16 - - - - - -
(*) IP Address and Port: Mo, will be displayed by the selected format,
Please enter the value according to the selected number.
End Cancel
Item Description Setting range
. Set "Pairing Open" of the receive connection to "Enable". The next connection is
Pairing Open . —
automatically set as a send connection. 1

*1 When "Enable" has been set in "Pairing Open" for a send connection, the following window appears.

MELSOFT Series GX Works2

The fixed buffer setting of the selected row is set as Receive,

': This will set all the items in this row, {Overwrite if it is already set.)
Are you sure?

When the button is selected, the applicable connection becomes a receive connection, and the next
connection is automatically set as a send connection. (When "Enable" has already been set in "Pairing Open", the
setting is overwritten.)

Point/’

Because the fixed buffer of the connection with the connected device (for receiving) and the fixed buffer of the next
connection (for sending) are paired, set connection numbers 1 to 7 and 9 to 15 as receive connections. (Connection
numbers 8 and 16 cannot be set.)
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1 28 Broadcast Communications

Broadcast communications mean that the same data is sent to all E71-connected stations in the same Ethernet
network and to the connected devices without specifying destinations. Broadcast communications can be performed
when the following conditions are met.

* When UDP/IP protocol is used

* When "No Procedure" communications using a fixed buffer or data communications using the predefined

protocol are performed

Point/’

® When connected devices in the same Ethernet network do not need to receive communication messages by broadcast
communications, a discarding process is required.

® The user needs to determine the port numbers dedicated for data sending/receiving for broadcast communications.

® Sending/receiving procedures to perform the broadcast communications in communications using the predefined
protocol are same as that in communications using a fixed buffer except for setting "Predefined protocol" under "Fixed
Buffer Communication" of the open setting.

12.8.1 Sending/receiving procedures

(1) Sending procedure
To send data by broadcast communications, set the IP addresses of the connected devices where the E71 sends
data to FFFFFFFFy and perform the open process. The E71 sets all the host address bits to 1 and sends data

over the Ethernet network.
(2) Receiving procedure

To receive data as data for broadcast communications, set the IP addresses of the connected devices that send
data to the E71 to FFFFFFFFy and the port numbers to FFFF and perform the open process.
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The following is the outline of the internal process of an E71 when data is received in the "No Procedure" control method or
by broadcast communications. (The values specified in the buffer memory addresses Oy, 1, and 28 to 5F are used for the
IP addresses and port numbers of the E71 in the own station as well as those of connected devices.)

Data received

Is the IP address of the
own station E71 the same as that of the

NO

receive data request destination?

YES

Is the network
address (subnet address)
in the IP address of the own station
E71 the same as the network address (subnet
address) of the received data?
Are all the bits of the host address
of the received data 1?

Is Destination

*1
IP address FFFFFFFFH? NO

(Simultaneous Broadcast)

YES
(Simultaneous Broadcast)

Is Destination
IP address the same as that of the receive
data request source?

NO

NO

Is Destination Port No. FFFFH?

YES
(Simultaneous Broadcast)

Is Destination
Port No. the same as that of the receive
data request source?

NO

YES

The application data of the received data is stored
in the fixed buffer.

Fixed buffer reception status signal (address:
5005H) turns on.)

The received data is ignored (discarded)

because it has not been sent to the own station.

*1 When all the bits of the area expressing the host address of the IP address of the receive data request destination are 1,

proceed to "YES".

© 00 0000000000000 0000 0000000000000 00000000000000000C0COCKCEOSGITOSIEOEOSIOIPOIOIONOTOIO

142
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12.8.2 Parameter setting

The following is the parameter setting for broadcast communications.

(1) When sending data

The following is the parameter setting for data sending.

."; Network Parameter Ethernet Open Setting Module No.: 1

IP Address/Port Mo, Inpuk Format HE: -
Fixed Buffer Pairing Existence  |Host Station Destination Destination
it Open System il Bl iZommunication Dpen iZonfirmakion Port No, IP Address Pork Mo,
1 |UDP - ¥ |Send ¥ |Mo Procedure ~ |Disable ¥ Mo Confirm 0800| Broadcast Together 0&01
z -~ -~ - -~ -~ -~
3 - - - - - -
4 - - - - - -
5 -~ -~ - -~ -~ -~
& - - - - - -
7 - - - - - -
& -~ -~ - -~ -~ -~
9 - - - - - -
10 - - - - - -
11 -~ -~ - -~ -~ -~
1z hd - - - - -
13 - - - - - -
14 -~ -~ - -~ -~ -~
15 hd - - - - -
16 - - - - - -
i*) IP Address and Port Ma. will be displaved by the selected Format,
Please enter the value according ko the selected number,
End Cancel
Item Description Setting range
Protocol Select "UDP". —
N EEQUEEY
Fixed Buffer Select "Send". - N
o oo
Fixed Buffer Communication Select "No Procedure". — z @
o
. ) . L AV
Existence Confirmation Select "No Confirm". — g
3
Destination IP Address Set FFFFFFFF. — CRRY
e o
[
o 3
=
S5 2
@ 3
o
2
5
3
(%]
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(2) When receiving data

The following is the parameter setting for data receiving.

+*: Network Parameter Ethernet Open Setting Module No.: 1

e || emagezn o]

(*) IP Address and Port Mo, will be displayed by the selected Format,
Flease enter the value according to the selected number,

IP AddressiPort Mo, Input Format

4

v |Receive v |unProcedus v [Disable v [tn Confim v | 0801

End

| Broadcast Together || FFEF
’71_

Cancel

HE®

Item

Description

Setting range

Protocol Select "UDP".

Fixed Buffer Select "Receive".

Fixed Buffer Communication Select "No Procedure".

Existence Confirmation Select "No Confirm".

Destination IP Address Set FFFFFFFF.

Destination Port No. Set FFFFy.
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12.8.3 Precautions

This section describes the precautions for broadcast communications.

(1) Port number
To perform broadcast communications, the user needs to determine the port numbers dedicated for data
sending/receiving for broadcast communications and specify these port numbers.

(2) Size of send/receive data per sending/receiving
A maximum of 2046 bytes of data in the application data can be processed per sending/receiving. To send data
with a size exceeding 2047 bytes, divide the data into smaller chunks at the send source.

@C0'0‘0‘0l0‘0‘C.COCOC0'OCO‘O‘Q‘C.COCOCOCOCOCO‘Q‘Q.CCOCOCOC

An E71 temporarily stores a subsequent receive data in its internal buffer for the operating system until the current receive
process is completed. If data with a size exceeding the capacity of the internal buffer (approximately 40KB) is received by
broadcast communications, the data is discarded. In communications using a fixed buffer in the "Procedure Exist" control
method, the E71 sends a command message to the connected device, waits for a response message, then sends the next
command message. Therefore, the user need not take account of the above-mentioned internal buffer for the operating
system.

0 0000000000000 000000000000 000000000 OOOOOIOSOPOSEPOLEDOSLOIOSOOEONOEOEOEOSOEOEOCTOTOTOSOTOSTOSOITS

suonnedald €8¢l

suoieoIUNWWOY jseopeold gZL
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12.9 Example of Communications Using a Fixed Buffer

This section describes an example of communications using a fixed buffer in the "Procedure Exist" control method
between an E71 and the connected device.

12.9.1 System configuration

The following system configuration is used for explanation purpose.

LCPU-1 LCPU-2
(10.97.85.222) (10.97.85.223)

el

Ethernet

12.9.2 Parameter setting

This section describes a parameter setting example.
(1) Sending side (LCPU-1 side)
The following is an example of the parameter settings of the sending side (LCPU-1 side).

(a) Basic setting

The following is an example of the basic setting.

' Network Parameter — MELSEGNET/GG IE/Ethernet Module Gonfiguration CEx
I~ Sek network configuration setting in CC IE Field configuration window =
Modle 1 Wodle 2 Modhile 3
Network Typs Ethernst - [Mone + [Hone -
Start I/O Ma, 0000
Metwork No. 1
Total Stations
Group Ho. 1
Station Mo, 1
Mode Online: - - -

Operation Setting

Initial Setting

Open Setting

RoLter Relay Parameter

Station No. <->IF Information

FTP Parameters

E-mail Setting

Interrupt Settings

Necessary Setting{ o Setting | Aleady Set ) Set If It is meeded( o Setting | Already Set )

Start 1/O Ho. Valid Module During Other Station Access [1 -
Q Please input 16-paint unit{HE) to start 10 o, in which module is mounted,

Acknowledge &Y

e RoLting Parameters

Assigrment Image Check. End Cancal

Frint Window -
Print Window, .. | Preview |

< \ _’Ij
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CHAPTER 12 COMMUNICATIONS USING A FIXED BUFFER

(b) Ethernet operation setting

The following is an example of the Ethernet operation setting.

Ethernet Operation Setting [z

Communication Data Code Initial Tiring

e Donok wait for OPEN {Communications

(+ Ei Cod
My (1S impossible ak STOP time)

" ASCII Code Always wait For OPEN {Communication
possible at STOP time)
IP Address Setting Send Frame Setting
Input Format |DEC - + Ethernetiyz.0)
IP Address | 10 97 (S| 222|| | ¢ IeEsnz.a
I Enable Cnline Change TCP Existence Confirmation Setting

+ Use the Keepalive

" Use the Ping

End Cancel

(c) Open setting

The following is an example of the open setting.

Network Parameter Ethernet Open Setting Module N

IP Address{Part Mo, Inpuk Format DEC A
. Fixed Buffer Paiting Existence  |Host Station Destination Diestination
ot Open System (Rt Gy Cammunication Dpen Zarfirmakion Part Mo, IP Address Park Mo,
i |TCP  |Active = |Send » |Procedure Exist ~ |Disable ¥ |Mo Confirm 2000 10. 97. 85.223 2000
z - - - - - -
3 -~ -~ - -~ -~ -~
4 - - - - - -
5 - - - - - -
& -~ -~ - -~ -~ -~
7 - - - - - -
& - - - - - -
9 -~ -~ - -~ -~ -~
10 - - - - - - N
11 - - - - - - N
17 -~ -~ - -~ - -~ CO
13 - - - - - - N
1% - - - - - - vl
15 -~ -~ - -~ - -~ 2
16 - - - - - - Q
]
=~
()
=
o
(*) IP Address and Port Mo, will be displayed by the selected Format, [=o
Please enter the value according ko the selected number, =
«Q
End Cancel

Jayng paxi4 e Buisn suonesunwwo) Jo sjdwex3 6°ZL
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(2) Receiving side (LCPU-2 side)

The following is an example of the parameter settings of the receiving side (LCPU-2 side).

(a) Basic setting

The following is an example of the basic setting.

letwork Parameter — MELSEGNET/GG IE/Ethernet Module Gonfiguration

I~ Set network configuration setting in CC IE Fisld configuration window

Ethernat

Hecessary Setting{ Mo Setting | Already Set ) et f it is needed Mo Setting [ Already Set )

Start IO Mo, : walid Module During Other Station Access |1 -
Inkerlink Transmission Paramet
=l Tearsnislon Prnstet | g e e e B s B, (R e CRash

fcknowledae ¥V

redaes o} Routing Parameters

Assignment Image | Group Setting, Check End | Cancel |

Prink Window

Print Window... | Preview

Al | W

(b) Ethernet operation setting

The following is an example of the Ethernet operation setting.

Ethernet Operation Setting |§|
— Communication Data Code Initial Tiring
& Ei Cod Do niok wait For OPEM {Communications
My (1S impossible ak STOP time)
= ASCII Code IS Always wait For OPEN {Communication
possible at STOP time)
~IP Address Setting Send Frame Setking —
Input Format IDEC VI ¢ Ethernet{vz.0)
1P Address | 10| 97 8s] 223] | ¢ reesoz.s
I Enable Orline Change TCP Existence Confirmation Setting —

% s the Keepalive

" Use the Ping

End Cancel
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(c) Open setting
The following is an example of the open setting.

."; Network Parameter Ethernet Open Setting Module No.: 1

IP Address/Port Mo, Inpuk Format DEC -

=l ]

Procedure Bxist v 2000

4

i*) IP Address and Port Ma. will be displaved by the selected Format,
Please enter the value according ko the selected number,

End Cancel

Bumas Jsjoweled Z'6°ZL

Jayng paxi4 e Buisn suonesunwwo) Jo sjdwex3 6°ZL
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12.9.3

Program

(1) Sample program procedures

This section describes the procedures for a sample program.

(a) Sending side (LCPU-1 side)

The following describes how communications are processed on the sending side (LCPU-1 side).

1.

2.
3.

4.

Set each parameter on a programming tool and write the set parameters to the CPU module. Then
reset the CPU module and check that the initial process is completed.

Perform the open process (Active open) of the connection number 1.

Perform communications using a fixed buffer from the CPU module using the BUFSND
instruction.

After the data is sent, perform the close process of the connection number 1.

(b) Receiving side (LCPU-2 side)

The following describes how communications are processed on the receiving side (LCPU-2 side).

1.

N

150

Set each parameter on a programming tool and write the set parameters to the CPU module. Then
reset the CPU module and check that the initial process is completed. When the initial process is
normally completed, the connection number 1 waits for an Active open request from the
connected device.

Perform communications using a fixed buffer from the connected device.

Use the BUFRCYV instruction to read the data that have been received by the corresponding fixed
buffer data area of the E71 into the CPU module.



CHAPTER 12 COMMUNICATIONS USING A FIXED BUFFER

(2) Sample program

(a) Program on the sending side (LCPU-1 side)
The following is a program on the sending side (LCPU-1 side).

<<Open process program>>

SM400 uo\
| I
_| | [mov G20480 K4MO ]
uo\

[mov G20482 K4M20 ]

M20
| r
[INcP D20 }

M1000

—| | [PLS M1001 ]

M1001 X19 MO M20
| | | | | r
, |} £ £ [MOVP  HO D100 1
[ ZP.OPEN U0 K1 D100 M100 ]
M100 M101
| | r
, £ [SET M110 1
M101
| r
i [sET M111 ]
<<Fixed buffer No.1 send program>> M
. g o to
M3000 X19 MO wm
— f f {PLs M3001 ] 7 8
&3
M3001 R
— | [mov K3 D300 ! 3o
(@]
o)
[mov K1234 D301 il g
5
[Mov K5678 D302 il g
S
(7]
{ mov K8901 D303 1 %
2
«Q«
[ZP‘BUFSND uo K1 D3000 D300 M300 ]- QO
-
7
M300 M301 8
I I Process upon completion @
C
M301 3
I Process upon abnormal end
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<<Close processing program>>

MO
| r
— | [PLF
M160 M150
| |l r
— | 1l LPLS
M6000
| r
— | [PLs
M6001 MO
—| | | | [zP.cLosE uo K1 D200
M161 M210
| | r
— | F [sET
M200 M201
| | r
— | F [SET
M201
| r
| [SET
r
[RsT

M160

M161

M6001

M200

M210

M202

M203

M210
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(b) Receiving side (LCPU-2 side)

The following is a program on the receiving side (LCPU-2 side).

<<Fixed buffer No.1 receive program>>

SM400 uo\
| r
_| | [mov G20480 K4MO I
uo\

[Mov G20482 K4M20 }

uo\
[mov G20485 K4M40 I

M5000 X19 MO M40 M500

| I I I | r

f il 1 1 F [pPLs Ms001
M5001

| [ zP.BUFRCV uo K1 D5000 D500 M500 I
M500 M501

I A Process upon completion

M501
I Process upon abnormal end

Point />

@ Secure sufficient device areas according to the maximum length of data sent from the send source to prevent the device
areas used for other purposes from being overwritten by the receive data.

@ To receive data at shorter intervals than the scan time of the CPU module, add the normally closed contact for the
completion device (M500) of the BUFRCYV instruction to the execution conditions of the BUFRCYV instruction as shown in
the above program. When there is no normally closed contact for the completion device (M500), the receive direction
(M5001) of the BUFRCYV instruction is not turned off and on and the BUFRCYV instruction may not be executed.

welbold €621

Jayng paxi4 e Buisn suonesunwwo) Jo sjdwex3 6°ZL
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CHAPTER 13 coMMUNICATIONS USING A
RANDOM ACCESS BUFFER

This section describes communications using a random access buffer.

13.1 Applications

In communications using a random access buffer, data can be freely read from and written to any connected device
(not including an E71). A random access buffer is used as a common buffer area for all the connected devices in the
Ethernet network.

E71
Connected Writing Writing Connected
device device
‘\\A A//
Reading Random Reading
access

Writing " buffer [ Writing

Connected / ‘ \ Connected
device Reading Reading device

Writing Reading

Connected
device

Point/’

Data communications (sending/receiving) by e-mail using a CPU module cannot be used together with communications
using a random access buffer. Only one of the functions can be used at one time. (The e-mail sending function using the E71
programmable controller CPU monitoring function can be used together with communications using a random access
buffer.)
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CHAPTER 13 COMMUNICATIONS USING A RANDOM ACCESS BUFFER

132 Communication Structure

This section describes the structure of communications using a random access buffer.

(1) Data flow

The data flow in communications using a random access buffer is as follows. The FROM/TO instructions or
intelligent function module devices are used to access a random access buffer from a CPU module.

E71
> ’ Writing data
| Random
CPU module | access Read request | Connected
< d i
< | buffer Reading data | eviee
Using the FROM/TO
instructions or an

intelligent function module device

Point/’

® Communications can be performed only with connected devices where communications using a fixed buffer in the
"Procedure Exist" control method are set using the connection with Open completion signal of an E71 on.

® Communications are performed asynchronously with the program. If synchronization is required, use communications
using a fixed buffer.

(2) Connected devices where data communications can be performed
Data communications can be performed with the following connected devices:
» Devices in Ethernet where an E71 is connected
» Devices connected using the router relay function

2INJON.)S UOHEDIUNWWOD Z'El
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1321 How data is read from a connected device

The following figure shows how an E71 sends data in response to a read request sent from a connected device.

CPU module E71 Read fg:e(sTté?mT?”d)
only
Random access
Writing using buffer
othe TO instruction ! eResponse/data read

— &

ACK (TCP only) Connected device
Write data in the random access buffer of the E71 using the TO instruction.

Asynchronously with the process @ above, the connected device sends a read request to the E71. (The
E71 side: command receiving)

Upon receiving the read request from the connected device, the E71 sends the data written in the random
access buffer to the connected device that sent the read request. (The E71 side: response sending)

1 322 How a connected device writes data

The following figure shows how a connected device writes data to the E71 random access buffer.

1t [ |

CPU module E71 Oertmg data (command) | !— %
ACK (TCP only) R |
| | Random access v -

Reading using buffer e\
ethe FROM instruction |J - eResponse S
< Connected device
ACK (TCP only)

@ The connected device writes data to the random access buffer of the E71. (The E71 side: command
receiving)

© The E71 processes the write request from the connected device and returns the writing result to the
connected device that sent the write request. (The E71 side: response sending)

© Asynchronously with the processes @ and @ above, the data written in the random access buffer is read
using the FROM instruction.
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CHAPTER 13 COMMUNICATIONS USING A RANDOM ACCESS BUFFER

13.3 Parameter Setting

Set the following parameters to perform communications using a random access buffer.
- Basic setting ((_5_ Page 66, Section 7.1.2)
- Ethernet operation setting ([~ Page 67, Section 7.1.3)
« Open setting ([_5— Page 69, Section 7.1.4)

. Network Parameter, Ethernet Open Setting Module No.: 1

1P Address/Port Mo. Input Format DEC -
1 UDP - « |Send » |Procedure Exist ~ |Disable ~ |Mo Canfirm 2000 10, 97, 85,223 2000
4 - - - - - -
3 - - - - - -
4 - - - - - -
- 5k 5 B B 13
[ - - - - - -
7 - - - - - -
k] - - - - - -
g - - - - - -
10 - - - - - -
11 hd - - - - -
12 - - - - - -
13 - - - - - -
14 = = = = = =
15 hd - - - - -
16 - - - - - -
i*) IP Address and Port Ma. will be displaved by the selected Format,
Please enter the value according ko the selected number,
End Cancel
Item Description Setting range
Fixed Buffer Select the communication method for communications using a fixed buffer. Select P d Exist
L . L . rocedure Exis
Communication "Procedure Exist" for communications using a random access buffer.

Buneg Jejeweled ¢gl

157



134 Data Format

Communication data consists of a header and application data.

13.4.1 Header

The header for TCP/IP or UDP/IP is used. Because an E71 automatically adds and deletes a header, the user setting
is not required.

(1) Detailed header sizes

(a) TCP/IP
Ethernet IP TCP
(14 bytes) (20 bytes) (20 bytes)
(b) UDP/IP
Ethernet IP UDP
(14 bytes) (20 bytes) (8 bytes)
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13.4.2

CHAPTER 13 COMMUNICATIONS USING A RANDOM ACCESS BUFFER

Application data

In the application data for communications with the "Procedure Exist" control method, the following data code is

expressed in a binary code or an ASCII code. To switch between a binary code and an ASCII code, use the Ethernet

operation setting.

\Q Project window => [Parameter] => [Network Parameter] => [Ethernet/CC IE Field] => Select

"Ethernet" under "Network Type". > | Operation Setting | button
(1) Format
» Communications using a binary code
Application data area
(command message data)
A
Maximum of
2 bytes 2 bytes 2 bytes 1017 words
p A A A A
| | | Text
Communication Subheader |Start address | D2t@ length | (command)
request setting (none at read
source Ox | O0H L | H L | H request)
Text
Communication Subheader | End code (response)
request (none at write
destination request)
1 byte 1 byte Maximum of
o 1017 words
~"
Application data area
(response)
» Communications using an ASCII code
Application data area
(command message)
Maximum of
4 bytes 4 bytes 4 bytes 1016 words
A A A A
Vo N
| | ! Text
Data length | (command)
Commttmication Subheader | Start address setting (none at read
request source
q HILI30H30H H| - |- [L|HI-|-]L request)
! ! Text
Communication response
request destination Subheader End code (n(onepat Wri)te
H | L H| L request)
-
2 bytes 2 bytes Maximum of
1016 words

~
Application data area

(response)
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(2) Subheader

Because an E71 automatically adds and deletes a header, the user setting is not required.

b7 b6 b5 b4 b3 b2 bl bo
' 101.0[0/001] 00k

—
Only for command (none at response)
Command/response type

(When communications are performed using the random access

buffer, this format is used.)
For data reading: 611

For data writing: 62+

> Command/response flag
For command: 0
For response: 1

(a) When reading

Command (from the connected device to the E71) Response (from the E71 to the connected device)
b7 to b0 b7 to b0
loi111i0]/0i0 0 1] 1171000 0 1]
Communications using 61+ 00H ElnH
a binary code —_— —_—
Subheader Subheader
b7 to b0 b7 to b0
o117 1i0]0i0 0 1] 1717170/ 0 0 0 1]

&*%/y WEH ‘ 1<+1/

Communications using 36H 31H| 304 30H

an ASCII code -_— -_—

Subheader Subheader
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(3) Start address

Use a logical address to set the start address of a random access buffer that reads/writes data.

(I_= Page 167, Section 13.6)

(a) Communications using a binary code
Specify the start address using a binary value.

2 bytes

(b) Communications using an ASCII code

Specify the start address using an ASCII code value expressed in hexadecimal.

(4) Data length setting

Set the number of words of the read/written data in the random access buffer range.

(a) Communications using a binary code

Specify the number of words using a binary value. (Maximum of 1017 words)

|

2 bytes

ejep uoneolddy Z'y'¢l
Jeuuod ejeq y'el

(b) Communications using an ASCII code
Specify the number of words using an ASCII code value expressed in hexadecimal. (Maximum of 508 words)
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(5) Text

Text is a data written to and read from a random access buffer.

(a) Communications using a binary code

Data length (maximum of 1017 words)

L H) L) H) L) (H) feeeeeeree L M

-
A A A

Random access

buffer

Specified !
address " (H) ! L)
n+ 1| (H) @ (L)
n+2| (H) i (L)

n + set number of
words to be read

(H) 1 (L)

——
1 word (2 bytes)

(b) Communications using an ASCII code

L Data lengthx2 (maximum of 1016 words)
r i

(H) to (L)|(H) to (L)[eeeeeeeeee (H) to (L)

1

ASCII-binary conversion |

Random access

buffer
Specified !
agdress (H) (L)

n+1| (H) ‘ (L)

n + set number of |
words to be read (H) i (L)

(Maximum of 508 words)

H __©)
n 124 | 34H

n+1| 56H | 78H

ANV

31H 32H| 33H 34H| 35H 36H | 37H 38H

(H) to L () to (L)

162



CHAPTER 13 COMMUNICATIONS USING A RANDOM ACCESS BUFFER

(6) End code

An error code is stored in the end code added to a response. For the error codes, refer to the error code list.

(_F" Page 268, Section 16.7.1) End codes are stored in the communication status storage area of the buffer
memory.

13.4.3 Examples of command and response formats

This section describes examples of command and response formats.

(1) Writing data to a random access buffer upon a write request from a connected
device

(a) Communications using a binary code

» Command format (from the connected device to the E71)

Subheader Start address Data length Text (10 words)
L ") © H L H L) H L)  H) L) H)
2 624 OOH | OOH OOH | OAH OOH | 34H 12H| 78H 56H | BCH OAH|ssccccceee BCH 9AH

—

Random access buffer

Physical address (H) (L) Logical address

2680H( 9856) | 121 34n oH( 0)

2681H( 9857) | 56H 78 H( 1) ——

jewlod eleqg ¥'¢l

2682H(9858) | 9AH BCH|  2H( 2) <

A

2689H( 9865) | 9AH BCH 9H( 9)

(10 words)

3E7FH(15999) ) 17FFH(6143)

Sjew.o} esuodsal pue puewwos Jo saidwex3y €Sl

» Response format (from the E71 to the connected device)

Subheader End code
E2H 00H
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(b) Communications using an ASCII code

+ Command format (from the connected device to the E71)

Subheader Start address Data length
H) - - L H - - L
2 360 324 30H 30H| O0OH OOH OOH OOH| OOH O0H OOH 41H S
Text (20 words)
H) - - L H - - L M- - M H) - - L
2 31H 32H 33H 34H| 35H 36H 37H 38H| 39H 41H 42H 43H |eeecccccce| 394 41H 424 43H

Random access buffer

Physical address (H)

2680H( 9856)
2681H( 9857)

2682H( 9858)

2689H( 9865)

3E7FH(15999)

(L)

12H

34H

56H

78H

9AH

BCH

9AH

BCH

Logical addre
OH( 0)
1H( 1)

24( 2)

9H( 9)

17FFH(6143)

SS

«

A

(10 words)

* Response format (from the E71 to the connected device)

Subheader End code

454 32H | 30H

30H
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(2) Reading data from a random access buffer upon a read request from a
connected device

(a) Communications using a binary code

» Command format (from the connected device to the E71)

Subheader Start address Data length
L _H O
2 61H OO0H | 14H O0OH | OAH OOH

* Response format (from the E71 to the connected device)

Subheader End code Text (10 words) 1 3
L H O ¢H GO ¢ (OIG))
Z E1H 00H 34H 12H| 78H 56H | BCH OAH|ececcccces BCH 9AH

[ )
A A A A

Random access buffer

Physical address (H) (L) Logical address

2680H( 9856) oH( 0)

2694H( 9876) | 12H 34H |  14H( 20)

2695H( 9877) | 561 78 |  15H( 21)

jewlod eleqg ¥'¢l

2696H( 9878) | 9AH BCH| 16H( 22)

269DH( 9885) | 9AH BCH| 1DH( 29)

(10 words)

3E7FH(15999) ] 17FFH(6143)

Sjew.o} esuodsal pue puewwos Jo saidwex3y €Sl
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(b) Communications using an ASCII code

+ Command format (from the connected device to the E71)

Subheader Start address Data length
H) - - M- )
2 36+ 31H 30H 30H| O0OH OOH 31H 34H| 00H 00+ OOH 41H
+ Command format (from the connected device to the E71)
Subheader End code
Z 454 31H | 30H  30H S
Text (20 words)
H) - S (SR ) I - L H - - L H) - - L
2 31 324 33+ 344 | 354 36+ 37H 38+ | 3H 41H 424 43H |eeceececes 3H 41 424 43

Random access buffer

Physical address (H)

L)

2680H( 9856)

2694H( 9876)| 12H

34H

2695H( 9877) | 56H

78H

2696H( 9878) | 9AH

BCH

269DH( 9885)| 9AH

BCH

3E7FH(15999

Logical address

OH( 0)

14H( 20)

15H( 21)

16H( 22)

1DH( 29)

17FFH(6143)

(10 words)
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13.5 Precautions when Creating Programs

This section describes the precautions when creating programs for communications using a random access buffer.

(1) Completion of the initial and open processes

The initial process and the connection open process need to be completed.

(2) Send request from a CPU module
A CPU module cannot issue send requests. In addition, reception completion in a CPU module is not confirmed.
When it is necessary to synchronize data sending/receiving between the CPU module and the connected device,

use communications using a fixed buffer.

(3) Random access buffer address
The address specified by the connected device and the address specified using the FROM/TO instructions are

different. For details, refer to the physical and logical addresses of a random access buffer. ((_5~ Page 167,
Section 13.6)

13.6 Physical and Logical Addresses of a Random Access
Buffer

This section describes the start address of the E71 random access buffer (without battery backup), which is specified
in commands.
Note that when designating the start address of a random access buffer, the address specified by a connected device
is different from that specified using the FROM/TO instructions.

» Physical address: Address specified with the FROM/TO instructions of a program

» Logical address: Address specified by a connected device as the start address in the command

Physical address Buffer memory areas
680H( 1664)

sweibold Bunessn usym suonnesald S €L

Fixed buffer
267FH( 9855) Logical address
2680H( 9856) OH( 0)
Random access
buffer
3E7FH(15999)| 17FFH(6143)
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13.7 Example of Communications Using a Random Access
Buffer

The following figure shows an example of a write operation from a connected device.

Connected

1-----CPU module ----- e E71--------4 device

: ; ! Random access buffer :

| Device memory : | '

1R20000 5 111710 :

E Data received I — : Data received : —

| R20009 E 7o |

! . 11720 1 i 1

o @ \ /7‘

----Receive process program--------------------------------- \o Receive completion flag

' |uo¥G 117200 @ Uo¥ E
' ——————[BMOV  G11710 R20000 K10 :

The receive completion flag is provided at the end of the received data.

The receive completion flag is monitored.
When the receive completion flag turns on, the data is transmitted from the random access buffer to the CPU
module.
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CHAPTER 14 OTHER FUNCTIONS

CHAPTER 14 oTHER FUNCTIONS

This chapter describes basic functions of the E71 other than those described in the preceding chapters.

14.1 Router Relay Function

This section describes the router relay function.

14.1.1 Applications

This function allows the E71 to communicate with connected devices on other Ethernet networks via a router and
gateway. This function does not allow the E71 to operate as a router. One default router and up to eight routers can be

set.

14.1.2 Parameter settings

Configure the settings in the following window.

\@ Project window > [Parameter] => [Network Parameter] => [Ethernet/CC IE Field] &> Select

"Ethernet" under "Network Type". => | Router Relay Parameter | button

+": Network Parameter Setting the Ethernet Router Relay ... | : X

Router Relay Function Mok Used

Subnet Mask Pattern I:l
Default Rouker IP Address I:l

Router Information Input Format |DEC hd
Mo, Sub-net Address Router IP Address -

(S

Lz |

L=

et

(=

L& |

(I —
] -

Clear Check End Cancel
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Item Description Setting range

Router Relay Function Select whether to use the router relay function. Not Used/Use
Subnet Mask Pattern Refer to (1) in this section. C0000000y to FFFFFFFCy
A value other than 00000000 and
Default Router IP Address Refer to (2) in this section.
FFFFFFFFy
Input Format Select the input format of router information. DEC/HEX
A value other than 00000000 and
Sub-net Address Refer to (3) (a) in this section.
Router FFFFFFFFy
Information A value other than 00000000y and
Router IP Address Refer to (3) (b) in this section.
FFFFFFFFy

(1) Subnet mask pattern

Set the subnet mask. (Consult with the network administrator for the setting.) When not using the subnet mask,
set any of the following values according to the class.

Class Mask value
Class A FF000000y
Class B FFFFO000y
Class C FFFFFFOOy

(a) Setting example

The following shows a Class B setting example.

El Class B

Network address

81H 05H 2FH 01H

IPaddress T8 ToTo [oTololaloolo o ol ol oo+ o[+ [1]]7|o]olo]olo]o]o]4

FFH FFH FCH 00H
1l e la e Ta e el [a 111 T4 ofolo]o]o]o]o]o]o]0
: < : :

Subnet address Host address

Subnet mask

05H 2FH

IP address 81n
1]ofololo]ofol1]o]o]ofolof1]o]1]o]o]1]0]1]1

01H
oloJoJofo]ofo]1

N
N

Point/’

@ All devices on the same subnetwork must have the common subnet mask.

® \When not managed by the subnetwork, the connected devices need not have subnet masks. (Set the network address of
the corresponding class.)
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CHAPTER 14 OTHER FUNCTIONS

(2) Default router IP address
Set the IP address of the router (default router) when the E71 communicates with the connected devices on other
Ethernet networks via a router other than the one specified in the router information. Set the value that satisfies
the following conditions.
» Condition 1: The IP address class is any of A, B, and C.
« Condition 2: The subnet address of the default router is the same as that of the E71 on the own station.
» Condition 3: The host address bits are not all "0" or all "1".

Point/’

If the corresponding subnet address does not exist in the router information when the connection is opened or data
communications are performed, communications are performed via the default router.

(3) Router information

(a) Subnet address

Set the network address ™! or subnet address 2 of the connected device when the E71 communicates with the
connected devices on other Ethernet networks via a router other than the default router. Set the value that

satisfies the following conditions.
» Condition 1: The IP address class is any of A, B, and C.
« Condition 2: The host address bits are all "0".

*1 If the class (network address) of the E71 on the own station differs from that of the connected device, set the network

address of the connected device.
*2 If the class (network address) of the E71 on the own station is the same as that of the connected device, set the subnet

address of the connected device. JENN
> A
N o
Own station E71 v
Class B s @
IP address: 81052F01H(129.5.47.1) % @
Subnet mask: FFFFFCOO0H (255.255.252.0) El{g

[2]
Ethernet 4 o O
O erne O = §
Q =
» o
]

O Ethemetl 1 ¢ pEtemetz |l o g1 I?thernet 3 o
v v
)

Setting example 1 Setting example 2 Setting example 3
Connected device 1 Connected device 2 Connected device 3
Class B Class A Class B
IP address: 81044001H IP address: 71044001H IP address: 81052902+
(129.4.64.1) (113.4.64.1) (129.5.41.2)
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El When the network addresses differ between the E71 on the own station and the connected device

Network address

Own station E71

2FH

IP address (Class B)

81H
1]oJoJo]o]o]o]1

05H
olofofofo]1]0]1

olo[1]o[1]1]1]1

01H
oloJofofo]o]o]1

Connected device 1

40H

IP address (Class B)

81H
1]o]o]ofo]o]o]1

04H
olofolo]o[1]0]0

o[1]o]o]o]o]o]o

01H
olofolo]ofo]o]1

Network address

Set the network address of

the connected device 1.

Subnet address

00H

00H

setting value

81H
1]o]o]ofo]o]o]1

04+
olofoloJo[1]0]0

olofolo]o]o]o]o

olofolo]o]o]o]o

El When the classes differ between the E71 on the own station and the connected device

Own station E71
IP address (Class B

=

Connected device 2
IP address (Class A

Rl

Subnet address setting value

Network address

81H

05H

2FH

01H

1]olo]ofolo]o]1

olofofolo]1]o]1

olo[1]o[1]1]1]1

olofofofo]o]o]1

04H

40H

71H
ol1]1]1]o]ofo]1

olofolofo]1]0]0

o[1]o]ofo]o]o]o

01H
olofofolo]o]o]1

Network address

Set the network address of
the connected device 2.

71H

00H

00H

00H

ol1]1]1]o]o]o]1

olofolo]o]o]o]o

olofolo]o]o]o]o

olofolo]o]o]o]o

El When the network address of the E71 on the own station is the same as that of the connected device

Own station E71
IP address (Class B)

Subnet mask

Connected device 3
IP address (Class B)

Subnet address
setting value
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Network address

05H

81H
1]o]o]ofo]o]o]1

oJofoloo]1]o]1

2FH
ofo[1]o[1]1]1]1

01H
oJofolo]o]o]o]1

00H

FFH
AR ERE

FFH
AEIEIEIEIEIERE

FCH
1[1]1]1]1]1]o]o

olofolo]o]o]o]o

81H

05H

29H

02H

1]olo]ofo]o]o]1

olofololo]1]o]1

olof1]o]1]o]0]1

olofolo]ofo]1]0

Subnet address

Set the subnet address of
the connected device 3.

05H

28H

00H

81H
1]o]o]ofo]o]o]1

olofolofo]1]o]1

olo[1]o]1]o]0]0

olofolo]o]o]o]o




CHAPTER 14 OTHER FUNCTIONS

(b) Router IP address
Set the IP addresses of the routers when the E71 communicates with the connected devices on other Ethernet
networks via a router other than the default router. Set the value that satisfies the following conditions.
» Condition 1: The IP address class is any of A, B, and C.
« Condition 2: The subnet address of the router is the same as that of the E71 on the own station.
+ Condition 3: The host address bits are not all "0" or all "1".

Point/’

® When the E71 communicates with the connected devices via a router in Passive open status, communications can be
performed without using the router relay function.

@ The router relay function is not needed in a system that uses the Proxy router.
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14.2 Communications Using an Auto-open UDP Port

This section describes communications using the auto-open UDP port.

14.2.1 Application

The auto-open UDP port is a UDP/IP port that automatically opens and closes at the following timing. Using this port
makes the E71 ready for communications upon completion of an initial process, thus enabling communications without
using any programs regardless of the open status of connection numbers 1 to 16.

(1) Open and close timing

The port automatically opens according to the registered parameter settings upon completion of the initial
process of the E71. In addition, it automatically closes when the E71-connected station is powered off or reset.

Point/’

® The E71 enables communications using an auto-open UDP port after the initial process is normally completed, and the
E71 on the own station waits for communication requests to itself (auto open).

® The E71 accepts requests from anywhere as long as they are addressed to the E71 itself.

® \When a communication request is accepted from the connected device, the corresponding port number is occupied until
the process is completed. Even if the next communication request is accepted during this time, the communication
process will be waited.

@ To change the auto-open UDP port number, a reinitialization process is required. ((_7 ~ Page 315, Appendix 4.2)
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14.3 P Filter Function

CHAPTER 14 OTHER FUNCTIONS

This section describes the IP filter function.

This function is available only in the E71 with the serial number (first five digits) of "18072" or later.

14.3.1 Application

This function identifies the IP address of the access source, and prevents unauthorized access performed by IP

address specification.

The IP address of the connected device to be allowed or denied access is set in the buffer memory, and access from

connected devices is restricted.

Use of this function is recommended when using the E71 in an environment connected to a LAN line.

Ethernet

[]

Access permitted

R

E71

Access permitted

Access prohibited

X

_

)

L]
Point/’

External device
IP address: 192.168.1.2

External device
IP address: 192.168.1.3

External device
IP address: 192.168.1.5

The IP filter function is one method of preventing unauthorized access (such as program or data destruction) from external
devices. However, this function does not guarantee prevention of all unauthorized access. To have the programmable
controller system fully secured against unauthorized access from the external devices, take additional measures. Mitsubishi
Electric Corporation does not hold any responsibility for any system problems caused by unauthorized access.

The following are examples of measures against unauthorized access.

+ Install a firewall.

» Install a personal computer as a relay station and control the relay of communication data using an application

program.

« Install an external device for which the access rights can be controlled as a relay station (Contact the network
provider or equipment dealer for details on the external devices for which access rights can be controlled.)
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14.

3.2 Setting method

176

This section describes the setting method of IP filter.

(1) Setting procedure

The IP filter settings become enabled after the reinitialization process.

The following is a procedure for IP filter settings.

1. Confirm the normal completion of the initial process. (Initial normal completion signal (X19): ON)

2. Terminate all data communications with the connected devices and perform a close process on all

connections.

3. Write the settings in the buffer memory areas, IP filter settings (address: 5700y to 5721).

4. Perform reinitialization process. (_5 Page 315, Appendix 4.2)

5. confirm the normal completion of the reinitialization process with the following buffer memory

areas.
» Reinitialization specification (address: 1F (b15)): Oy

* Initial error code (address: 69}): Oy

Point/’

When a connected device accesses the E71 before the completion of reinitialization process, the access cannot
be denied because the IP filter is not yet enabled.

The values stored in IP filter monitoring area (address: 5722, to 5725,) are cleared when the reinitialization
process completes.

Even if the connection is established as set with the open setting of E71 or the program, access from the
connected device is either allowed or denied following IP address settings. Therefore, if the IP address set in the
open setting of E71 is set to be denied with the IP filter settings, the IP filter function is enabled and
communication with the connected device is denied.

When the UINI instruction is executed with the IP filter settings written in the buffer memory (address: 57004 to
5721y), IP filter settings are applied as in the case of reinitialization process by the buffer memory. When using
the UINI instruction, check the setting values in IP filter settings (address: 5700 to 5721},) before executing the
instruction.




(2) Buffer memory areas used

The following buffer memory areas are used for IP filter settings.

CHAPTER 14 OTHER FUNCTIONS

Buffer memory name

Address
Decimal
(Hexadecimal)

Description

Communication condition setting

Ethernet operation setting upon reinitialization process is set.
Communication data code setting (b1)

* Oy: Binary Code

* 14: ASCII Code

TCP existence confirmation setting (b4)

* Oy: Use the Ping

* 14: Use the KeepAlive

Send frame setting (b5)

* Oy: Ethernet

] ) 31 (1Fy) * 14: IEEE 802.3

(Ethernet Operation Setting) area . ) ) )
Setting of write enable/disable at RUN time (b6)
* Oy: Disable
* 14: Enable
Initial timing setting (b8)
* Oy: Do not wait for OPEN (Communications impossible at STOP time)
* 14: Always wait for OPEN (Communications possible at STOP time)
Reinitialization specification (b15)
* Oy: Reinitialization process complete (reset by the system)
* 14: Reinitialization process request (set by the user)
The processing results of initial process and reinitialization process are
stored.

Initial error code 105 (69R)

* Oy: Normal completion
* Other than Oy: Abnormal end (error code)

Use of IP filter settings

22272 (57004)

Set when using the IP filter function.
* Oy: Do not use (default)

* 1y4: Use

IP filter function type setting

22273 (5701,)

Select whether to allow or deny the access from the IP addresses
specified in IP address setting 1 to 8.
* Oy: Allow (default)

* 14: Deny

Start IP address

IP address

22274 to 22275
(57024 to 5703yy)

Set the IP address to be allowed or denied.

When specifying the IP addresses by range, set the start IP address of the
range.

22274 (57024): Third octet, fourth octet

22275 (5703y): First octet, second octet
+ 000000004: No setting (default)
+ 00000001y to DFFFFFFE (0.0.0.1 to 223.255.255.254)

setting 1

End IP address

22276 to 22277
(57044 to 5705y,)

Set the end IP address of a range to be allowed or denied.
When not specifying by range, set 00000000y,.

22276 (5704y): Third octet, fourth octet

22277 (5705y): First octet, second octet

» 000000004: No setting/No range specification (default)

+ 00000001 to DFFFFFFE (0.0.0.1 to 223.255.255.254)

IP address setting 2 to 8

22278 to 22305
(5706 to 5721yy)

The configuration is the same as IP address setting 1.
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Buffer memory name

Address
Decimal
(Hexadecimal)

Description

Number of access denied by the IP
filter function

22306 to 22307
(5722, to 5723

The number of times an access is denied by the IP filter function.

* Oy: None (default)

* 1 to FFFFFFFFy (1 to 4294967295): Number of access denied (When
this value exceeds 4294967295, it returns to "1" and starts counting
again.)

IP address denied by the IP filter
function

22308 to 22309
(5724, to 5725,)

The latest IP address denied by the IP filter function is stored.
22308 (5724y): Third octet, fourth octet

22309 (5725y): First octet, second octet
* Oy: None (default)
» Other than Oy: IP address denied by the IP filter function

For example, when the IP address 192.168.3.40 is set to be allowed or denied as the start IP address in IP address setting
1, the stored values in the buffer memory will be as follows.
+ 22274 (5702y): 0328y

. 22275 (5703,): COA8
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14.3.3 Program example

The following is a program example that allows access only from the IP addresses 192.168.3.1 to 192.168.3.5. (When
the I/0 signals of the E71 are X/Y00 to X/Y1F)

(1) Sample program

SM400
— [MOV  G20480 K4M0 ]
M6500
At [SET  M2500 ]
M2500  X19 MO M1 uo\ ) )
I i F FF [MOVP K1 G22272 ] Set the IP filter function to "Use".
uo\
{MOVP Ko G22273 ] Set "Allow".
uo\
{ DMOVP HOC0A80301 G22274 ] Set the start IP address to "192.168.3.1".
uo\
{ DMOVP HOC0A80305 G22276 ] Setthe end IP address to "192.168.3.5".
uo\
{SET G31.F ]
{RST M2500 ]
{RST  Mm3001 ]
{SET M3002
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M3002 UO\G31.F uo\

{= G105  HO ] Process upon completion
{SET M3001 ]
uo\
<> G105  HO e — Process upon abnormal end
{RST M3002 ]

M3001  X19
} } IP filter function enabled

{END ]

This is a sample program for communications using connection numbers 1 and 2. When using another connection number,
specify the corresponding signals and bits.
© 0 0 0000000000000 0000 0000000000000 000000000000000°000000000000000

14.3.4 Precautions

« Ifthere is a proxy server in the LAN line, deny access from the IP address of the proxy server. If it is allowed,
it will not be possible to prevent access from personal computers that access the proxy server.

» Powering off and on or resetting the CPU module will clear the IP filter settings. When the CPU module is
powered off and on or reset, set the values in the buffer memory (address: 5700y to 5721y) again and

perform the reinitialization process again.
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14.4 Remote Password

The CPU module can be protected by a remote password.

Point/

A remote password is one method of preventing unauthorized access (such as program or data destruction) from external
devices. However, this function does not guarantee prevention of all unauthorized access. To have the programmable
controller system fully secured against unauthorized access from the external devices, take additional measures. Mitsubishi
Electric Corporation does not hold any responsibility for any system problems caused by unauthorized access.
The following are examples of measures against unauthorized access.
* Install a firewall.
« Install a personal computer as a relay station and control the relay of communication data using an application
program.
» Install an external device for which the access rights can be controlled as a relay station (Contact the network
provider or equipment dealer for details on the external devices for which access rights can be controlled.)

14.4.1 Application

This function allows or prohibits access from connected devices to the CPU module through the following modules.

This prevents remote unauthorized access to the CPU module.

« E71
 Built-in Ethernet port LCPU
« C24
R 2
Fale o
S8
5 3
=29
o o
27
%
E
=)
(o}
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14.4.2 Remote password setting processes (unlock and lock
processes)

This section describes the processes that enable/disable access from the connected devices to the programmable
controller.

(1) Access permission process (unlock process)

To access the specified CPU module, the connected device performs a remote password unlock process for the
remote password-protected E71 on the station in direct connection (own station). The following are unlock
process methods.

» Dedicated command of the MC protocol (remote password (unlock): 1630)

* When the file transfer (FTP server) function is in use: Dedicated FTP command (password-unlock)

* Programming tool: Input of the remote password in the window

* When the Web function is in use: Input of a remote password in the window displayed on the Web browser
When the unlock process is not performed, the remote password-set E71 that has accepted a communication
request checks an entered remote password and disables access to the specified station.
All data received prior to the unlock process is treated as an error.

(2) Access process

Access to the specified station is enabled when the remote password unlock process is completed normally.
Specify the station to be accessed and access the station.

(3) Access prohibition process (lock process)

To terminate the access to the specified station, the connected device performs the remote password lock
process to disable subsequent access. The following are lock process methods.

» Dedicated command of the MC protocol (remote password (lock): 1631)

* When the file transfer (FTP server) function is in use: Dedicated FTP command (password-lock)

* Programming tool: Automatically executes the lock process.

* When the Web function is in use: Automatically performs a lock process when the Web browser is closed.
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14.4.3 Remote password check procedure

This section describes the procedure of the remote password check performed by the E71.

(1) Communications in which an entered remote password is checked

When the following parameters have been set for the E71 on the LCPU station, the E71 checks a remote
password for communication requests listed below.
* When a remote password has been set in the CPU module
* When the connection where the E71 communicates with a connected device has been set as the target for
the remote password check
The E71 checks an entered remote password for a communication request addressed to the own station/another
station received from a connected device.
The E71 performs a send process upon the following send requests without checking an entered remote
password.
» Send request from the CPU module on the own station (such as communications using a fixed buffer)
« Communication request from the connected device (including the programming tool connected to the CPU
module on the own station) to send data to another station upon request from the CPU module

O 7y |
i E71
LCPU /
tnttebuielefuiininiutoluied Haieintoieio SO AN
:E Remote password E E Remote password | —— Path checked using
VT (Own station) | - - - - - - P,"?E?',‘I ,,,,,, i a remote password
! T | Path not checked using
:<_ __(Anotherstation)| | ________ R a remote password
Programming tool 0 Sl : N
LCPU ‘
RN X ISR T
" Remote i1 |1 Remote password !
— " password ! i check :
= eI Bl '
TN ! i 1)
_________ Ld - B I R |
e ! ‘
Programming tool :
E71

*1 A communication request from the connected device cannot be accepted because a remote password check has been
set. If the remote password check has not been set, the communication request is accepted, and the E71 can
communicate with the connected devices.

(2) Selecting a connection for which the remote password check is performed

A connection for which an entered remote password is checked can be selected using a parameter. (5 Page
190, Section 14.4.6)
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(3) Stations that can be accessed when the remote password check is performed
When the CPU module is protected with a remote password, the stations accessible by the connected device and
the LCPU stations that can perform the remote password unlock/lock processes are limited to those in the same
network. The following shows an example of accessible stations.

El When a remote password has been set in the LCPU on the station 1-1, and the remote password check
has been set in 1) on the station 1-1

Station 1-2 1)
Station A
LCPU E71
Network No.1 Ethernet
[, 1
1) 2) Station 3-2 1)
" "Remote 1|1 Remote
' password ! password
=\ | T 1 check LCPU E71
Station B LCPU E71 E71
Programming tool
Ethernet Network No.2 Network No.3 Ethernet
[, a1 |
Station 2-1 1) Station 2-2 1) 2) Station 3-1 1)
— LCPU E71 LCPU E71 E71 LCPU E71

Station C Station D

The station A is the only connected device that can perform an unlock/lock process for 1) of the station 1-1.
@®: Stations that can be accessed from the connected device after the remote password unlock process

O: Stations that can be accessed from the connected device without performing the remote password unlock

process
Connected Target programmable controller station (request destination)
device" . . . . . .
(request Station 1-1 Station 1-2 Station 2-1 Station 2-2 Station 3-1 Station 3-2
LCPU LCPU LCPU LCPU LCPU LCPU

source)
Station A [ O [ [ [ [ ]
Station B O O O @) O O
Station C O O O O O O
Station D @) O O O O O

*1 The station A can access the stations marked with @ after the remote password unlock process is completed for 1) of the
station 1-1. It can access the stations marked with O when the communication lines are open. Stations B, C, and D can
access the stations marked with O when the communication lines are open.
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El When a remote password and the remote password check have been set in multiple LCPU stations

Station 1-2 1)

Station A
LCPU E71
Network No.1 Ethernet
[, |
Station 1-1 1) 2) Station 3-2 1)
' Remote :|' Remote ! ' Remote :|: Remote !
. password |} password | ' password | password
W, L__check L_.check _;
Station B LCPU E71 E71 LCPU E71
Programming tool
Ethernet Network No.2 Network No.3 Ethernet
[, 0 [ {1
Station 2-1 1) Station 2-2 1) 2) Station 3-1 1)
' Remote | Remote !
' password '[! password !
_ LCPU E71 TtTTTTTTTT 1 check LCPU E71 y
Station C QCPU E71 E71 Station D

The unlock/lock process can be performed for the following connected devices.
» 1) of the station 1-1: By the station A only
+ 1) of the station 2-2: By the station C only

» 1) of the station 3-2: By the station D only
@®: Stations that can be accessed from the connected device after the remote password unlock process

O: Stations that can be accessed from the connected device without performing the remote password .J—; ;‘

unlock process g ;

X: Stations that cannot be accessed from the connected device P g

e Target programmable controller station (request destination) g. %

Connected device © g ion11 | Station12 | Station21 | Station22 | Station3-1 | Station32 |3 §

(request source) LCPU LCPU LCPU LCPU LCPU LCPU : 3
Station A () O o X X X s
Station B O O O X X X g
Station C @) O @) () () X 3
Q
Station D O O O @) ©) (] %
@

*1 The station A can access the stations marked with @ after the remote password unlock process is completed for 1) of the
station 1-1, and can access the stations marked with O when the communication lines are open. The station B can
access the stations marked with O when the communication lines are open. The station C can access the stations
marked with @ after the remote password unlock process is completed for 1) of the station 2-2, and can access the
stations marked with O when the communication lines are open. The station D can access the stations marked with ®
after the remote password unlock process is completed for 1) of the station 3-2, and can access the stations marked with
O when the communication lines are open.

Point/’

To disable access from the connected devices to other stations through CC-Link IE Controller Network, CC-Link IE Field
Network, MELSECNET/H, and MELSECNET/10 relay communication functions, select "MELSOFT Application
Transmission port (UDP/IP), Dedicated Instruction, CC-Link IE, NET10(H) Relay Transmission Port" in the remote password
setting of the relay station or a station to be accessed.
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14.4.4

check status (enabled/disabled)

Differences in functions according to the remote password

The following table lists the behavior of the functions according to the remote password check status

(enabled/disabled).

Function

Remote password check setting

Disabled

Enabled

Connection with MELSOFT products and a
GOT

After an initial process is completed,
communications are enabled by
establishing a connection in the
programming tool.

After the remote password is entered,
communications are enabled. The remote
password lock process is automatically
performed when the project is closed.

User open port

MC protocol

After an open process is completed,
communications are enabled.

After an open process is completed,
communications are enabled from the time
that the unlock command is received until
the lock command is received.

communications

Auto-open UDP port

After an initial process is completed,
communications are enabled.

After an initial process is completed,
communications are enabled from the time
that the unlock command is received until
the lock command is received.

User open port
Communications

After an open process is completed,
communications are enabled.

using SLMP
Auto-open UDP port

After an initial process is completed,
communications are enabled.

Use MC protocol to communicate with the
CPU module where a remote password is
set because SLMP does not have unlock
and lock commands.

Communications using the predefined protocol

After an open process is completed,
communications are enabled.

After an open process is completed,

communications are enabled.”

Communications using the predefined protocol
support function

After an initial process is completed,
communications are enabled by
establishing a connection in GX Works2.

After the remote password is entered,
communications are enabled. The remote
password lock process is automatically
performed when the protocol setting data
are closed.

Procedure exists
Communications

using a fixed buffer

No procedure

Communications using a random access buffer

After an open process is completed,
communications are enabled.

After an open process is completed,
communications are enabled from the time
that the unlock command is received until
the lock command is received.

After an open process is completed,

communications are enabled.”

After an open process is completed,
communications are enabled from the time
that the unlock command is received until
the lock command is received.

E-mail function

After an initial process is completed, data

sending and receiving are enabled.™?

After an initial process is completed, data

sending and receiving are enabled.?

Web function

CC-Link IE Controller Network, CC-Link |IE Field
Network, MELSECNET/H, and
MELSECNET/10 relay communications

Communications using data link instructions

After an initial process is completed,
communications are enabled.

After the remote password is entered,
communications are enabled. The remote
password lock process is automatically
performed when the Web browser is
closed.

After an initial process is completed,

communications are enabled."
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Function

Remote password check setting

Disabled Enabled

File transfer (FTP server) function

After an open process is completed,

Within Ethernet, communications are o .
communications are enabled from the time

enabled with the connected device that
has completed an open process.

that the unlock command is received until
the lock command is received.

*1 A dedicated connection is used for "No Procedure" communications using a fixed buffer or communications using the
predefined protocol. Do not set the remote password for the connection with the connected device.

*2 Remote password check is not performed against the e-mail function.

*3 If a remote password has been set to the CPU module on the relay station or station to be accessed where the E71 is
connected, access to another station may not be performed.
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14.4.5 Precautions

The precautions for using the remote password function of the E71 are provided below.

(1)

(2)

()

(4)

()

Timing of activating a remote password

To enable the remote password setting, power off or reset the CPU module. After a remote password has been
set, restart the CPU module.

Target connections

Set a remote password check only for the connections used for data communications with the connected devices
that can perform unlock and lock processes.

El In communications using a fixed buffer, do not set the remote password check for the connections
through which the connected device receives data sent from the CPU module.

Connections where "No Procedure” communications using a fixed buffer are
performed

Do not set a remote password check for connections where "No Procedure" communications using a fixed buffer
are performed. The remote password check is not performed for such connections.

Access to the programmable controller on another station

When the connected device accesses the programmable controller on another station through the E71, it may fail
to access the remote-password-protected CPU modules on the relay station or the station to be accessed.

For UDP/IP communications

(a) Connected device for data communications

Do not perform data communications with unspecified connected device. Set the destination device.

(b) Alive check function

(6)

188

Use the alive check function of the E71."! Also, when terminating data communications, perform the remote
password lock process. If the process is not performed, data communications from other devices are enabled
until a timeout occurs by the alive check function of the E71. For this reason, when setting a connection with
the connected device using a programming tool, set the parameters as follows.
* When configuring the initial setting, set the start interval timer value and the interval timer value for the
alive check function as small as possible.
» When configuring the open setting, select "Confirm" under "Existence Confirmation".

*1 The alive check is automatically performed when the connection for data communications through the auto-open UDP
port is set as the target for the remote password check.

Communications from the programming tool in the Ethernet connection

For communications from a programming tool in the Ethernet connection, using TCP/IP communications is
recommended.
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(7) When the unlock process or lock process fails

If the remote password unlock/lock process fails, check the remote password of the CPU module then perform
the unlock/lock process again.

(a) E71 operation in case of a process failure

If the number of process failures exceeds the notification accumulated count”! set in the buffer memory area,
the E71 performs the following operations.

* The E71 turns on the COM.ERR. LED.

+ The E71 stores C200y in the error code and end code storage area in the buffer memory area, Error log

area (address: E3j to 174,,).

*1 This is the number of times stored in Remote password mismatch notification accumulated count designation (address:
5070y and 5071y) by the CPU module (using an instruction such as the TO instruction) when the E71 starts up.

In the above case, identify the connection where the unlock/lock process has failed using the following buffer
memory areas.
» Accumulated count of unlock process abnormal end (address of Connection No.1: 5073)

» Accumulated count of lock process abnormal end (address of Connection No.1: 5075y)

(b) Corrective action against a process failure
Take the following actions if required.
+ Close the connection with the connected device.
» Write "0" in the buffer memory areas, Accumulated count of unlock process abnormal end (address: 20595
(5073y) and Accumulated count of lock process abnormal end (address: 20597 (5075y)). If this action is

not taken, the process (a) above will be performed each time a process failure occurs exceeding the
notification accumulated count.

« If the number of unlock/lock process failures for the connection to the connected device is greater than the
above accumulated notification count, the possible cause is unauthorized access from the connected
device. Disable the connection using the buffer memory area, System port use prohibited designation area
(address: 5008) (After this, the unlock process cannot be performed for the connection until "Use
allowed" is set.)

» Inform the system manager that the number of unlock/lock process failures is greater than the
accumulated notification count, and take corrective actions.

Point/’

@ For the method to turn off the COM.ERR. LED, refer to the method using the Ethernet diagnostics. ((__s  Page 303,
Section 16.10)

® The accumulated counts of unlock/lock process abnormal end for Connection Nos.1 to 16 stored in the buffer memory
can be cleared.
» Accumulated count of unlock process abnormal end (address of Connection No.1: 5073y)

» Accumulated count of lock process abnormal end (address of Connection No.1: 5075y)
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14.4.6

Parameter settings

The remote password setting of the E71 is described.

\Q Project window => [Parameter] => [Remote Password]

Remote Password Settine

Password Setting

Password

in pazsword

EHEE

Characters that can be used

4 characters. Mumbers, A-2
a-z, Special characters.
Password Active Module Setting

)

User Connection Mo
¥ Connection 1
[~ Connection 5§
[ Connection 9

Model Marne

Skartxy

Condition [~ Connection 13

LI71E71-100

0000

Dkl

System Connection

LR ERNERENERE]

Mecessary Setting( Mo Setfing / AlreadySet )

Clear

End

Cancel

Remote Password Detail Setting

[T Connection 2
[ Connection &
[ Connection 10
[ Connection 14

[T Connection 3
[ Connection 7
[ Connection 11
[ Connection 15

[~ Connection 4
[~ Connection &

Mote: Please enable the existence confirmation function,
in case ofusing the UDP/IP protocal.

v L ParE T §
[~ FTF Transmission Port (TCRAIF)

[~ MELSOFT Application Transmizzion Port (TCRAF)(+)

' MELSOFT Application Transmission Port (UDP/IF) (+) Dedicated Instruction, GG 1E
Control MET/1 0(H) Relay Transmission Paort

[ fyou enable the remote password, the dedicated instructions and the CC |E Control MET/1 O(H)
relay transmission function can not be used)
[~ HTTF Part, HTTF Frotocal

Ifthe remate password of the port (#)is enabled, the existence confirmation function will be walid.

‘When the remote password is enabled, write the parameter to the PLC
and reset the PLC, or turn offthe power and turn on the power again.

Cancel |

[T Connection 12
[ Connection 16

X

Item

Description

Setting range

Password Setting

Enter a password set for the CPU module.

Model Name

Select the module model that checks an
entered remote password against the remote

LJ71E71-100

Remote password set for the CPU module.
Password Password Active Module
Setting Setting Start XY Set the start address of the module that checks 0000y, to OFEO},
an entered remote password.
Condition \(;i;:]zr:Nthe "Remote Password Detail Setting" .
User Connection No. 1"3 | Connection 1 to Connection 16
Auto Open UDP Port
FTP Transmission Port (TCP/IP)
E:;ns(\j\:rd MELSOFT Application Transmission Port Specify a connection where an entered remote N

Detail Setting

System Connection™

(TCP/IP)

password is checked.

MELSOFT Application Transmission Port
(UDP/IP), Dedicated Instruction, CC-Link IE,
NET/10(H) Relay Transmission Port

HTTP Port, HTTP Protocol
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*1
*2
UDP/IP).
*3
port in "System

Connection".

The user connection is used to perform MC protocol communications and fixed buffer communications.
The system connection is used in the system to perform FTP communications and MELSOFT communications (TCP/IP,

When "MELSOFT Connection" has been selected in the open setting, select the MELSOFT application communication

MELSOFT connection is performed to the MELSOFT application communication port of the system connection, not of
the user connection. If the MELSOFT application communication port is not selected in "System Connection" , a window
for a password does not appear.

Point/

When determining a remote password, take care of the following.

» Avoid a simple character string (e.g. Character string consisting of alphanumeric characters only).

+ Combine alphanumeric characters and special characters (e.g. "?", "!I", "&", and "%").
» Avoid using a character string that represents the user's name or the date of birth.
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14.5 Hub Connection Status Monitor Function

The current connection status and transmission speed of an E71 and a hub and the number of times that the E71
detected disconnection can be checked using the following buffer memory areas. For details on buffer memory areas,

refer to the list of buffer memory addresses. ((_5~ Page 35, Section 3.5.2)

Buffer memory area Description

Stores the current connection status and transmission speed
of an E71 and a hub.

Stores the number of times that the E71 detected
disconnection after an initial process. Disconnection is
detected in any of the following cases.

Disconnection detection count (address: 5203) « Disconnection between the E71 and a hub

+ Cable removal from the hub side connector

* Hub power-off

* Cable removal from the E71 side connector

Hub connection status area (address: C9y)

Point/’

If an error has occurred 65536 times or more, the count stops at 65535 (FFFFy). Write "0" to this area using a program to
clear the stored value.

uoIoUNS JOYJUO\ SNJBIS UOIPBUU0)D gNH Gl
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6 IP Address in Use Detection Function

192

If different stations in the same network use the same IP address, the address in use can be detected. This prevents a
network from stopping due to incorrect IP address.

When the connected device with the same IP address does not support the IP address in use detection function, the
error is not detected.

If a station and another station with the same
IP address exist on the same network, another

The station that has been already station cannot be connected to the network.
connected to the network continues (The COM.ERR.LED turns on and COM.ERR.LED
communications even if the station - turning on check (X1C) turns on.)

with the same IP address is connected. =

This station
cannot be
connected to
the network,
resulting in
an error.

=

IP address: IP address: IP address: IP address:

[ 10.97.24.1 (overlappdd) 10.97.24.2 10.97.24.3 10.97.24.1 (overlapped)
MAC address: MAC address: MAC address: MAC address:
00 26 92 89 2E 89 00 26 92 45 16 CC 00 1A 4D 5D 5D D8 00 26 92 DE 26 90

(1) Checking the IP address already in use
The following two methods are available:
» Checking buffer memory areas
» Checking using the Ethernet diagnostics

(a) Checking buffer memory areas
Both the station already connected to the network and the station with the same IP address (station connected
to the network later), and the MAC addresses of the stations with the same IP address can be checked. The
destination IP address can be checked only in the station with the same IP address (station connected to the
network later).

Buffer memory

Buffer memory area Description
. address &
234 (EAW) The third and fourth octets of the IP
Destination IP address (stored in the station with the same IP address address
connected to the network later. i
) 235 (EBy) The first and second octets of the IP

address

The fifth and sixth octets of the MAC

21121 (5281,) addrese

The MAC address of the station that has been

already connected to the network (stored in the The third and fourth octets of the MAC
) ; 21122 (5282y)
station with the same IP address connected to address

the network later). )
21123 (5283,,) The first and second octets of the MAC

IP address status address
storage area i i
g 21124 (5284y,) The fifth and sixth octets of the MAC
The MAC address of the station with the same IP address
address connected to the network later (stored in The third and fourth octets of the MAC
_ 21125 (5285y)
the station that has been already connected to address

the network). The first and second octets of the MAC

21126 (5286, Sdaroos
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When the MAC address of the station that has been already connected to the network is 00.26.92.89.2E.89, the IP address
already in use is 10.97.24.01, and the MAC address of the station connected to the network later is 00.26.92.DE.26.90, the
value stored in each buffer memory area is as follows.

» 234 (EAR): 1801y (the third and fourth octets of the IP address)

» 235 (EBR): 0A61y (the first and second octets of the IP address)

* 21121 (5281y): 2E89y (the fifth and sixth octets of the MAC address)

« 21122 (5282): 9289y (the third and fourth octets of the MAC address)
» 21123 (5283y): 0026y (the first and second octets of the MAC address)
* 21124 (5284y): 2690y (the fifth and sixth octets of the MAC address)

» 21125 (5285,): 92DE (the third and fourth octets of the MAC address)
» 21126 (5286}): 0026y (the first and second octets of the MAC address)

© 0 0000000000000 00000000000 000000COCEOOOIOEOEOSIEOEOIOIEOIEOIEOIEPOIOEOEOEOEOEOEOEONOTEOEOEOEOIETOTTOTITOTTOTIOTO

(b) Checking using the Ethernet diagnostics
An error code (COOFR) is displayed in the "Ethernet Diagnostics" window, and the IP address used in multiple

stations is displayed in the "Destination IP Address" column. The destination IP address can be checked only
in the station with the same IP address (station connected to the network later).

\@ [Diagnostics] => [Ethernet Diagnostics...]

X

Ethernet Diagnostics

Target Module Setting Change IP Address Display Fart Mo,
(+ Maodule Mo, |1st Module x| " cPu v DEC " HEX " DEC (v HEX
Parameter Status  Error History ]Status of Each Connection ] Status of Each Protocol ] LED Stakus ] Received E-mail Information ] Send E-mail Information ]
Mumber of Error Ooourrences 1
Mo, Error End Code Sub Header | Command Code Connection Mo, et Sfeslitam (e (DS (BESmETe
Mo, IF Address Fart Mo,
Latest CO0F oooo oooo oooo oooo 10.97.24.1 oooo K
2 o
3 —
a T
5 Z
6 3
7 [4]
a (%]
9 5
[
i0 @
11 (0]
12 o
13 %
14 g_
15 8
16
-
c
]
Clear Histary 3
o
=
PING Test Loop Test COM.ERR. OFf Stop Monitor Close
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.7 Alive Check Function

194

When the E71 has not communicated with the connected device for a certain period of time while the connection is
open, this function checks whether the connected device is alive by sending an alive check message to the connected
device and waiting for the response.

(1) Parameter setting
To enable the alive check function, select "Confirm" under "Existence Confirmation" in the open setting.
(_=" Page 69, Section 7.1.4) In TCP/IP communications, the following methods can be selected in the Ethernet
operation setting. (_> Page 67, Section 7.1.3)

(2) Alive check method

The following alive check methods are available.

(a) Check using the PING command

This method is used for a connection opened using TCP/IP or UDP/IP. The E71 performs an alive check by
sending the PING command (ICMP echo request/response function) to the connected device with which
communications have not been performed for a certain period of time and waiting to see whether the response

is received.” !

*1 The E71 automatically sends an echo response packet when it receives a PING echo request. (It sends a response to
the received PING command even if the connection used in the data communications with the connected device is
closed.)

(b) Check using the KeepAlive function

This method is used for a connection opened using TCP/IP. The E71 performs an alive check by sending a
KeepAlive ACK message to the connected device with which communications have not been performed for a

certain period of time and waiting to see whether the response is received.”

*1 The connection may be disconnected if the connected device does not support the TCP KeepAlive function (response to
a KeepAlive ACK message).
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(3) If a response message cannot be received from the connected device
If a response message cannot be received from the connected device (or if an error has been detected) using the
alive check function, the following processes are performed.
» The corresponding connection will be forcibly closed. (The line is disconnected.) Open the connection using
a user program again.
» Open completion signal is turned off, and the error code (C035) is stored in the open error code storage

area.

El Assuming that the values ! are set so that the number of retries may be three, the E71 performs an alive
check at the timing shown in the figure below (an example of alive check using the PING command).

Connection
Open completion signal forced close
(address: 5000H) (\(error code: CO35H)
E71 V|
The I_ast_ . Alive check Alive check | Alive check RST sending
communications Alive check (1st time) resent resent (TCP only)
(2nd time) | (3rd time) y
N | Interval timer | Interval timer | Interval timer | Interval timer |
1 Starting interval \ value for alive | value for alive | value for alive ! value for alive !
1 timer for alive check | check ofthe | checkofthe | checkofthe ! checkofthe !
' of the target device | targetdevice ' targetdevice ! targetdevice ' target device '
< i< r————— P ——————>,

|

*1 The values of the number of retries and timers can be changed in the initial setting. ((_ 3 Page 311, Appendix 4.1)

uonOUNS ¥98YD SAIN /Yl
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CHAPTER 15 DEDICATED INSTRUCTIONS

Dedicated instructions facilitate programming for using intelligent function modules. This chapter describes dedicated
instructions that can be used in the E71.

1 5.1 List of Dedicated Instructions

(1) Dedicated instructions for using basic functions

The following table lists dedicated instructions for using the functions explained in this manual.

Instruction Description Reference

Establishes (opens) a connection with the connected device to perform data .
OPEN N Page 199, Section 15.5
communications.

Disconnects (closes) a connection with the connected device performing data .
CLOSE L Page 203, Section 15.6
communications.

Executes the protocols registered in the flash ROM of the E71 using the .
ECPRTCL . . Page 206, Section 15.7
Predefined Protocol Support Function of GX Works2.

Sends data to the connected device through communications using a fixed .
BUFSND buffer Page 216, Section 15.8

Reads data received from the connected device through communications using .
BUFRCV . . . Page 220, Section 15.9
a fixed buffer. (used in the main program)

Reads data received from the connected device through communications using .
BUFRCVS ) ) ) Page 224, Section 15.10
a fixed buffer. (used in an interrupt program)

Turns off LEDs of the E71 or clears error information stored in the buffer

ERRCLR Page 226, Section 15.11
memory.

ERRRD Reads error information stored in the buffer memory of the E71. Page 230, Section 15.12

UINI Re-initializes the E71. Page 233, Section 15.13

(2) Dedicated instructions for using special functions

The following table lists dedicated instructions for using special functions. For details on the dedicated
instructions, refer to the following.

MELSEC-Q/L Ethernet Interface Module User's Manual (Application)

Function Instruction Description
MRECV Reads the received e-mails.
E-mail function
MSEND Sends e-mails.
READ Reads word device data from other stations.
RECV Reads data received from other stations. (Used in the main program.)
RECVS Reads data received from other stations. (Used in an interrupt program.)
REQ Performs remote RUN/STOP to CPU modules on other stations.
Reads/writes the clock data of other stations.
Communications using -
o ] SEND Sends data to other stations.
data link instructions
SREAD Reads word device data from other stations. (with a completion device)
SWRITE Writes word device data to other stations. (with a completion device)
WRITE Writes word device data to other stations.
ZNRD Reads word device data from other stations (ACPU).
ZNWR Writes word device data to other stations (ACPU).
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15.2 Parameter Settings for Using Dedicated Instructions

When using dedicated instructions, set the parameters of each function.

15.2.1 When using data link instructions

When using data link instructions, set the following parameters.
» Station No. <-> [P information setting
* Routing parameters setting

For details on the settings, refer to the following.
MELSEC-Q/L Ethernet Interface Module User's Manual (Application)

suononJIsuUl yul| elep Buisn Usypn L'Z'GlL

suononusu| pejesipeq Buisn Joy sbuyies Jsjeweled Z'GlL

197



1 53 Precautions for Dedicated Instructions

This section describes precautions for using dedicated instructions.

(1)

(2)

()

(4)

When changing data specified by dedicated instructions

Do not change any data (e.g. control data) until execution of the dedicated instruction is completed.

When the dedicated instruction is not completed

Check that "Online" has been set under "Mode" in the network parameter window. Dedicated instructions cannot
be executed during offline.

Securing service process time

When accessing a programmable controller on another station using a data link instruction during the Ethernet
diagnostics, execution of the instruction may be delayed. Take the following measures to execute the data link
instruction after the Ethernet diagnostics.

» Execute the COM instruction.

» Reserve time for a communication process for 2 to 3 ms. Use a programming tool for the setting.

\Q Project window > [Parameter] => [PLC Parameter] => "Service Processing Setting" under the
"PLC System" tab

Specifying the first argument of a dedicated instruction (Un)

The first argument of a dedicated instruction (Un) can be also specified with double quotation marks (" ").

15.4 Organization of the Dedicated Instruction Sections

For the organization of the dedicated instruction sections, refer to Page 13.
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This instruction establishes (opens) a connection with the connected device to perform data communications.

ZP.OPEN

|

Command

ZP.OPEN Un

(81) | (S2) (D1)—{

Available device

. - Internal device . Link direct device Intelligent Index
Setting data (system, user) F!Ie JOo function module register Constant Others

Bit | Word | 00 [ Bit | Word | device UIGE Zn KH| $

(81) — O O — o — _

(s2) — o @ — - | = —

(1) o) o) o) — - | = -

*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
Un/"Un"® Start I/O number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
of the three-digit I/O number) User string

(S1) Connection number (1 to 16) BIN 16-bit
(S2) Start number of the device that stores control data User, system | Device name

(b1)

The start number of the bit device in the own station that
turns on for one scan upon completion of the instruction.
(D1)+1 also turns on if the instruction ends abnormally.

N3IdO'dz §°'S)

System Bit
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(2) Control data

Device

Item

Setting data

Setting range

Set by

(S2)+0

Execution
type/completion

type

To open a connection, specify whether to use the

parameter settings of a programming tool or to use

the settings stored in the following control data

starting from (S2)+2.

» 0000y: Use the parameter settings of the
programming tool.

» 8000y: Use the settings of control data starting
from (S2)+2 to (S2)+9.

0000y,
8000

User

(S2)+1

Completion
status

Stores the status at completion.
» 0000y: Normal completion

* Values other than 0000y: Abnormal end (error
code)

System

(S2)+2

Usage setting
area

Specify the application of a connection.
 Usage of fixed buffer (b0)
0: For sending or fixed buffer communications are
not performed
1: For receiving
« Destination existence confirmation (b1)
0: No confirm
1: Confirm
« Pairing open (b7)
0: Disable
1: Enable
» Communication method (protocol) (b8)
0: TCP/IP
1: UDP/IP
* Fixed buffer communication procedure (b10, b9)
00: Procedure exists
01: No procedure
10: Predefined protocol
* Open system (b15, b14)
00: Active open or UDP/IP
10: Unpassive open
11: Fullpassive open

As described in the left

User

(S2)+3

Own station port
No.

Specify the port number of the own station.

401y to 1387y, 138By
to FFFE

User

(S2)+4
(S2)+5

Destination IP
address

Specify the IP address of the connected device.

14 to FFFFFFFFy
(FFFFFFFFy:

broadcast)

User

(S2)+6

Destination port
No.

Specify the port number of the connected device.

14 to FFFFy 1 (FFFFy:
broadcast)

User

(S2)+7
(S2)+8
(S2)+9

Destination MAC
address

Specify the MAC address of the connected device.

000000000000} to
FFFFFFFFFFFFy

User

*1 The range of 1 to 400y is available only in the E71 with the serial number (first five digits) of "15042" or later.
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(3) Functions
» This instruction performs the open process for a connection specified by (S1) for the module specified by Un.
The setting value used for the open process is selected by (S2)+0.
» Completion of the OPEN instruction can be checked with Completion device (D1)+0 and (D1)+1.

Item Description

Turns on at the END process of the scan where the OPEN instruction is completed and

Completion device (D1)+0:
turns off at the next END process.

Turns on and off depending on the completion status of the OPEN instruction.

» Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the OPEN instruction is
completed and turns off at the next END process.

Completion device (D1)+1:

[Operation while the OPEN instruction is being executed]

END END END
Program process process [ _Scan _|process
OPEN instruction [T~Executed ! | 1 |
T ‘ ‘ ‘ ‘
Completion device } ] L

Completion device + 1

Connection
opened

» The ZP.OPEN instruction is executed on the rising edge (OFF — ON) of the open command.

Point />

Do not perform an open or close process using I/O signals and the dedicated instruction together for the same connection.
Doing so will result in malfunction.

(4) Errors

If a dedicated instruction ends with an error, Completion device (D1)+1 turns on, and the error code is stored in
Completion status (S2)+1.
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(5) Program example

The following shows a sample program that performs an Active open process on the connection number 1 for
TCP/IP communications (when the I/O signals of the E71 are X/Y00 to X/Y1F).

SM400 uo\
| r
— | [mov G20480 K4MO i
uo\
[Mov G20482 K4aM20 }
M1000
| r
f [PLS M1001 1
o o o o o e e o e m e D memmoo - -
M1001 X19 MO M20 ! : “
| |l | | 1 r
f | } £ £ . [MOVP  Ho D100 1 :
1
Tttt TTTTTTTTTTTTTTTmTm T T I T E T E T K
» [MovP  Hsooo D100 T
1 1
1 1
1 1
1 r 1
: [MovP  Ho D102 T
1 1
1 1
1 1
1 [MovP  H1000 D103 1!
1 ! 0
1 1
1 1
1
: [DMOVP  HOA6155DF D104 T
1
: |
1 1
1 r !
| [MOVP  H2000 D106 T
1 1
[ZP.OPEN uo K1 D100 M100 }
M100 M101
| | r
f £ [SET M110 1
M101
| r
f [sET M111 1
r
[END 1

*1 Necessary when the open setting of the programming tool is used. (In this case, the program marked with *2 is
unnecessary.)
*2 Necessary when the open setting of the program is used. (In this case, the program marked with *1 is unnecessary.)
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15.6 zP.cLOSE

This instruction disconnects (closes) a connection with the connected device performing data communications.

_— Command
ZP.CLOSE _I I | | ZP.CLOSE| Un | (81) | (s2) | (D1) _{
Available device
. Internal device Link direct device i
Befting datat (system, user) File Jona funlc;:::@::;ule r:;(i‘:t):er Constant Others
Bit | Word | 0 [ Bit | Word | deviceUDGO Zn KH| $
(81) — O O — o — _
(S2) — O @) — — — —
(D1) o} o} o} — — — —
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
UnfUn® Start 1/0 number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
of the three-digit I/O number) User string —
(S1) Connection number (1 to 16) BIN 16-bit g
(S2) Start number of the device that stores control data Device name 5';
The start number of the bit device ir? the own §tation t.hat System . é
(D1) turns on for one scan upon completion of the instruction. Bit m
(D1)+1 also turns on if the instruction ends abnormally.

(2) Control data

Device Item Setting data Setting range Set by
(82)+0 System area — — —

Stores the status at completion.
Completion

(S2)+1 status » 0000y: Normal completion — System
* Values other than 0000y: Abnormal end (error code)
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(3) Functions
» This instruction performs the close process for a connection specified by (S1) for the module specified by Un
(connection closed).
» Completion of the CLOSE instruction can be checked with Completion device (D1)+0 and (D1)+1.

Item Description

Turns on at the END process of the scan where the CLOSE instruction is completed and

Completion device (D1)+0:
turns off at the next END process.

Turns on and off depending on the completion status of the CLOSE instruction.

* Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the CLOSE instruction is
completed and turns off at the next END process.

Completion device (D1)+1:

[Operation while the CLOSE instruction is being executed]

END END END
Program process process process
CLOSE instruction H—\\Executed | | | |
Completion device J ! /:wl ‘ ‘

Completion device + 1 Abnormally ended

,,,,,,,,,,,,,,,,,,,,,,

\\ Connection

closed

» The ZP.CLOSE instruction is executed on the rising edge (OFF — ON) of the close command.

Point/’

Do not perform a open/close process using I/O signals and using the dedicated instruction together for the same connection.
Doing so will result in malfunction.

(4) Errors

If a dedicated instruction ends with an error, Completion device (D1)+1 turns on, and the error code is stored in
Completion status (S2)+1.
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(5) Program example

The following shows a sample program that closes the connection number 1 (when the I/O signals of the E71 are

X/Y00 to X/Y1F).
| I
| | [PLF M160 i
M160 M110
| || I
[ | [ | [PLS M161 i
M6000
[ | [PLs M6001 i
M6001 0
| || I
[ | [ } [zP.CLOSE uo K1 D200 M200 1
M161 M210
| | [
| | L [ SET M210 i
M200 M201 o
| | [
[ | £ [ SET M202 i N
0
Q
0
(2}
m
M201
| | [ SET M203 i
-
[RST M210 i
-
[RST M110 1
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15.7 GP.ECPRTCL

This instruction executes the protocols registered in the flash ROM of the E71 using the predefined protocol support
function of GX Works2.

_— Command
GP.ECPRTCL _I I || I GP.ECPRTCL| Un | nt | n2 | ®) | ©) H
Available device
. Internal device Link direct device Intelligent Inde
Setting data”! File . aex Constant
(system, user) register Joa function module register Others
i .
Bit Word Bit Word device UO\GO Zn KH| $
n1 (@) (@) O — O — —
n2 O O O — O — —
(S) O O (@) — — — _
(D) (@) O O — — — —
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
Start I/0 number of the E71 (00 to FEy: The first two digits )
Un o BIN 16-bit
of the three-digit I/O number)
BIN 16-bit
n1 Connection number (1 to 16) User )
Device name
) ) BIN 16-bit
n2 Number of consecutive protocol executions (1 to 8) )
Device name
(S) Start number of the device that stores control data User/system | Device name
The start number of the bit device in the own station that
(D) turns on for one scan upon completion of the instruction. System Bit
(D)+1 also turns on if the instruction ends abnormally.
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(2) Control data

CHAPTER 15 DEDICATED INSTRUCTIONS

Device Item Setting data Setting range Set by
Stores the number of protocols which are executed
) by using the ECPRTCL instruction.
Execution count . ) )
(S)+0 result Protocols with errors are included in the count. 0,1t08 System
When settings of the setting data or control data
contain an error, "0" is stored.
Stores the status at completion.
When multiple protocols are executed, the status of
Completion .
(S)+1 the protocol executed at last is stored. — System
status 00004: Normal completion
Values other than 0000y (error code): Abnormal end
Execution
(S)+2 protocol number | Set the first protocol number to be executed. 1to 128 User
specification 1
Execution
(S)+3 protocol number | Set the second protocol number to be executed. 0, 1to 128 User
specification 2
Execution
(S)+4 protocol number | Set the third protocol number to be executed. 0,1t0 128 User
specification 3
Execution
(S)+5 protocol number | Set the fourth protocol number to be executed. 0,11to 128 User
specification 4
Execution
(S)+6 protocol number | Set the fifth protocol number to be executed. 0,1to0 128 User
specification 5
Execution
(S)+7 protocol number | Set the sixth protocol number to be executed. 0, 1to 128 User
specification 6
Execution
(S)+8 protocol number | Set the seventh protocol number to be executed. 0, 1to 128 User
specification 7
Execution
(S)+9 protocol number | Set the eighth protocol number to be executed. 0, 1to 128 User
specification 8
When the communication type of the first protocol
executed includes receiving, the matched receive
Matched receive | packet number is stored. When the communication
(S)+10 . . 0,1t0 16 System
packet No.1 type is "Send Only", "0" is stored.
If an error occurs to the first protocol executed, "0" is
stored.
When the communication type of the second
protocol executed includes receiving, the matched
receive packet number is stored. When the
Matched receive | communication type is "Send Only", "0" is stored.
(S)+11 yp y 0,110 16 System

packet No.2

If an error occurs to the second protocol executed,
"0" is stored.

When the number of protocols which are executed is
less than 2, "0" is stored.
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Device

Item

Setting data

Setting range

Set by

(8)+12

Matched receive
packet No.3

When the communication type of the third protocol
executed includes receiving, the matched receive
packet number is stored. When the communication
type is "Send Only", "0" is stored.

If an error occurs to the third protocol executed, "0"
is stored.

When the number of protocols which are executed is
less than 3, "0" is stored.

0,1to 16

System

(S)+13

Matched receive
packet No.4

When the communication type of the fourth protocol
executed includes receiving, the matched receive
packet number is stored. When the communication
type is "Send Only", "0" is stored.

If an error occurs to the fourth protocol executed, "0"
is stored.

When the number of protocols which are executed is
less than 4, "0" is stored.

0, 1to 16

System

(S)+14

Matched receive
packet No.5

When the communication type of the fifth protocol
executed includes receiving, the matched receive
packet number is stored. When the communication
type is "Send Only", "0" is stored.

If an error occurs to the fifth protocol executed, "0" is
stored.

When the number of protocols which are executed is
less than 5, "0" is stored.

0, 1to 16

System

(S)+15

Matched receive
packet No.6

When the communication type of the sixth protocol
executed includes receiving, the matched receive
packet number is stored. When the communication
type is "Send Only", "0" is stored.

If an error occurs to the sixth protocol executed, "0"
is stored.

When the number of protocols which are executed is
less than 6, "0" is stored.

0, 1to 16

System

(S)+16

Matched receive
packet No.7

When the communication type of the seventh
protocol executed includes receiving, the matched
receive packet number is stored. When the
communication type is "Send Only", "0" is stored.

If an error occurs to the seventh protocol executed,
"0" is stored.

When the number of protocols which are executed is
less than 7, "0" is stored.

0, 1to 16

System

(S)+17

Matched receive
packet No.8

When the communication type of the eighth protocol
executed includes receiving, the matched receive
packet number is stored. When the communication
type is "Send Only", "0" is stored.

If an error occurs to the eighth protocol executed, "0"
is stored.

When the number of protocols which are executed is
less than 8, "0" is stored.

0, 1to 16

System
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(3) Functions

The module specified by Un executes the protocol setting data written to the flash ROM.

The protocol is executed according to the control data of the device specified by (S) and the following
devices.

The connection specified by n1 is used.

Protocols are executed consecutively for the number of times specified by n2 (up to eight protocols) by one
instruction.

When two or more ECPRTCL instructions are executed simultaneously for the same connection, the
following instruction will be ignored until the first instruction is completed.

The number of protocols is stored in (S)+0.

Protocol execution status can be checked in the predefined protocol support function execution status check
area (address: 54C0y to 55FF).

The communication type of the protocol executed and fixed buffer setting of the connection No. specified by
n1 must be matched.

The following table lists the combination of the communication type and the connection No. that can be
specified by n1.

Communication type Connection No. that can be specified by n1

When the communication type of all protocols executed (up
to eight protocols) is "Send Only"

* A connection where "Send" is selected in the open setting
(no paring open setting)

* A connection where paring open is set' 12

When the communication type of all protocols executed (up
to eight protocols) is "Receive Only"

* A connection where "Receive" is selected in the open
setting (no paring open setting)

* A connection where paring open is set’12

When the communication type of any protocol executed (up
to eight protocols) is "Send&Receive"

t*1*3

When the communication types of protocols executed (up
to eight protocols) are "Send Only" and "Receive Only"

A connection where paring open is se

*1
*2
*3

To specify a connection where paring open is set, either of pairing-opened connections can be specified.

When a pairing-opened connection is specified, an extra connection is used.

When the protocols executed include the communication type of "Send&Receive" or "Send Only" and "Receive Only",
pairing open setting is required.
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» Completion of the ECPRTCL instruction can be checked with Completion device (D) and (D1)+1.

Item Description

Turns on at the END process of the scan where the ECPRTCL instruction is completed

Completion device (D1)+0
and turns off at the next END process.

Turns on and off depending on the completion status of the ECPRTCL instruction.

* Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the ECPRTCL
instruction is completed and turns off at the next END process.

Completion device (D1)+1

[Operation while the ECPRTCL instruction is being executed]

Program [ scan ] END [ Scan END [ Scan | END [ Scan | END [ Scan | END [  Scan

\process process, | process, \process | process,

j j j j j j j j

| | | | | | |

. . . . . . .

. o | | | | |
ECPRTCL instruction §| Instruction executed ; ; ; : :

. . . . . .

T T T T
Completion device / ! . N |_.—._'

! ! !

. . .

| | |

Completion device + 1

Protocol executed?

Protocol execution status

(address: 54COH"") (Execution status)

(5: Completed)

*1: Address of the connection 1

*2: Protocols are consecutively executed by the number of protocols specified in n2 of the setting data in the order
specified with the control data (up to eight protocols) with one ECPRTCL instruction.

| Protocol | Protocol | Protocol | PR | Protocol | Protocol |

Point/’

® When multiple protocols are executed and an error has occurred in one protocol, the following protocols are not executed
and the dedicated instruction ends abnormally.

@ For the connection where the ECPRTCL instruction can be executed, "Predefined protocol" is set in Fixed Buffer
Communication. Thus, the following communications are not available.
* MC protocol communications
+ Communications using a fixed buffer (procedure exists)
» Communications using a fixed buffer (no procedure)
+ Communications using a random access buffer

@ File transfer (FTP server) function, e-mail function, Web function, or MELSOFT connection, which uses a dedicated
connection, can be executed while the ECPRTCL instruction is being executed.

@® When protocols which include Non-conversion Variable are executed and the data length of the variable for one packet
exceeds 1920 bytes, the value of the CPU module device may not be acquired at one scan.
Do not change the value of the CPU module device specified in Non-conversion Variable until the ECPRTCL instruction
is completed.
Buffer memory is not affected by the sequence scan of the CPU module. Assigning them in a variable enables more high-
speed process than assigning the CPU module device.

@ If the protocol setting data is written while the ECPRTCL instruction is being executed, protocol execution is canceled
upon the writing completion. Protocol setting data writing during the ECPRTCL instruction execution (error code: C430y)

occurs and the ECPRTCL instruction ends abnormally.

® When the open setting for the specified connection and the communication type of the protocol executed does not match,
Connection number setting error (error code: C407y) occurs and the ECPRTCL instruction ends abnormally.

® When the waiting time is set to "0" (wait infinitely) in the Protocol Detailed Setting, the dedicated instruction is not
completed until the data specified in the protocol setting is received.

210
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(4) Errors

Completion device (D)+1 turns on and the error code is stored in Completion status (S)+1 in the following cases.
* When the setting value of the control data is abnormal
* When an error is detected in the protocol setting data registered in GX Works2
* When an error has occurred in protocols (the following protocols will not be executed.)
* When a value other than "Predefined protocol" is set in Fixed Buffer Communication for connection No.
specified by n1

(5) Program example

For the program example, refer to Page 111, Section 11.5.

(6) Canceling protocol execution

A protocol can be canceled during its execution.
This function is used to terminate the protocol execution forcibly when a communication error occurs with the
connected device.

(a) Execution method for cancel request

Set the cancel request to Protocol cancellation specification (address: 54D3 (Connection No.1)).

User

Connection No.n
Protocol cancellation specification 1: Cancellation request 2: Cancel completed
(54D3H (when the value of nis 1))

The E71 cancels the
E71 protocols being executed
in connection No.n.

211

1014d03'd9 2§t




(b) Operations after execution of cancel request
[Operations of the ECPRTCL instruction]
« The ECPRTCL instruction ends abnormally and Protocol cancel request error (error code: C404) is
stored in Completion status (S)+1.
* When cancel request is executed to the nth protocol while multiple protocols are being executed
consecutively, the E71 terminates the nth protocol forcibly and the following protocols are not executed.
The following table lists the control data that are stored when protocols are canceled.

Device Item Stored value

The number of protocols executed including canceled

rotocols
(S)+0 Execution count result P )
(When cancel request is executed to the second
protocol, 2 is stored.)
(S)+1 Completion status Protocol cancel request error (error code: C404)
. Matched receive packet number of the executed
(S+10) to (S+17) Matched receive packet No.1 to 8

protocol

[Operations of the E71]
« If the cancel request is executed when any protocol is not being executed, the E71 completes the cancel
without any process.

Point/’

@ If any data is received from the connected device after the protocol whose communication type includes receiving is
canceled, the data will be discarded.

® The E71 checks whether any cancel request exists at periodic processing. For this reason, it may take some time to
process the cancellation after the cancel request is executed.

® When Protocol cancellation specification (address: 54D3H (Connection No.1)) is "1: Cancellation request”, the next
ECPRTCL instruction cannot be executed.
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(c) Timing chart

CHAPTER 15 DEDICATED INSTRUCTIONS

The E71 performs the following process according to the timing of cancel request.

Protocol execution status
(address: 54C0y)

E71 operations at cancel request

0: Unexecuted

No process

1: Waiting for transmission

The E71 cancels the sending and terminates the dedicated instruction forcibly.

2: Sending

The E71 terminates the dedicated instruction forcibly at sending completion.

3: Waiting for data reception

The E71 cancels the receiving and terminates the dedicated instruction forcibly.

4: Receiving

The E71 terminates the dedicated instruction forcibly at receiving completion.

5: Completed

The E71 terminates the dedicated instruction when protocols are executed

consecutively.

The followings describe the operations of protocol cancellation according to the timing.

» When the cancel request is performed before sending

(when "1" (Waiting for transmission) is set in Protocol execution status (address: 54C0y))

ECPRTCL instruction

[

Completion device

Completion device + 1

Connection No.n

Protocol cancellation specification
(54D3H (when the value of nis 1))

: The device turns on
upon abnormal end.

><1: Cancellation request

2: Cancel completed

)

E71

Waiting time
to send

Cancel

Connected device

»
g

Send packet

+ The E71 does not send a send
1 packet to the connected device
1 even when a receive data or a
| protocol exists.

1014d03'd9 2§t

Send packet
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* When the cancel request is performed before sending completion
(when "2" (Sending) is set in Protocol execution status (address: 54C0y) and the sending has not been

completed)

ECPRTCL instruction

Completion device

The device turns on
upon abnormal end.

q"j

Completion device + 1

Connection No.n
Protocol cancellation specification

1: Cancel request
(54D3H (when the value of nis 1))

2: Cancel completed

Waiting time
to send

t: TCP ULP timer

|

Send packet —

E71 i

The E71 does not send a
send packet to the connected
device even when a receive
data or a protocol exists.

Packet s',ending in progress is
completed without interruption.

v

Send packet

Connected device Cancel

* When the cancel request is performed at sending completion
(when "2" (Sending) is set in Protocol execution status (address: 54C0y) and the sending has been

completed)

ECPRTCL instruction ’:

\

Completion device
The device

; turns on upon
abnormal end.

Completion device + 1

Connection No.n .
Protocol cancellation specification 1: Cancellation

E 2: Cancel
(54D3H (when the value of nis 1)) E request

completed

Waiting ti
G g " .t TCP ULP timer

E71

Send packet

The E71 does not send a
send packet to the connected
Cancel device even when a receive
data or a protocol exists.

Connected device

Send packet
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* When the cancel request is performed before receiving
(when "3" (Waiting for data reception) is set in Protocol execution status (address: 54C0y))

ECPRTCL instruction

Completion device
The device turns on
upon abnormal end.

a

Completion device + 1

Connection No.n

Protocol cancellation specification : 1: Cancellation request 2: Cancel completion

(54D3H (when the value of nis 1))

t: waiting time to receive or the time specified
by the destination alive check timer

’ \

The E71 does not send a
send packet to the connected
device even when a receive
data or a protocol exists.

E71

Cancel

Connected device

* When the cancel request is performed during receiving
(when "4" (Receiving) is set in Protocol execution status (address: 54C0y))

ECPRTCL instruction

Completion device

Completion device + 1

H The device turns on
upon abnormal end.

1014d03'd9 2§t

Connection No.n

Protocol cancellation specification . 1: Cancellation request 2: Cancel completed

(54D3H (when the value of niis 1))

1
t: waiting time to receive or the time specified
by the destination alive check timer

< \

The E71 does not send a
send packet to the connected
device even when a receive

E71 data or a protocol exists.
Receiving
The E71 interrupts the verification and
Cancel general data processing and forcibly
Connected device terminates the dedicated instruction.

Receive data
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15.8 zP.BUFSND

This instruction sends data to the connected device through communications using a fixed buffer.

_ Command
ZP.BUFSND _I I || ZP.BUFSND| Un | (81)| (52)| (83)| (D7) _{
Available device
. Internal device Link direct device i
Setting data (system, user) File Joa funlc:::::lﬁf:;ule r:;(i’:;r Constant Others
Bit | Word | 0 [T Bit | Word | deviceUD\GO Zn KH| §
(s1) — o) o) — o | — —
(S2) — O O — _ _ _
(83) — o} o - - | = —
(D1) O O O — — — —
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
UnfUn® Start I/O number of the E71 (00 to FER: The first two digits BIN 16-bit/character
of the three-digit I/O number) User string
(81) Connection number (1 to 16) BIN 16-bit
(82) Start number of the device that stores control data System Device name
(S3) Start number of the device that stores send data User Device name
The start number of the bit device in the own station that
(D1) turns on for one scan upon completion of the instruction. System Bit
(D1)+1 also turns on if the instruction ends abnormally.

(2) Control data

Device Item Setting data Setting range Set by
(S2)+0 System area — — —
Stores the status at completion.
Completion +» 00004: Normal completion
(S2)+1 — System
status * Values other than 0000y: Abnormal end (error
code)
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(3) Send data
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; . Setting
Device Item Setting data Set by
range
Specify send data — —
length. (Depending on Procedure exists (communications using 1101017
Send dat the procedure of fixed a binary code): Number of words
end data o
(83)+0 buffer communications, | Procedure exists (communications using User
length . 1 to 508
the data length is the an ASCII code): Number of words
number of words or the No procedure (communications using a 1t0 2046
number of bytes.) binary code): Number of bytes
(S3)+1
to Send data Specify the send data. — User
(S3)+n

(4) Functions

» This instruction sends the data specified by (S3) to the connected device of the connection specified by (S1)
for the module specified by Un.

CPU module

E71

(S3)

Send data length

Send data

BUFSND

Fixed buffer data area

No.1

No.n » Connected device

Send data

No.16

217
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» Completion of the BUFSND instruction can be checked with Completion device (D1)+0 and (D1)+1.

Item Description

Turns on at the END process of the scan where the BUFSND instruction is completed and

Completion device (D1)+0:
turns off at the next END process.

Turns on and off depending on the completion status of the BUFSND instruction.

* Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the BUFSND instruction
is completed and turns off at the next END process.

Completion device (D1)+1:

[Operation while the BUFSND instruction is being executed]

END END END
Program process process process
BUFSND instruction ﬂ\\Executed 1 1 1 1
Completion device } ‘ /H ‘ ‘

A A A S =

Abnormally ended

Completion device + 1

! Sending data

» The ZP.BUFSND instruction is executed on the rising edge (OFF — ON) of the sending command.

Point/’

Do not perform a send process using 1/O signals and using the dedicated instruction together for the same connection.
Doing so will result in malfunction.

(5) Errors

If a dedicated instruction ends with an error, Completion device (D1)+1 turns on, and the error code is stored in
Completion status (S2)+1.
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(6) Program example

The following shows a sample program that sends data stored on the fixed buffer of the connection number 1
(when the 1/O signals of the E71 are X/YO0O0 to X/Y1F).

M3000 X19
|| |l | 1 r
[ | [} [} [PLS M3001 1
M3001
| I
|| [ Mov K3 D300 H
-
[ Mov K1000 D301 H
-
[mov K2000 D302 1
-
[ Mov K9999 D303 H
[ZPBUFSND U K1 D3000 D300 M300 H
M300 M301
I I ,H/ Process upon completion — —
&)
®
N
-
Z
MI3?1 <
11 Process upon abnormalend [ %’
&)
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15.9 zPBUFRCV

This instruction reads data received from the connected device through communications using a fixed buffer (used in
the main program).

N Command
ZP.BUFRCV _I I | | ZP.BUFRCV| Un | (S1) | (S2) | (D1) | (D2) _{
Available device
. Internal device Link direct device i
Sl (system, user) File Joa funlc:::::lﬁf:;ule r:;(i’:;r Constant Others
Bit | Word | 0 [ Bit | Word | deviceUD\GO Zn KH| $
(s1) — O o — @) — —
(s2) — O @ - - | = —
(D1) - o) o) — - | = —
(D2) o) o) o) — - | = —
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
UnfUn® Start 1/0 number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
of the three-digit I/O number) User string
(81) Connection number (1 to 16) BIN 16-bit
(82) Start number of the device that stores control data Device name
(D1) Start number of the device that stores receive data Device name
The start number of the bit device in the own station that System
(D2) turns on for one scan upon completion of the instruction. Bit
(D2)+1 also turns on if the instruction ends abnormally.

(2) Control data

Device Item Setting data Setting range Set by

(S2)+0 System area — — —

Stores the status at completion.

(S2)+1 Completion » 0000: Normal completion . Svstem
status * Values other than 0000y: Abnormal end (error y
code)

220
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(3) Receive data

; . Setting
Device Item Setting data Set by
range
Stores the data length — —
of the data read from | procedure exists (communications using a 110 1017
3 (o}
the fixed buffer data binary code): Number of words
area. (Depending on Procedure exists (communications using
Receive data | the procedure of fixed ) 1 to 508
(D1)+0 an ASCII code): Number of words System
length buffer
communications, the
i No procedure (communications using a
data length is the _ p ( 9 1 to 2046
number of words or binary code): Number of bytes
the number of bytes.)
(D1)+1 ) .
) Stores the data read from the fixed buffer data area starting from
to Receive data — System
the smallest address.
(D1)+n

(4) Functions
» This instruction reads the receive data (for fixed buffer communications) of the connection specified by (S1)
for the module specified by Un.

CPU module E71

Fixed buffer data area

(D1)| Receive data length No.1
Receive data N
o
BUFRCV ©
< No.n N
U
W
C
M
. Py
Receive data No.16 C<>
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» Completion of the BUFRCYV instruction can be checked with Completion device (D2)+0 and (D2)+1.

Item Description

Turns on at the END process of the scan where the BUFRCYV instruction is completed and

Completion device (D2)+0:
turns off at the next END process.

Turns on and off depending on the completion status of the BUFRCYV instruction.

* Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the BUFRCYV instruction
is completed and turns off at the next END process.

Completion device (D2)+1:

[Operation while the BUFRCYV instruction is being executed]

I l
T T T ! ! }
Receiving data ‘|Storing the receive datal ! ! i
T T | | |

» The ZP.BUFRCYV instruction is executed on the rising edge (OFF — ON) of the read command (bit for a
connection with the connected device set in Fixed buffer reception status signal (address: 5005y)).

END END END
Program Scan process Scan process Scan process
BUFRCYV instruction . _y[\Executed ! . ' .
| | : : : :
Completion device i i i B '
Completion device +1 | E E | T Abrormally ended |
[ R v T-~"===°7° [ 2

Point/’

® Do not perform a receive process using I/O signals and using the dedicated instruction together for the same connection.
Doing so will result in malfunction.

® When receive data is read from the same connection, the BUFRCVS instruction (for an interrupt program) cannot be
used together.

(5) Errors

If a dedicated instruction ends with an error, Completion device (D2)+1 turns on, and the error code is stored in
Completion status (S2)+1.
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CHAPTER 15 DEDICATED INSTRUCTIONS

(6) Program example

The following shows a sample program that reads the receive data from the fixed buffer of connection number 1
(when the 1/O signals of the E71 are X/YO0O0 to X/Y1F).

SM400 uo\
| r
—| I { MOV G20480 K4MO0 ]-
uo\

[Mov G20482 K4M20 }

uo\
[Mov G20485 K4M40 }

M5000 X19 MO M40 M500
| |l | | | r
| 1 Il Il A LPLS mMs001 j
M5001
| [ zP.BUFRCV uo K1 D5000 D500 M500 I
M500 M501
| | i
I /f Process upon completion |
M501
I Process upon abnormal end =

ADd4Ng'dZz 6'SL
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15.10 z.BUFRCVS

This instruction reads data received from the connected device through communications using a fixed buffer (used in
an interrupt program).

| Command |
Z.BUFRCVS — jzsurrcvs| un |1 | @)
Available device
. Internal device Link direct device Intelli 1
Setting data"! File ntelligent ndex Constant
(system, user) register Joa function module register Others
i
Bit Word Bit Word device UC\GO Zn K,H| $
(81) — O (@) — o _ _
(D1) — o o — — - —
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
Un/"Un® Start 1/0 number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
n/"Un
of the three-digit I/O number) User string
(81) Connection number (1 to 16) BIN 16-bit
(D1) Start number of the device that stores receive data System Device name
(2) Receive data
i . Setting
Device Item Setting data Set by
range
Stores the data length — —
of the data read from | procedure exists (communications using 110 1017
the fixed buffer data a binary code): Number of words
area. (Depending on Procedure exists (communications using
Receive data | the procedure of fixed ) 1to 508
(D1)+0 an ASCII code): Number of words System
length buffer
communications, the
) N d icati .
data length is the .o procedure (communications using a 1 t0 2046
number of words or binary code): Number of bytes
the number of bytes.)
(D1)+1 , .
. Stores the data read from the fixed buffer data area starting from
to Receive data — System
the smallest address.
(D1)+n
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(3) Functions

» This instruction reads the receive data (for fixed buffer communications) of the connection specified by (S1)
for the module specified by Un.

CPU module E71
Fixed buffer data area
(D1)| Receive data length No.1
Receive data
BUFRCVS

< No.n

Receive data No.16
[Operation while the BUFRCVS instruction is being executed]
Program Scan END process

Interrupt program :
Executed :
) T

— J Storing
Receiving data the receive data

BUFRCVS instruction

» The Z.BUFRCVS instruction is executed in an interrupt program, and the process is completed within one
scan.

Point />

® To read receive data using an interrupt program, configure both the interrupt settings and interrupt pointer setting
parameters of the programming tool. (=~ Page 131, Section 12.5.1)

® When receive data is read from the same connection, the BUFRCYV instruction (for the main program) cannot be used
together.

(4) Errors

If a dedicated instruction ends with an error, Diagnostic errors (SMO) turns on, and the error code is stored in
SDO.

(5) Program example
The following shows a sample program that reads the receive data from the fixed buffer of connection number 2
(when the 1/0O signals of the E71 are X/YQO0 to X/Y1F).

Enable the interrupt

rEl
L i program.
[ FEND |
SM400
| [ ZBUFRCVS uo K2 D700 7 EXTC“tt‘? the BUFRCVS
Instructuon.
-
[IRET H
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15.11 zPERRCLR

This instruction turns off LEDs of the E71 or clears error information stored in the buffer memory.

| Command
ZP.ERRCLR | || ZP.ERRCLR| Un | (s1)| 1) _{
Available device
. Internal device Link direct device Intelligent Inde
Setting data"! File . aex Constant
(system, user) register Joa function module register Others
I .
Bit Word Bit Word device UO\GO Zn KH| $
(81) — O O — _ _ —
1) o o o — — | _ _

*1 The file registers set for each local device and program cannot be used.

(1) Setting data

Setting data Description Set by Data type
Start 1/0 number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
Un/"Un" User .
of the three-digit I/O number) string
(81) Start number of the device that stores control data User, system | Device name

The start number of the bit device in the own station that
(D1) turns on for one scan upon completion of the instruction. System Bit
(D1)+1 also turns on if the instruction ends abnormally.
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(2) Control data

Device Item Setting data Setting range Set by
(S1)+0 System area — — —

Stores the status at completion.

(S1)+1 Completion + 0000: Normal completion B Svstorn
status * Values other than 0000,: Abnormal end (error y
code)

Specify error information to be cleared.
» 0000: Initial error code
» 0001y to 0010y: Open error code for a connection
with the connected device
» 0100y: Error log block area
Clear target * 0101y: Communication status - status for each . .
(S1)+2 L As listed in the left User
specification protocol
» 0102: Communication status - e-mail receiving
status
+ 0103: Communication status - e-mail sending
status
* FFFFy: Clears all of the above

Specify the function to be cleared.

i 0000y,
(Stye3 | Clearfunction + 0000y;: COM.ERR LED off, error code clear H User
specification FFFFH
» FFFFy: Error log clear
(S1)+4
to System area — — —
(S1)+7
- o
(3) Functions 3
» This instruction turns off the COM.ERR. LED and clears error information listed below for the module _-'E
m
specified by Un. %
o @]
Target Function . X [
T . Error information to be cleared X
Item specification | specification
(buffer memory)
(S1)+2 (S1)+3
. « Initial error code (address: 69})
Initial error 0000y 0000y
* COM.ERR. LED off
o 00014 to 0010 0000 Open error code for a connection with the
pen error H H H connected device (address: 7Cy, 86...)
Error log 0100y FFFFH Error log (address: E3} to 174)
Status f h orotocol 0101 FFEF Clears communication status.
atus for each profoco H H (address: 178y, to 1FFy)
Communication E-mail receiving
-mai ivi 0102 FFFF
status E-mail receiving status H H (address: 5871y to 5B38},)
E-mail sending stat 0103 FFFF E-mail sending
-mall sending status H H (address: 5839 to 5CAOL)
All FFFFy FFFFH Clears all of the above.
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» Completion of the ERRCLR instruction can be checked with Completion device (D1)+0 and (D1)+1.

Item Description

Turns on at the END process of the scan where the ERRCLR instruction is completed and

Completion device (D1)+0:
turns off at the next END process.

Turns on and off depending on the completion status of the ERRCLR instruction.

* Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the ERRCLR instruction
is completed and turns off at the next END process.

Completion device (D1)+1:

[Operation while the ERRCLR instruction is being executed]

END END END
Program process process process
ERRCLR instruction [T Executed ! | | |
Completion device } /H ‘ ‘

,,,,,,,,,,,,,,,,,,,

Completion device + 1

! Clearing the error
T

|
T

» The ZP.ERRCLR instruction is executed on the rising edge (OFF — ON) of the clear command.

(4) Errors

If a dedicated instruction ends with an error, Completion device (D1)+1 turns on, and the error code is stored in
Completion status (S1)+1.



(5) Program example

CHAPTER 15 DEDICATED INSTRUCTIONS

The following shows a sample program that clears the open error code of the connection number 1 (when the 1/0

signals of the E71 are X/Y00 to X/Y1F).

W :
— | 44 {MOVP  H1
{MOVP  HO
{SET
M1
— | {ZPERRCLR uo DO
Mio Wy :
[ 44 {mov KO
M -
| {mov DI
{RsT

D2

D3

M1

M10

D100

D100

M1

{END

3 Specify the open abnormal code of

connection 1.

1 Specify the error code clear.

Execute the ERRCLR instruction.

Process upon completion
(Error information is cleared.)

Process upon abnormal end

229

d10443'dZ LL'GL




15.12 zP.ERRRD

This instruction reads error information stored in the buffer memory of the E71.

| Command
ZP.ERRRD | || ZPERRRD | Un | (s1) | (O1) _{
Available device
. Internal device Link direct device Intelligent Inde
Setting data™! File . aex Constant
(system, user) register Joa function module register Others
i
Bit Word Bit Word device UC\GO Zn K,H| $
(81) — O O — — _ _
(D1) O O @) — _ _ _
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
Start 1/0 number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
Un/"Un" o User )
of the three-digit I/O number) string
(81) Start number of the device that stores control data User, system | Device name
The start number of the bit device in the own station that
(D1)

turns on for one scan upon completion of the instruction.
(D1)+1 also turns on if the instruction ends abnormally.

System Bit

230



(2) Control data

CHAPTER 15 DEDICATED INSTRUCTIONS

Device Item Setting data Setting range Set by
(S1)+0 | System area — — —
Stores the status at completion.
(S1)+1 :t:izzletion + 0000: Normal completion — System
* Values other than 0000y: Abnormal end (error code)
Specify error information to be read.
Read information | *0000y: Initial error code 0000y, 0001y to
(S1*2 specification » 0001y to 0010y: Open error code for a connection 0010y User
with the connected device
(S1)+3 :i:;::;g:t Specify whether to read the Iates.t error ir.1formation. 0000y User
o + 0000y: Reads the latest error information.
specification
Stores the error information that has been read.
(S1)+4 | Error information | *0000y: No error — System
* Values other than 0000y (error code): Abnormal end
(S1)+5
to System area — — —
(S1)+7

(3) Functions

» This instruction reads the error information of the module specified for Un.

Target Function . .
L . Error information to be read
Item specification specification
(buffer memory)

(S1)+2 (S1)+3 —
Initial error 0000y 0000y Initial error code (address: 69y) g
Open error code for a connection with the _—'ﬁ
Open error 0001y to 0010y 0000y connected device %
(address: 7Cyy, 86y...) 3
o

» Completion of the ERRRD instruction can be checked with Completion device (D1)+0 and (D1)+1.

Item Description

Turns on at the END process of the scan where the ERRRD instruction is completed and

Completion device (D1)+0:
turns off at the next END process.

Turns on and off depending on the completion status of the ERRRD instruction.

» Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the ERRRD instruction is
completed and turns off at the next END process.

Completion device (D1)+1:

[Operation while the ERRRD instruction is being executed]

END END END
Program process process process
ERRRD instruction [ Executed | : ! !
Completion device , /H I I

Completion device + 1 ' Abnormally ended '

Reading the
! error information

» The ZP.ERRRD instruction is executed on the rising edge (OFF — ON) of the read command.
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(4) Errors

If a dedicated instruction ends with an error, Completion device (D1)+1 turns on, and the error code is stored in

Completion status (S1)+1.

(5) Program example

The following shows a sample program that reads the open error code of the connection number 1 (when the I/O

signals of the E71 are X/Y00 to X/Y1F).

=

1
M +F {MOVP  HI1
{MOVP  Ho
[SET
M1
— | {ZP.ERRRD uo DO
Mio Wy ‘
| o {Mov D4
M -
| {mov D1
{RST

D2

D3

M1

M10

D100

D101

M1
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{END

]

]

]

Specify the open abnormal code of
connection 1.

Specify the latest error information.

Execute the ERRRD instruction.

Process upon completion
(Error information is read.)

Process upon abnormal end
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15.13 zP.uiNI

This instruction changes the setting, such as the Ethernet operation setting, and re-initializes the E71.

— Command
ZP.UINI I || I ZP.UINI | Un | (S1) | (D1) H
Available device
. Internal device Link direct device Intelligent Inde
Setting data" File . aex Constant
(system, user) register Joa function module register Others
I .
Bit Word Bit Word device UO\GOI Zn K, H $
(81) — (@) O — _ _ _
(D1) o} o} o} — — — —
*1 The file registers set for each local device and program cannot be used.
(1) Setting data
Setting data Description Set by Data type
Start 1/0 number of the E71 (00 to FEy: The first two digits BIN 16-bit/character
Un/"Un" User .
of the three-digit I/O number) string
(S1) Start number of the device that stores control data User, system | Device name

The start number of the bit device in the own station that
(D1) turns on for one scan upon completion of the instruction. System Bit
(D1)+1 also turns on if the instruction ends abnormally.

ININ'dZ €1L°S)
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(2) Control data

Device Item Setting data Setting range Set by
(S1)+0 | System area — — —
Stores the status at completion.
(S1)+1 | Completion status | °0000y: Normal completion System
* Values other than 0000: Abnormal end (error code)
Specify 0000y to update the address information on the connected
devices retained by the E71.
Specify the target for setting change among the own station IP
address, Ethernet operation setting, transmission speed, and
communication mode. Do not specify the transmission speed and
communication mode together with the own station IP address and
Ethernet operation setting. If doing so, only the specification of the
own station IP address and Ethernet operation setting is updated.
« Specification of own station IP address change (b0): Specify
whether to change the own station IP address.
(Set the address in (S1)+3 and (S1)+4.)
0000y to
0: Do not change
Specificati 1: Change 5000
pecification of
(S1)+2 changed item - Specification of the Ethernet operation setting change (b1): Specify User
whether to change the Ethernet operation setting.
(Set the parameters in (S1)+5.)
0: Do not change
1: Change
« Specification of transmission speed and communication mode
changes (b12 to b15): Specify the transmission speed and the
communicate mode.
0: Do not change
1: Auto negotiation
2: 100Mbps/full-duplex
3: 100Mbps/half-duplex
4: 10Mbps/full-duplex
5: 10Mbps/half-duplex
(S1)+3 | Own station IP ) . 00000001y to
Specify the IP address of the own station. User
(S1)+4 | address FFFFFFFEL
Specify the Ethernet operation setting.
» Communication data code setting (b1)
0: Binary Code
1: ASCII Code
» TCP existence confirmation setting (b4)
0: Use the Ping
1: Use the KeepAlive
. » Send frame setting (b5) ) )
Ethernet operation As listed in the
(S1)+5 ) 0: Ethernet User
setting left
1: IEEE 802.3
« Setting of write enable/disable at RUN time (b6)
0: Disable
1: Enable
« Initial timing setting (b8)
0: Do not wait for OPEN (Communications impossible at STOP
time)
1: Always wait for OPEN (Communications possible at STOP time)
(S1)+6
System area — — —
(S1)+7
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*1 The E71 enables data exchange to be resumed by clearing the address information of the connected device retained in
the E71 and performing a reinitialization process. (Initial normal completion signal (X19) turns on.)

(3) Functions

» This instruction re-initializes the module specified by Un.
» Completion of the UINI instruction can be checked with Completion device (D1)+0 and (D1)+1.

Item Description

Turns on at the END process of the scan where the UINI instruction is completed and turns

Completion device (D1)+0:
off at the next END process.

Turns on and off depending on the completion status of the UINI instruction.

» Normal completion: Stays off and does not change.

» Abnormal end: Turns on at the END process of the scan where the UINI instruction is
completed and turns off at the next END process.

Completion device (D1)+1:

[Operation while the UINI instruction is being executed]

Close process

process | | process | | process | | process |

|
|
Program END END END END
|
! 1

Initial normal completion
signal (X19)

| | | | | |
| | | | | | | |
Open completion signal —| [ [ ,/ | | | \/ |
(address: 5000H) 1 } } } ! ‘ :

UINI instruction

Completion device

| |

Completion device + 1 __ __ ___ _i ______ . _ 2 Abnormallyended = __ _ | ______ | v
| |
| |

Reinitialization specification
(address: 1FH (b15))

ININ'dZ €1L°S)

Internal process of the E71

reinitialization
| | | | |
| | | | |

| [ | | | |

| | | | | |

| | | | ) |

| ]' | | | |

|

" // Processing reinitialization J :
|

|

|

|
| )
| _ |
: Requesting |j Initializing the module :
| |
| |

» The ZP.UINI instruction is executed on the rising edge (OFF — ON) of the reinitialization command.

Point/’

To re-initialize the E71, note the following.

» Terminate all data communications with connected devices, check that all connections are closed, then re-
initialize the E71.

» Do not perform a reinitialization process using both direct writing to the buffer memory and the UINI instruction.
Also, do not request another reinitialization process while reinitialization is being performed.

* When the IP address of the E71 has been changed, reset that of the connected device as well. (If the connected
device retains the MAC address of the destination device, the communications may not be continued after the IP
address of the E71 has been changed.)
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(4) Errors
If a dedicated instruction ends with an error, Completion device (D1)+1 turns on, and the error code is stored in

Completion status (S1)+1.

(5) Program example
The following pages show sample programs that change the following setting items using the UINI instruction.
« Ethernet operation setting
* Transmission speed and communication mode

The following are sample programs for communications using connection numbers 1 and 2. When using other connections,
specify the corresponding signals and bits for each connection.

The UINI instruction is also used in the program for a reinitialization process. When performing a reinitialization
process using the UINI instruction, refer to the program for a reinitialization process. ([_ s~ Page 315, Appendix
4.2)
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(a) Changing the Ethernet operation setting

The following page provides a sample program that changes the Ethernet operation setting (enables writing
during RUN) (when the 1/O signals of the E71 are X/Y00 to X/Y1F).

SM400 uo\
1 I
| [mov G20480 K4MO }
M6500
TI [sET M2500 L
M2500 X19 MO M1
| || V J/V MoV K2 D252 ]_ Specify the change
I 11 | I L in the operation setting.
uo\
[MOV G203 D255 1 Read the current
operation setting.
ESET D255.6 } Set En?ble Online
Change".

——ZP.UINI U0 D250 M250 L

r
[RsT M2500 L
r
[RsT M3001 L
M250 M251 o
— | £ Process upon completion a
N
0
r c
[sET M3000 z
M251
I Process upon abnormal end
M3000 UO\G31.F Uo\
_| |—/|/|’_{= G105 HO 1 Process upon completion
r
[RsT M3000 F
r
[sET M3001 L
uo\
[<> G105 HO T——— Process upon abnormal end
M3001 X19
— | [ Communications enabled |
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(b) Changing the transmission speed and communication mode

The following page provides a sample program that changes the Ethernet operation setting (enables writing
during RUN) (when the 1/O signals of the E71 are X/Y0O0 to X/Y1F).

238

M100 M101 X19
| | r
—f £ |l [mov H5000 D252
uo D250 M250
[sET M100
M250 M251
— | £ Process upon completion
[sET M3000
M251
| Process upon abnormal end
M3000 UO\G31.F uo\
— (= G105 HO 1 Process upon completion
[RsT M3000
[sET M3001
uo\
[<> G105 HO ————————1 Process upon abnormal end
M3001 X19
— | |} Communications enabled

Change the settings

} to 10Mbps and

half-duplex.



CHAPTER 16 TROUBLESHOOTING

CHAPTER 16 TROUBLESHOOTING

This chapter describes how to identify causes of problems that occur when an E71 is used and take corrective action.

16.1

Before Troubleshooting

Check that the POWER LED of the power supply module and the MODE LED of the CPU module are on. If either or

both are off, troubleshoot the CPU module.

User's Manual (hardware design, maintenance and inspection) for the CPU module used

16.2 Troubleshooting Procedure

How to identify the cause of a problem and take corrective action is explained below. Use a programming tool to

identify the cause and take corrective action.

(1) Procedure

System Monitor

Monitor Staus Conr

System Image,

Slot 0
Model Name LITIE71-100

Detailed Information | H/W Information | Diagnostics | ErrorHistoy Detai

Block |Module|  Block Name
A Main Block.

Power | N
Supply|Modues
it

L26cpUBT

16Paint 0100

2 zpoint | 0200

=
Modelfpome LITIETI100

.
oo | W s | Dot | et

Mordke nfomation i Hai bock |

A 6% L LIPIE71-100  32F 32Point 0000 1-1 1
sec P —
A Maderate Error
[:] t I t
Pt | pod S Cose
Virir S s el
| [ iotorg | | [t richoaiscornii Rl
AesEEsEEEEsEEEEEEEEEEEEE,
0¥ ossecui oo
i
.
swm [0

] O e " b eter 1O | NetworkNo, | Number OF

s it el ol s 0 e b | il O

A paneck Exst 1 Power -~ Power -
Overal —— i5iock | T T - Cisplay Mot
Gecuer | - cu -
t6por Buitinjo 16Pore 0100
32Poit Bultin CC-Aik_ 2Pt _ 0200
A B0 L st st Dish. S2pat 0000 14 1

- LeEC - D Cover -

Stop Moricr Pirt ProductInfomalion Lt | System Evr sty Close

1.

Connect the CPU module to a programming tool,

and open the "System Monitor" window.

\@ [Diagnostics] = [System Monitor]

When an error in the E71 is reported, select the E71

and click the Detaied Information| button.
When an error in a module other than the E71 is
reported, refer to the manual for that module.
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Module’s Detailed Information

Wodel Name
140 Address
Mount Pasition

Product Information I
Froduction Number =

{iE71-10

boon

Main Elock Slot 0

- Module

Module Access

Input Type

Status of External Power Supply -

Ncise Fiter Setting [=

Possible

Fuse Blown Status

Status of 1/0 Address Yerfy  Aares

140 Clear { Hold Setting

[

HW Information | Remote Password Setting Status  Mothing

Error

Error and
Lakest Error Code | Update Error History

Contents:
Error Clear Mo. | ErrorCods |

1 o3

Display Format 1 {5 o3

& rex 3 fares) Solution
4 o7

 DpEC

he error history is sequentially dispiayed from
n old eror, The latest error is displayed
he bottom line,

Anexternal device side wih the set 1P address does not exist,

* Review and corect the external device's IP address and the | A

Ethernet address,

*IF the external device has the ARP function, set the default
walue. If nat, set the Ethernet address of the external device,

* Check the operation of the external device.

v

Skop Maritor

Clase
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3. The "Module's Detailed Information" window is

displayed. Clicking the button

Update Error History

displays the error details and corrective action.

4. f the error details cannot be obtained in the step
above, perform the troubleshooting below.

- Checking the LEDs ([_=— Page 242, Section 16.4)
- Troubleshooting by symptom

(Z~ Page 245, Section 16.6)
- Ethernet Diagnostics ((_ = Page 300, Section 16.8)



CHAPTER 16 TROUBLESHOOTING

16.3 Checking with the Module Error Collection Function

With the module error collection function, the errors that have occurred in the E71 are saved into the CPU module.
This allows error details to be held even if the power is turned off or the CPU module is reset. Check the E71's errors
collected by the CPU module on the "Error History" window.

O [Diagnostics] = [System Monitor...] = button

Error History &

Monitor Status ———————————— ~Connection Channel Lisk

| Stop Monitor | Setial Port PLC Module Connection(LISE) System Image.
Refine Search

Match all of the criteria below
1. Model Name matching : LI71E71-100
2. Start 1jO matehing : 0000

Clear Refine Criteria... Enter Refine Criteria, ..

Error History List Error Detalls
Displayed ErvorsfErrars:  83/200 Error Code Notation: (" DEC (% HEX Model Mame  LIPLEZL-100
7 Error Cods Date and Time Madel Marne Start /0 |~ Start If0 0000
Mount Position  Main block Oth slot
0197 €033 2004/10/15 03:21:04 LI7IE71-100 0000
00193 cozz 2004/10/15 03 LITIET1-100 0000 Error and Solution | Inteligent Module Information
00085 030 2004j07/14 02: LI7IE71-100 o000
oo0a7 C140 2004j0714 02, LITIET1-100 ool
Explanation
00086 030 2004j07/14 02, LI7IE71-100 o000
00085 140 2004j07/14 02: LITIET1-100 000 A connection could nok be established during the
on0a4 co3n 2004/07]14 02 LI7IE71-100 o0oo open processing of 3 TCP connection.
00083 C140 2004j07/14 02:45:32 LITIET1-100 o000
o008z 030 2004j07/14 02:45:02 LI7IE71-100 o000
oooat C140 2004j07/14 02144132 LITIET1-100 o000 Sy—
00080 030 2004j07/14 02144103 LI7IE71-100 o000
00073 C140 2004j07/14 02:43:33 LIFIET1-100 o000 * Check the operation of the external device. ~
00078 caan 0040714 1z LI7IE71-100 000 * Checkthe open processing of the external device.
00077 c140 2004/07)14 02:42:33 LI7IE71-100 o0on D;;;zf;rfe open settings of the communication
ono7e el 20040714 024204 LIVIETL-100 0000 * Review the Ethernet module’s port number and the
00075 C140 2004j07/14 02:41:34 LITIET1-100 o000 IP address/port number and open system of the
00074 030 2004j07/14 02:41:04 LI7IE71-100 o000 =
00073 C140 2004j07/14 02:40:34 LITIET1-100 ool @
Clear Histary.

Refresh I Create C5W File.., Close

UOIJOUN - UORYS|0D JOLIT BINPOIA BU} UM BuOBYD €791

241



16.4 Checking the LEDs

The following describes how to troubleshoot the problem by checking the LEDs.

Point/’

The on/off status of the INIT. LED, OPEN LED, ERR. LED, and COM.ERR. LED can be also checked with a programming
tool and in buffer memory.

+ With a programming tool: "H/W Information"” window ([~ Page 301, Section 16.9)
+ In buffer memory: Area for module status (address: C8y) ((__>  Page 35, Section 3.5.2)

16.4.1 if the RUN LED turns off

The following table lists the items to be checked and the actions to be taken if the RUN LED turns off after the E71 is

powered on.
Check item Action
Reset the CPU module and check that the RUN LED turns on. If the RUN
Is it a watchdog timer error? LED still does not turn on, the E71 may be faulty. Please consult your local
Mitsubishi representative.
Is the E71 connected properly? Power off the E71, and connect the module properly.
Is the power capacity of the power supply module sufficient? | Check if the power supply module has enough power capacity.

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test ((_ = Page 333, Appendix 6.2)
« Self-loopback test (_=~ Page 332, Appendix 6.1)

16.4.2 If the ERR. LED or COM.ERR. LED turns on

Connect the CPU module connected to the E71 with the ERR. LED or COM.ERR. LED on to a programming tool to

identify the cause. ([_ > Page 239, Section 16.2, Page 300, Section 16.8)
If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.

» Hardware test ((_ 5 Page 333, Appendix 6.2)
« Self-loopback test ((_=~ Page 332, Appendix 6.1)

The COM.ERR. LED does not turn off even after the error cause is removed. To turn it off, refer to "How to Turn Off the
COM.ERR. LED". (7 Page 303, Section 16.10)
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CHAPTER 16 TROUBLESHOOTING

1643 If the SD/RD LED does not flash when data is sent

The following table lists the items to be checked and the actions to be taken if the SD LED does not flash when data is

sent.

Check item

Action

Is the ERR. LED or COM.ERR. LED on?

Remove the cause that turned on the ERR. LED or COM.ERR. LED.

Are the cables properly connected?

Check the cable connection. In addition, perform a line test to check if
there is a problem with the cable connection and the Ethernet line.

(=~ Page 322, Appendix 5)

Are the parameter settings correct?

Correct the IP addresses of the own station and the communication
destination, router setting, and subnet mask setting.

Is the program correct?

Correct the send program of the connected device.

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test ((_7 Page 333, Appendix 6.2)
+ Self-loopback test ((_=— Page 332, Appendix 6.1)
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16.5 Checking with a Display Unit

With the buffer memory monitor/test of a display unit, a value in the buffer memory can be checked without a
programming tool, and a problem can be troubleshot.
For how to monitor buffer memory with a display unit, refer to the following.

MELSEC-L CPU Module User's Manual (Function Explanation, Program Fundamentals)
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CHAPTER 16 TROUBLESHOOTING

16.6 Troubleshooting by Symptom

The following describes how to troubleshoot for each phenomenon. When an error occurs in the E71, identify the

cause with the programming tool. ({5~ Page 239, Section 16.2)

16.6.1

device.

Communications cannot be performed with the connected

The following table lists how to troubleshoot the problem when the E71 cannot communicate with the connected

device.

Check item

Action

Is the RUN LED of the E71 on?

Reset the CPU module. If resetting the CPU module does not turn on the
RUN LED on the E71, the hardware of the E71 may be faulty. Replace the
E71 and restart all the connected devices that were performing

communications with the own station.”

Does the connected device conform to the Ethernet
standard?

Replace the device with one conforming to the Ethernet standard.
(I_= Page 57, CHAPTER 5)

Is the cable securely connected?

* Securely lock the cable.
« Check the wiring. (5 Page 62, Section 6.2)

Is the network parameter mode set to "Online"?

Set the network parameter mode to "Online".
(_F Page 66, Section 7.1.2)

Does the communication data code (ASCII or binary)
setting match with that of the connected device?

If the data code settings do not match, data cannot be sent or received

because the connected device cannot normally decode commands.? Set the
same data code as that of the connected device in "Communication Data
Code" of the Ethernet operation setting.

(_Z" Page 67, Section 7.1.3)

Has the initial process been completed normally? (Is Initial
normal completion signal (X19) on?)

« If Initial normal completion signal (X19) is off, perform the initial process.
({ZF Page 311, Appendix 4)

« If the initial setting of the programming tool is same as that of the initial
process program, delete the initial process program.

Was a device on the line (such as an E71, connected
device, hub, and router) replaced by the one with the same
IP address?

Restart all the devices on the line.”

Is the access from the connected device set to be denied
by the IP filter function?

If the access from the connected device is denied by the IP filter function,
correct the values in IP filter settings (address: 5700y to 5721y) and perform

IP filter setting by the reinitialization process again. ((__5  Page 175, Section
14.3)
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*1

*2

*3

action.
(5 Page 248, Section 16.6.4 to Page 257, Section 16.6.14)

Devices on an Ethernet network contain the IP to Mac address mapping, called an "ARP cache". If a device on a line is
replaced by another device with the same IP address, the MAC address contained in the "ARP cache" and the MAC
address of the replaced device do not match; therefore, communications may not be performed normally. The "ARP
cache" is updated when the device is reset or after a certain period of time. The time varies depending on the devices.
If the communication data code setting is different between the E71 and the connected device, error codes that are not
found in the error code list may be returned to the connected device. When receiving data with different data codes, the
E71 cannot decode commands normally. The E71 returns an error response according to the communication data code
setting.

({ZF Page 137, Section 12.6.2 (1) (e), Remark)

If the LG and FG terminals of the power supply module on the E71-connected station are not connected, the
communication line may be closed (disconnected) due to noise; therefore, communications with the connected device
may not be performed.

If the action above does not solve the problem, check for an error in each communication process and take corrective



CHAPTER 16 TROUBLESHOOTING

16.6.2 The E71 frequently fails to receive a message sent from the
connected device.

The following table lists how to troubleshoot the problem when the E71 frequently fails to receive a message sent from
the connected device.

Check item Action

There may be a heavy load on the Ethernet line due to data sending and

receiving between connected devices.

» Taking action such as separating networks or decreasing the number of data
sending reduces the load on the Ethernet line.

+ Consult the network administrator and reduce the load on the Ethernet line.

Has the error code COC7,, been stored in Error code/end
code (address: E5y ) in the error log block?

* Taking action such as separating networks or decreasing the number of data
sending reduces the load on the Ethernet line.

* When communications using a fixed buffer is used, check whether the

Has 14 been stored in Receive buffer full detection signal BUFRCV instruction is executed. ((_ 5~ Page 125, Section 12.4.1)

(address: 5240H)?*1 « To receive data at shorter intervals than the scan time of the CPU module

using a fixed buffer, add the normally closed contact for the completion

device of the BUFRCYV instruction to the execution conditions of the

BUFRCYV instruction. ({__ Page 153, Section 12.9.3 (2) (b))

If the packets cannot be received even though the number of received TCP
Has the number in Received TCP packet count (address: | packets has increased, set the value of TCP Maximum Segment Transmission
1B8y and 1B9y) increased? setting area (address: 1E ) to 8000. Then perform the initial process again.

(_%" Page 311, Appendix 4)

*1 Availability depends on the version of the E71. ((__= Page 310, Appendix 3)

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test (_5 Page 333, Appendix 6.2)
* Self-loopback test (=~ Page 332, Appendix 6.1)

16.6.3 A dedicated instruction is not completed.

The following table lists how to troubleshoot the problem when a dedicated instruction is not completed.

Check item Action
Set the network parameter mode to "Online".
Is the network parameter mode set to "Online"? ([Z=" Page 66, Section 7.1.2) (If a dedicated instruction is executed in the
"Offline" mode, no error occurs but the instruction is not completed.)

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test (_5 Page 333, Appendix 6.2)
* Self-loopback test (>~ Page 332, Appendix 6.1)
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16.6.4

MC protocol communications cannot be performed.

The following table lists how to troubleshoot the problem when the E71 cannot perform MC protocol communications.

Check item

Action

Has the connection with the connected device been opened?
(Check the corresponding bit of 50004 in the buffer

memory.)"!

» Open the connection with the connected device.

» Check if the open/close process for I/O signals and the OPEN/CLOSE
instructions are not used together for the same connection. If so, correct
the program.

Did the connected device send a command?

Send a command to the E71.

Was a response returned to the device that had sent the
command?

» Check if the correct IP address was specified in the command. If not,
correct the IP address and send the command again.

» Check if the communication protocol (TCP/IP or UDP/IP) matches with
that of the connected device. If not, correct it.

Does the communication protocol (TCP/IP or UDP/IP) match
with that of the connected device?

Use the same communication protocol (TCP/IP or UDP/IP) as that of the
connected device.

Does the communication data code (ASCII or binary) setting
match with that of the connected device?

If the data code settings do not match, data cannot be sent or received

because the connected device cannot normally decode commands. “2Use
the same setting of "Communication Data Code" in the Ethernet operation
setting as that of the connected device.

(Z_Z" Page 67, Section 7.1.3)

Is the end code of the response 07?

Check the end and error codes to correct the error.

Is the correct command format used for the command type,
device, address, and others?

Correct the command format.

Is the write operation during RUN enabled?

Check the checkbox next to "Enable Online Change" in the Ethernet
operation setting.

Has an open or initial error occurred in the error log area?

Check and correct the error.

*1 If the connection of only the connected device is closed due to cable disconnection, personal computer restart, or other
reasons, reopen the connection using the same port used before the error occurred. The E71 does not close a
connection if it receives an Active open request again from the connected device with a different IP address or a port

number.

*2 If the communication data code setting is different between the E71 and the connected device, error codes that are not
found in the error code list may be returned to the connected device. When receiving data with different data codes, the
E71 cannot decode commands normally. The E71 returns an error response according to the communication data code
setting.

(= Page 137, Section 12.6.2 (1) (e), Remarks)

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test (_> Page 333, Appendix 6.2)
* Self-loopback test (=~ Page 332, Appendix 6.1)
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16.6.5

CHAPTER 16 TROUBLESHOOTING

Communications using SLMP cannot be performed.

If communications cannot be performed with a connected device using SLMP, refer to the troubleshooting in the

following and take corrective action.
[ 1 SLMP Reference Manual

16.6.6

performed.

Communications using the predefined protocol cannot be

The following table lists how to troubleshoot the problem when the E71 cannot perform communications using the

predefined protocol.

Check item

Action

Has the connection with the connected device been opened?
(Check the corresponding bit of 5000y in the buffer memory.)

» Open the connection with the connected device.

» Check if the open/close processes for I/O signals and the
OPEN/CLOSE instructions are not used together for the same
connection. If so, correct the program.

» Read Open error code (address: 7Cy) in the communication status

storage area. Then check the error details and correct the error.

Is the IP address setting of the connected device correct?

Check and correct the IP address of the connected device.

Does the Protocol in the open setting match with that of the
connected device (TCP/IP or UDP/IP)?

Check and correct the settings if they are unmatched.

Is "Predefined protocol" set to Fixed Buffer Communication in
the open setting?

« Set "Predefined protocol" to Fixed Buffer Communication in the open
setting.

» Configure the setting so that the fixed buffer setting (Send or Receive)
in the open setting matches the communication type of the protocol

(Send Only, Receive Only, or Send&Receive)”.

Is Predefined protocol ready (X1D) on?

Write the protocol setting data to the E71.

Was the ECPRTCL instruction executed?

Correct the execution conditions of the ECPRTCL instruction.

Was the ECPRTCL instruction completed normally?

Check the error code in the ECPRTCL instruction completion status area
and correct the error.

Is the execution protocol number set to the control data of the
ECPRTCL instruction?

Set the execution protocol number to the control data of the ECPRTCL
instruction.

Is the communication status of the connected device normal?

Correct the error in the connected device.

Has an open or initial error occurred in the error log area?

Check and correct the error.

*1 For details on the settings, refer to Page 209, Section 15.7 (3).

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
+ Hardware test ("_> Page 333, Appendix 6.2)
* Self-loopback test ("=~ Page 332, Appendix 6.1)
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16.6.7 The protocol setting data cannot be read or written.

The following table lists how to troubleshoot the problem when the protocol setting data cannot be read or written.
Check that GX Works2 and the CPU module are connectable on the Transfer Setup of GX Works2 before

troubleshooting the problem.

(1) To read the protocol setting data

Check item

Action

Are the values in Protocol setting data error information
(address: 5324, to 5327},) and Number of registered

protocols (address: 5328,,) set to 0?

Write the protocol setting data to the E71 because they have not been

written.

(2) To write the protocol setting data

Check item

Action

Did the ERR.LED turn on after writing the protocol setting
data?

Check the values in Protocol setting data error information (address: 5324y

to 5327y) and correct the error.

Point/

When an error is detected in the edited protocol, check that the conditions for element placement are satisfied in the Packet

Setting.

Especially the following conditions must be satisfied.
* When a Non-conversion Variable (Variable length) or Non-verified Reception (Variable number of characters) is

placed behind a Length and is not included in the Length calculating range, place Static Data immediate after the

Non-conversion Variable or Non-verified Reception.

» When multiple Length elements are set in one packet, configure the setting so that each Length calculating range

does not overlap the others.
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16.6.8 Data cannot be sent with communications using a fixed
buffer.

The following table lists how to troubleshoot the problem when an E71 cannot send data with communications using a
fixed buffer.

Check item Action

* Open the connection with the connected device.

* Check if the open/close processes for I/O signals and the OPEN/CLOSE
Has the connection with the connected device been opened? instructions are not used together for the same connection. If so, correct
(Check the corresponding bit of 5000y in the buffer memory.) the program.

* Read Open error code (address: 7Cy) in the communication status

storage area. Then check the error details and correct the error.

Is the IP address setting of the connected device correct? Check and correct the IP address of the connected device.

Does the communication protocol (TCP/IP or UDP/IP) match | Use the same communication protocol (TCP/IP or UDP/IP) as that of the
with that of the connected device? connected device.

+ Correct the execution conditions of the BUFSND instruction.

» Check if the send/receive process for I/O signals and the
BUFSND/BUFRCYV instructions are used together for the same
connection. If so, correct the program.

Was the BUFSND instruction executed?

Check the error code in the BUFSND instruction completion status area

Was the BUFSND instruction completed normally?
and correct the error.

Has the data length of the send data been set in the control

Write the data length.
data?

Is the communication status of the connected device
normal?

Correct the error in the connected device.

Has an open or initial error occurred in the error log area? Check and correct the error.

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test ((_7 Page 333, Appendix 6.2)
+ Self-loopback test ((_=— Page 332, Appendix 6.1)
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16.6.9

buffer.

Data cannot be received with communications using a fixed

The following table lists how to troubleshoot the problem when an E71 cannot receive data with communications using

a fixed buffer.

Check item

Action

Does the receive data length match with the amount of data
actually received?

If the amount of the actually received data is smaller than the receive data
length, receive the remaining data. If it is larger than the receive data
length, receive the excess data as the next request message or discard it.

Has the connection with the connected device been opened?
(Check the corresponding bit of 5000y in the buffer memory.)

» Open the connection with the connected device.

» Check if the open/close processes for 1/O signals and the OPEN/CLOSE
instructions are not used together for the same connection. If so, correct
the program.

» Read Open error code (address: 7Cy) in the communication status

storage area. Then check the error details and correct the error.

Is the IP address setting of the connected device correct?

Check and correct the IP address of the connected device.

Does the communication protocol (TCP/IP or UDP/IP) match
with that of the connected device?

Use the same communication protocol (TCP/IP or UDP/IP) as that of the
connected device.

Is the receive status signal of the corresponding fixed buffer
on? (Check the corresponding bit of 5005, in the buffer

memory.)

Data was not sent from the connected device. Check the connected device
on the sending side and correct the error.

Was the BUFRCYV instruction executed?

« Correct the execution conditions of the BUFRCYV instruction.

» Check if the send/receive processes for I/0 signals and the
BUFSND/BUFRCYV instructions are not used together for the same
connection. If so, correct the program.

Was the BUFRCYV instruction completed normally?

Check the error code in the BUFSND instruction completion status area
and correct the error.

Was the BUFRCVS instruction executed?

« Correct the interrupt setting of the programming tool.

» Check if the send/receive processes for I/0 signals and the
BUFSND/BUFRCYV instructions are not used for the same connection. If
so, correct the program.

Is the control data of the BUFRCVS instruction correct?

Correct the control data.

Has an open or initial error occurred in the error log area?

Check and correct the error.

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test ([ 5 Page 333, Appendix 6.2)
+ Self-loopback test ((_=— Page 332, Appendix 6.1)
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16.6.10 communications using a random access buffer cannot be

performed.

The following table lists how to troubleshoot the problem when an E71 cannot perform communications using a

random access buffer.

Check item

Action

Has the connection with the connected device been opened?
(Check the corresponding bit of 5000y in the buffer memory.)

* Open the connection with the connected device.

* Check if the open/close process for I/O signals and the OPEN/CLOSE
instructions are used together for the same connection. If so, correct the
program.

Did the connected device send a command?

Send a command to the E71.

Was a response returned to the device that had sent the
command?

» Check if the correct IP address was specified in the command. If not,
correct the IP address and send the command again.

* Check if the communication protocol (TCP/IP or UDP/IP) matches with
that of the connected device. If not, correct it.

Is the end code of the response 07?

Check the end and error codes to correct the error.

Is the correct buffer memory address specified for the
command?

Correct the buffer memory address and send the command again.

Has data been set in the specified address of the random
access buffer?

Write the data.

Has the write data been set in the connected device?

Set the data.

Has an open or initial error occurred in the error log area?

Check and correct the error.

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test ((_ 5 Page 333, Appendix 6.2)
« Self-loopback test (5~ Page 332, Appendix 6.1)
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16.6.11 The access cannot be allowed/denied correctly by the IP filter.

The following table lists how to troubleshoot the problem when the access cannot be allowed/denied correctly by the IP

filter.
Check item Action
Is the setting value in IP filter function type setting (address: | Correct the value in IP filter function type setting (address: 5701y) and
5701y) correct? perform IP filter setting by the reinitialization process again.

Are the setting values in IP address setting 1 to 8 (address: | Correct the values in IP address setting 1 to 8 (address: 5702 to 5721y)
5702y to 5721y) correct? and perform IP filter setting by the reinitialization process again.

Is the IP address of the proxy server set to be allowed? Set the IP address of the proxy server to be denied.
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1661 2 An e-mail cannot be sent.

The following table lists how to troubleshoot the problem when an E71 cannot send an e-mail.

(1) When sending an e-mail with a program

Check item Action

Was the MSEND instruction executed? Correct the execution conditions of the MSEND instruction.

Check the error code in the MSEND instruction completion status area and

Was the MSEND instruction completed normally? . .
the e-mail sending error log to correct the error.

Check with the system administrator that the following settings are correct:
* DNS setting
* E-mail setting

Is the error response received from the mail server using the
MRECYV instruction?

If the action above does not solve the problem, check the following.
* Is the e-mail parameter setting of the E71 correct?
* Is the mail server system down?
« Is there any error in the communication path?

(2) When sending an e-mail with the programmable controller CPU monitoring

function
Check item Action
Are the monitoring conditions satisfied? Check the notification setting with the programming tool.
Was the first sending performed using the programmable Check if there is any device outside the range of the device settings among
controller CPU monitoring function? the condition devices and correct the condition device.

Correct the following so that the monitoring condition disable time becomes
longer than the value set in "PLC Inquiry Interval".

* PLC Inquiry Interval

+ Condition Device

Correct the following so that the sending time of the SMTP server and the
E71 becomes shorter than the value set in "PLC Inquiry Interval".

* Reduce the load on the SMTP server.

* When the SMTP server and the E71 are connected via routers or other

devices, connect the E71 to the same main line as the SMTP server.

Were the second and subsequent sendings performed using
the programmable controller CPU monitoring function?

"JUSS 8q Jouued |lew-a Uy Z1'9'9L
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If the action above does not solve the problem, check the following.
* Is the e-mail parameter setting of the E71 correct?
* Is the mail server system down?
« Is there any error in the communication path?
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1661 3 An e-mail cannot be received.

The following table lists how to troubleshoot the problem when an E71 cannot receive an e-mail.

Check item

Action

Was the MRECYV instruction executed?

Correct the execution conditions of the MSEND instruction.

Was the MRECYV instruction completed normally?

Check the error code in the MRECYV instruction completion status area and
correct the error.

Does the receive data exist in the device?

« Shorten the inquiry interval.
» Check if there is any error in the communication path.
» Check the number of e-mails remaining on the mail server.

Is the receive data value incorrect? (Are the characters in the
subject garbled?)

» Check and correct the e-mail parameter settings.
» Check if the mail server system is down.
» Check if there is any error in the communication path.

Is a device other than the E71 sending the data?

If EUC or SHIFT-JIS is used, perform the following:

» Send an e-mail from a personal computer to the own station.

» Check the header information of the received e-mail sent by the own
station.

For Outlook Express, select "Properties" — "Details". In the header

information, check that the setting is "Content-Type:text-plain:charset=iso-

2022jp". If it is "charset=EUC-jp" or "charset=SHIFT-JIS", correct it.

Is the E71 sending the data?

Because the E71 does not decode received data, it cannot receive an e-
mail normally. Try to send an e-mail from a device other than the E71.

Did the sending device send the e-mail in the ASCII code or
convert the ASCII code further into the ASCII code?

Check the following.

» Convert the e-mail attachment into the binary code and send it.

» Check if the sent data (e-mail attachment) is not in the ASCII code.

» When the destination is a personal computer, use another mailer. If the
received e-mails differ depending on the mailer used, check the mailer
settings.

» Check if the encoding and decoding methods of the mail server differs
from those of Ethernet.
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16.6.14 communications using data link instructions cannot be

performed.

The following table lists how to troubleshoot the problem when an E71 cannot perform communications using data link

instructions.

Check item

Action

Is the communication status of the connected device
normal?

Correct the error of the connected device.

Is the number of resends set upon every instruction
execution?

Modify the program to set the number of resends upon every instruction
execution.

Does an error occur even after the arrival monitoring time is
increased?

Check and correct the arrival monitoring time.

Does an error occur even after the setting value in "TCP
Resend Timer" in the initial setting is increased?

Check and correct the setting value in "TCP Resend Timer".

Are the routing parameter settings correct?

Check the routing parameters and correct the error.

Is the Station No. <->IP information setting configured?

Set the "Station No.<->IP Information" setting in the network parameter

window. (@ MELSEC-Q/L Ethernet Interface Module User's Manual
(Application))

If the action above does not solve the problem, perform the following tests on the E71 to check for hardware error.
» Hardware test ((_ 5 Page 333, Appendix 6.2)
« Self-loopback test ((_7~ Page 332, Appendix 6.1)
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1 6.7 Error Code List

This section describes the error codes (abnormal codes) of the errors that may occur in each process for performing

communications between the E71 and a connected device as well as errors caused by process requests issued from

the CPU module of the own station, the error details, and the actions to be taken. The following table lists the types of

errors that may occur.

Error type

Description

Buffer memory area that
stores the error code

Errors occurring in the initial process

« Setting value error
« Initial process error

Page 259, Section 16.7 (1)

Errors occurring in the open process

« Setting value error
» Open process error

Page 259, Section 16.7 (2)

Errors occurring in communications using a
fixed buffer (sending) with the connected
device

« Specified data error
» Sending error

Page 259, Section 16.7 (3),
Page 259, Section 16.7 (4)

Errors occurring in communications using a
fixed buffer with the connected device

« Specified data error

» Communication error (excluding errors occurring in
communications using a fixed buffer (sending) with
the connected device)

Page 259, Section 16.7 (4)

Errors returned to the connected device when
communicating with it

« Errors returned in communications using a fixed
buffer (end code)

« Errors returned in communications using a random
access buffer (end code)

Errors returned in communications using the MC
protocol

End code or error code for each
command

Errors occurring while communicating with the
destination (including the causes in the
"Description" column), and whose error codes
are stored in the error log area

« Specified data error

« Errors where the source cannot be found

« Errors that have occurred in MC protocol
communications

« Errors that have occurred in communications using
a random access buffer

Page 260, Section 16.7 (5)

Errors occurring in data communications
using the predefined protocol

« Setting data error
* Receiving error

Page 261, Section 16.7 (6)
Page 263, Section 16.7 (7)

Errors (response commands) occurring in
communications with the destination using the
file transfer (FTP server) function

« Specified data error
« Communication error

[ [] MELSEC-L CPU Module
User's Manual (Built-In Ethernet
Function)

Errors occurring in communications using the
Web function

Communication error

Page 264, Section 16.7 (8)

Errors occurring when an e-mail is received

« Setting data error
* Receiving error

Page 265, Section 16.7 (9) (a)

Errors occurring when an e-mail is sent

« Setting data error
» Sending error

Page 267, Section 16.7 (9) (b)

Errors occurring in communications using
data link instructions from the CPU module of
the own station

« Specified data error
« Communication error

Not stored (stored in the complete
status area of the instructions)

Errors occurring in communications using the
dedicated instructions from the CPU module
of the own station

« Specified data error
» Communication data error

Not stored (stored in the complete
status area of the instructions)
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Initial error code (address: 69y)

The error codes generated when the initial process is executed are stored. Error codes are stored in binary when
Initial abnormal end signal (X1A) is on. The error codes are cleared when Initial normal completion signal (X19)
turns on, but can be also cleared by the following processes:

» Resetting or powering off the CPU module

» Writing O to the initial error code storage area using a program

Open error code (address: 7Cy to C1y, 5824, to 5869)

The result of the open process for connection with the connected device is stored in binary.
¢ 0: Normal completion
» Values other than 0: Abnormal end (Open abnormal detection signal (X18): ON)

The error codes are cleared by the following operations:
* Reopening the connection that caused an open error
» Powering off and on or resetting the CPU module

Fixed buffer sending error code (address: 7Dy to C2, 5825, to 586Ay)

The error codes generated when an error has occurred in data sending to the destination during communications
using a fixed buffer in the connection with the connected device are stored. A sending error code is cleared when
the next data sending is completed normally.

Connection end code (address: 7E,; to C3, 5826 to 586B)

The codes returned in the responses from the destination during communications using a fixed buffer in the
connection with the connected device are stored in binary. Process the end codes in the responses according to
the destination.
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(5) Error log area (address: EOy to 1FF})

The following table lists the details of the error log area. The buffer memory addresses of the error log block are
those of the error log block 1. For the addresses of the error log block 2 and later, refer to the list of buffer memory

addresses. ([_ 7 Page 35, Section 3.5.2)

Buffer memory .
Address Description
name
The number of errors registered in the error log block area is stored. When the number of
Number of errors E34 .
errors reaches 65536, the count stops at FFFF(65535).
The number of the error log block where the latest error log is registered is stored.
+ 0: No error (no registration of error log)
* 1 or more: The number of the error log block where the latest error log is registered.
Error log write pointer E4y
If the pointer value is 16, it means that the latest error log is registered in the error log block
16 area. When the number of errors reaches 17, the error log is then registered in the error
log block 1 area again.*2
Error An error code indicating error details is stored. The subheader code of the error message is
code/end E5y stored in bits 0 to 7 of the corresponding area. (Bits 8 to 15 store 0.) For errors below the
code TCP/IP or UDP/IP level, 0 is stored.
The command code of the error message or the values of the lower bytes of the request type
and subrequest type of the data link instructions are stored.
Command b15 to b0 b15 to b8 b7 to b0
E7
code H Command code | or ‘ Subrequest type Request type
0 is stored in the following cases:
Error log * For messages not containing a command code
block » For errors below the TCP/IP or UDP/IP level (because their commands are unknown)
Connection Es The number of the error connection is stored in bits 0 to 7 of the corresponding area. (Bits 8
No. H to 15 store 0.) For errors below the TCP/IP or UDP/IP level, 0 is stored.
Own station E9 The port number of the error own station is stored. For errors below the TCP/IP or UDP/IP
port No. H level, O is stored.
o The IP address of the error connected device is stored. 0 is stored in the following cases:
Destination
IP address EAy and EBy « For errors below the IP level
* When an error response was sent through the CPU module
Destination EC The IP address of the error connected device is stored. For errors below the TCP/IP or
Port No. H UDPI/IP level, O is stored.
Status f h tocol | 1781 to 1FF The number of occurrences of the corresponding status of each protocol is stored. When the
alus for each protoco H H count value by the E71 exceeds two words, the count stops at FFFFFFFFy (4294967295).

*1 The error information is continued to be stored into the following areas even if the count of the errors is stopped:
» Error log write pointer storage area
» Error log block

*2 An error log block area consists of 16 error log blocks that have the same data order.

Point/’

Values stored in the buffer memory are cleared when an E71-connected station is powered on or reset. (They are not
cleared during the initial process.) Although this area does not normally need to be read, read it when necessary for
maintenance or other purposes.
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(6) Protocol setting data check area (address: 5320 to 533Fy)

The following table lists the details of the protocol setting data check area.

Buffer memory name

Address

Description

Protocol No.

5324y,

When an error is detected in the protocol setting data, the protocol No. where an error has
been detected is stored.

The protocols are checked from the lowest protocol No. and the first protocol No. where an
error has been detected is stored.

+ 0: No errors

+ 1 to 128: Protocol No.

« 65535: Unidentified !

Setting type

Protocol

5325,

When an error is detected in the Packet Setting or Element Setting, 0 is stored.
When an error is detected in the Protocol Detailed Setting, 1 is stored.

(Valid when the Protocol No. value is 1 to 128)

* 0: Packet setting or element setting

* 1: Protocol detailed setting

- 65535: Unidentified"!

setting data
error
information

Packet No.

5326,

When an error is detected in the protocol setting data, the packet No. where an error has been
detected is stored.

The send packet is checked first, then receive packet (expected packet) is checked from the
lowest packet No. and the first packet No. where an error has been detected is stored.

(Valid when the Setting type value is 0)

* 0: Send packet

+ 1 to 16: Receive packet

- 65535: Unidentified"!

Element No.

5327,

When an error is detected in the protocol setting data, the element No. where an error has
been detected is stored.

The elements are checked from the lowest element No. and the first element No. where an
error has been detected is stored.

(Valid when the Setting type value is 0)

* 1 to 32: Element No.

« 65535: Unidentified"!

Number of registered
protocols

5328y,

Number of registered protocols in the protocol setting data is stored.
When the check results include any error, 0 is stored.

* 0: No registration

* 1 to 128: Number of registrations
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Buffer memory name

Address

Description

Protocol registration

5330y to
533F

The information about whether protocol setting data has been registered is shown by on/off
status of the corresponding bit.
When the check results include any error, 0 is stored in all bits.

Registration status of
protocol No.16

Buffer memory address 5330H

1 (ON): Registered

0 (OFF): Not registered

Unused
(reserved)

~

5331H

5337H

5338H

533FH

b15 b14 b13

to

Registration status of
protocol No.1

b2 b1 b0

to

to

to

L

Registration status of
protocol No.128

]

Registration status of
protocol No.113

to

to

*1 When the setting value gets Unidentified (65535), the following causes are possible:

- When settings undetectable with the E71 used are written

- When the protocol setting data is broken (hardware failure)
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(7) Predefined protocol support function execution status check area (address:
54COH to 55FFH)

The following table lists the details of the predefined protocol support function execution status check area.
The buffer memory addresses are those of Connection No.1. For the addresses of the Connection No.2 and later,

refer to the list of buffer memory addresses. ((_7 Page 35, Section 3.5.2)

Buffer memory name Address Description

The status of protocols being executed in Connection No.1 is stored.
* 0: Unexecuted

* 1: Waiting for transmission

Protocol execution status 54C0y « 2: Sending

« 3: Waiting for data reception

* 4: Receiving

* 5: Completed

Verification result of receive packet No.1 is stored. ((__3 Page 263, Section 16.7 (7) (a))
54C2y, * b0 to b7: Element No. where the verification result did not match
* b8 to b15: The cause of mismatch (verification result code)

Received data verification
result (receive packet No.1)

Received data verification 54C3,to

result (receive packet No.2 54D1 The bit configuration is the same as receive packet No.1.
H
to 16)

The number of protocol executions in Connection No.1 is stored.

Number of protocol » 0: No protocol execution

executions >4D2y 1 to 65535: Number of executions (When the number exceeds 65535, the value remains
65535.)
Cancels the protocol executed in Connection No.1.
Protocol cancellation « 0: No cancellation specification
specification 54D3y « 1: Cancellation request (set by user)
« 2: Cancel completed (set by the system) 5
m
(a) Received data verification result 3
The following information is stored in Received data verification result. g
» Element No. where the verification result did not match (b0 to b7) %
Stored value Description -
0 Verification matched
1to 32 Element No. where the verification result did not match
FFy Verification not performed

» The cause of mismatch (verification result code) (b8 to b15)

Stored value Description Cause
00y Normal -
. ) The total packet size of receive data is smaller than that set in protocol

01y Insufficient receive data

data.
104 Data not matched The receive data do not match the value set in protocol data.

. . When "ASCII Hexadecimal" is set in Code Type, data not in ASCII code

11y ASClI-binary conversion error )

are received.
124 Data length error The received Length value exceeded 2046 bytes.

. The Length value received from the connected device does not match the

30y Data length size error

actual length.
FFy Verification not performed -
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(8) HTTP status storage area (address: 5101y to 5177)

The following table lists the HTTP status storage areas. The buffer memory addresses of the error log block are
those of the error log block 1. For the addresses of the error log block 2 and later, refer to the list of buffer memory

addresses. ([_ 7 Page 35, Section 3.5.2)

Buffer memory .
Address Description
name
The number of the error log block where the latest error log is registered is stored.
+ 0: No error (no registration of error log)
» 1 or more: The number of the error log block where the latest error log is registered.
Error log pointer 5101y
If the pointer value is 16, it means that the latest error log is registered in the error log block
16 area. When the number of errors reaches 17, the error log is then registered in the error
log block 1 area again.*1
The number of times the HTTP response code was returned from the E71 to the Web
Log counter 5102} to 5106y ) P
browser is stored.
HTTP
response 5108y The HTTP response code in case of an error is stored.
code
Destination . .
5109 to 510Ay | The IP address of the server in case of an error is stored.
IP address
The time when the error occurred is stored in the BCD code.
Error |og b15 to b8 b7 to b0
block | Month (01H to 12H) ‘ Year (00+ to 99H): Last two digits of the year ‘
b15 to b8 b7 to b0
Error time | 510By to 510Ey | Hour (00H to 23H) ‘ Day (01H to 31k) ‘
b15 to b8 b7 to b0
| Second (00H to 59H) I Minute (00H to 59H) ‘
b15 to b8 b7 to b0
| Year (00H to 99H): First two digits of the year ‘ Day of the week (0 to 6) ‘

*1 An error log block area consists of 16 error log blocks that have the same data order.
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(9) E-mail status storage area (address: 5870y to SFFFy)

When the stored count exceeds FFFF, the count starts from Oy again. The following table lists the details of the

e-mail status storage area. The buffer memory addresses of the error log block are those of the error log block 1.

For the addresses of the error log block 2 and later, refer to the list of buffer memory addresses.

("_5 Page 35, Section 3.5.2)

(a) Receive area

Buffer memory name

Address

Description

Number of mails remaining on
the server

5870,

The number of remaining e-mails returned when the E71 inquired the receive mail server
is stored.

+ 0: No received mail in the server

* 1 to 15: The number of mails remaining in the server

* 16: The number of mails in the server is 16 or more.

Dedicated instruction normal
completion count

5871y

The cumulative number of normal completions of the dedicated instruction (MRECV) is

stored.

» 0: The MRECYV instruction has not been executed or no executions have resulted in
normal completion.

1 or more: The cumulative number of normal completions of the MRECYV instruction

Dedicated instruction abnormal
completion count

5872,

The cumulative number of abnormal ends of the dedicated instruction (MRECV) is

stored.

» 0: The MRECYV instruction has not been executed or no executions have resulted in
abnormal end.

* 1 or more: The cumulative number of abnormal ends of the MRECYV instruction

Normal receiving count

5873,

The cumulative number of received e-mails forwarded by the E71 to the mail buffer data
area is stored.

+ 0: No mail has been transferred.

* 1 or more: The number of normal mail transfer completions

Attached file receiving count

5874y

The cumulative number of e-mails with an attachment received by the E71 is stored.
* 0: No e-mail with an attachment has been received.
* 1 or more: The number of normal reception of e-mails with an attachment

Server inquiry count

5875,

The cumulative number of inquiries to the receive mail server according to the parameter
setting is stored.

+ 0: No inquiry has been made to the server.

* 1 or more: The cumulative number of inquiries to the server

Server communication error
count

5876,

The cumulative number of communication errors returned in response to inquiries to the
receive mail server is stored.

* 0: No communication error between servers or no inquiry

* 1 or more: The cumulative number of communication errors

Error log write count

58774

The cumulative number of registrations in the receiving error log block area is stored.
* 0: No error or no inquiry to the server
* 1 or more: The cumulative number of writes to the error log block area

Receiving error log write
pointer

5878y,

The number of the error log block where the latest receiving error log is registered is
stored.

+ 0: No error (no registration of error log)

1 or more: The number of the error log block where the latest error log is registered.

If the pointer value is 16, it means that the latest error log is registered in the receiving
error log block 16 area. When the number of errors reaches 17, the error log is then

registered in the error log block 1 area again.*1
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Buffer memory name Address Description
Error code 5879y An error code indicating the error details is stored.
Command code | 587Ay The system command code of the error message is stored.
The first eight words of the sender's e-mail address of the error e-mail in the
communications with the mail server are stored in the ASCII code.
From 587By i ) )
(Example) If the sender's e-mail address is "use@from.add.sample.co.jp",
"use@from.add.sam" is stored in the ASCII code.
The date and time when the e-mail was received are stored in the BCD code.
b15 to b8 b7 to b0
Error log —
block ‘ Month (01H to 12H) | Year (00H to 99H): Last two digits of the year |
b15 to b8 b7 to b0
Date 5883y ‘ Hour (O0H to 23H) | Day (01H to 31H) |
b15 to b8 b7 to b0
I Second (00H to 59H) | Minute (00H to 59H) |
b15 to b8 b7 to b0
‘ Year (00H to 99H): First two digits of the year | Day of the week (0 to 6) |
. The first 30 words of the e-mail subject are stored. A subject is not stored successfully if
Subject 58874

it contains characters other than alphanumeric and ASCII code characters.

266

*1 A receiving error log block area consists of 16 error log blocks that have the same data order.



(b) Send area
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Buffer memory name Address Description
The cumulative number of normal completions of the dedicated instruction
(MSEND) is stored.
Dedicated instruction normal 5839 » 0: The MSEND instruction has not been executed or no executions have
completion count H resulted in normal completion.
* 1 or more: The cumulative number of normal completions of the MSEND
instruction
The cumulative number of abnormal ends of the dedicated instruction (MSEND) is
. . . stored.
Dedicated instruction abnormal ) ) )
. 5B3Ay » 0: The MSEND instruction has not been executed or no executions have
completion count )
resulted in abnormal end.
1 or more: The cumulative number of abnormal ends of the MSEND instruction
The cumulative number of sent e-mails forwarded by the E71 to the send mail
Number of mails normally server is stored.
5B3By ]
completed » 0: No mail has been sent.
* 1 or more: The number of normal completions of mail sending
The cumulative number of e-mails with an attachment sent by the E71 is stored.
Attached file sending count 5B3CH «» 0: No e-mail with an attachment has been sent.
* 1 or more: The number of normal sending of e-mails with an attachment
The cumulative number of e-mails sent by the E71 to the send mail server is
stored.
Sending to the server count 5B3Dy .
« 0: No e-mail has been sent to the server.
* 1 or more: The cumulative number of sending e-mails to the server
The cumulative number of communication errors returned in response to send
Number of mails abnormally 5B3E requests to the send mail server is stored.
completed H * 0: No communication error between servers or no e-mail sent
1 or more: The cumulative number of communication errors
The cumulative number of registrations in the send error log block area is stored.
Error log write count 5B3Fy = 0: No error or no inquiry to the server
* 1 or more: The cumulative number of writes to the error log block area
The number of the error log block where the latest send error log is registered is
stored.
« 0: No error (no registration of sending error log)
» 1 or more: The number of the error log block where the latest sending error log
Sending error log write pointer 5B40y is registered.
If the pointer value is 8, it means that the latest error log is registered in the
receiving error log block 8 area. When the number of receiving errors reaches
nine, the error log is then registered in the error log block 1 area again.*1
Error code 5B41y An error code indicating the error details is stored.
Command code | 5B42y The system command code of the error message is stored.
The first eight words of the receiver's e-mail address of the error e-mail in the
To 5843 communications with the mail server are stored in the ASCII code.
H (Example) If the sender's e-mail address is "use@from.add.sample.co.jp",
Error log block "use@from.add.sam" is stored in the ASCII code.
The date and time when the e-mail was sent are stored in the BCD code (similar to
Date 5B4By
5883, of (a)).
The first 15 words of the e-mail subject are stored. A subject is not stored
Subject 5B4Fy successfully if it contains characters other than alphanumeric and ASCII code

characters.

*1 A sending error log block area consists of 16 error log blocks that have the same data order.
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communications

End codes returned to a connected device during data

The following table lists the error codes stored in the end code appended to a response during data communications.

O: Stored in the end code appended to a response

Data communication type

Error . . Communications | Communications
Error description Action MC protocol
code L using a fixed using a random
communications
buffer access buffer
When each
00 N | et communication is o o o
H ormat compietion normally completed, the
error code 00y is stored.
. L * Check and correct the
 The device range destination of o .
. . . specified start device
02y devices to be read/written from/to is O
. and the number of
incorrect. .
points.
» Codes for the command/response
type of a subheader are not within the
specifications. « Check and correct the
MC protocol communications: 00y to command/response
3Cy type set for the
Communications using a fixed buffer: connected device.
60K (Because the E71
icati i automatically adds
504 Communications using a random access y o o o
buffer: 61y, 62 the
+ In communications using a fixed command/response
buffer, if the data length setting is type, the user setting
smaller than the actual data amount, is not required.)
the remaining data is processed as the | * Checkand correct the
second data. In this case, a subheader data length.
undefined command type error may
occur.
* In communications using a random
access buffer, the start address » Check and correct the
51y specified by a connected device has specified start O
been set outside the range from 0 to address.
6143.
* In communications using a random
access buffer, the start address and
the number of data words (depending
. . * Check and correct the
on the setting when reading data)
o . start address and the
specified by a connected device
number of data
52y exceeds the range from 0 to 6143. O O

Data by the number of words specified
(text) cannot be sent in one frame.
(The data length value or the amount
of the text sent/received are not in the
allowable range.)

words.
* Correct the number of
read/write points.
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Data communication type

Error o . Communications | Communications
Error description Action MC protocol
code L using a fixed using a random
communications
buffer access buffer
* When "ASCII Code" has been
selected in the communication data
code setting in the Ethernet operation * Check and correct the
544 ) 9 ) P data sent from the O O @)
setting, ASCII code data which cannot .
) . connected device.
be converted into binary code data has
been sent from the connected device.
* Enable (select)
"Enable Online
* When "Enable Online Change" was Change" in the
disabled (or not selected) in the Ethernet operation
Ethernet operation setting, the setting and write data.
connected device requested a data (However, a
55 write while the CPU module was parameter, program, o
H running. or microcomputer
» While the CPU module was running, program cannot be
the connected device requested for written while the CPU
writing a parameter, program, or module is running.)
microcomputer program. * Set the switch on the
CPU module to STOP
and write the data.
» The connected device specified a * Correct the device
56 ©)

wrong device.

specification.
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Data communication type

Error . . Communications | Communications
Error description Action MC protocol
code L using a fixed using a random
communications
buffer access buffer
* The number of points for a command
specified by a connected device
exceeds the maximum number of
rocessing points (number of
P 9p ( * Correct the specified
processes that can be executed per .
N points or the start
communication) for each process. )
address (device O
» Addresses from the start address
. number and step
(start device number and start step number)
number) to the specified number of ’
points exceed the largest addresses
(device number and step number) for
each process.
* The byte length of a command is not
within the range defined by the
o * Check the data length
specifications.
. . of the command and O
* When data is written, the set number .
57 . o set the data again.
H of write data points is different from the
specified number of points.
* A monitor request was issued even .
o . * Register the
though monitoring data is not . O
. monitoring data.
registered.
+ Data cannot be read
 For data read/write in a microcomputer from/written to an
program, an address after the last area with an address o
address that can be set in the after the last address.
parameter setting has been specified. Correct the specified
address.
* In the block number specification of
the extension file register, a block
. + Correct the block
number exceeding the range of the O
. . number.
corresponding memory cassette size
has been specified.
* The start address (start device number
and start step number) of a command
specified by a connected device has * Correct the value to
been set outside the range that can be the one within the
specified. range that can be O
« For data read/write in a microcomputer specified for each
program or file register, values process.
exceeding the CPU module parameter
setting range has been specified.
58y * A block number specified for an * Correct the block o
extension file register does not exist. number.
) . - « Correct the device
« A file register cannot be specified. o O
specification.
» A word device has been specified for
the command for bit devices.
« The start number of bit devices has * Correct the command o

been specified using a value other
than a multiple of 16 in the command
for word devices.

or specified device.
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Data communication type

Error o . Communications | Communications
Error description Action MC protocol i X i
code L using a fixed using a random
communications
buffer access buffer
59, » An extension file register cannot be * Correct the device o
specified. specification.
» The CPU module and the E71 cannot * Check the error code
58,/ communicate. appended to the end o
» The CPU module cannot process a code and correct the
request from a connected device. error.
» The communication time between the * Increase the CPU
60y CPU module and the E71 exceeded monitoring timer O
the CPU monitoring timer value. value.
« After unlocking the
remote password
using the MC
protocol, perform
* In communications using a fixed communications
634 buffer, the remote password of the port using a fixed buffer. o o
for the destination E71 is in the lock * Exclude ports used
status. for communications
using a fixed buffer
from the targets of the
remote password
check.
Aly . )
The error details and how to troubleshoot the problem are the same as those for the error code stored in the buffer memory.
FFtEFH ((Z_Z Page 273, Section 16.7.3)
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16.7.2

compatible 1E frame

Abnormal codes returned during communications using an A-

The following table lists the error codes stored in the abnormal code appended to a response in the A-compatible 1E

frame in MC protocol communications. (An abnormal code is appended only when an end code is 5By.)

Response format | Subheader | End code |Abnorma| code| 00H |

If an abnormal code is stored,
"5BH" is stored here.

Error L. X
Error Error description Action
code
The PC number specified with a command is not | Change the PC number to FFy of the own station
104 PC number error FF of the own station or not the station number set | or not the station number set using the link
with the MELSECNET link parameters. parameter to perform communications again.
After the E71 receives a request from the
connected device normally, communications Perform communications again. If the error occurs
m Mode error cannot be normally performed between the E71 again, check for noise and other causes and/or
and the CPU module due to some causes such as | replace the E71.
noise.
The specified intelligent function module number . .
. . ) ) ) . Change the specified data contents in the control
Intelligent function has not been assigned to an intelligent function ) N
) ) procedure or change the connecting position of the
124 module designation module that has the buffer memory and where . ) .
o intelligent function module. Then perform
error communications can be performed. (For example, L .
. ) communications again.
the specified module is an I/O module or empty.)
Check if the remote STOP/PAUSE has been
The remote RUN/STOP cannot be executed. (The
already executed from another module. Then
184 Remote error remote STOP/PAUSE has been already executed . o
cancel the operation to perform communications
from another module.) .
again.
. ) ) o « Correct the specified device.
1Fy Device error Invalid device specification . . .
» Do not access a device which does not exist.
Check if the CPU module of the station number set
20 Link error The CPU module of the request destination has for the PC number has been disconnected. Then
H been disconnected from the data link. remove the cause of the disconnection to perform
communications again.
Memory access to the intelligent function module . .
. There is a hardware problem with the CPU
. . cannot be performed due to the following causes: . . .
Intelligent function . . . module, intelligent function module, or the E71.
21y « The control bus to the intelligent function module

module bus error

is faulty.
* The intelligent function module is in failure.

Please consult your local Mitsubishi
representative.

272



16.7.3

CHAPTER 16 TROUBLESHOOTING

Error codes stored in the buffer memory

The following table lists the error codes stored in each buffer memory area when an error occurs. For the buffer

memory areas where these error codes are stored, refer to the descriptions of the corresponding buffer memory area.
(I_F Page 35, Section 3.5.2)

Error code Error description Action
004
02y
0050y
0051y
0052y
0054 The error details and how to troubleshoot the problem are the same as those for the end code returned to the connected
H
device in data communications. ({__Z Page 268, Section 16.7.1)
0055y
0056y
0057y
0058y
0059y
» The CPU module and the Ethernet module cannot
0058 communicate. » Check the error code appended to the end code and
H * The programmable controller CPU cannot process the correct the error.
request from the connected device.
* The communication time between the CPU module and
0060y the Ethernet module exceeded the CPU monitoring timer | ¢ Increase the CPU monitoring timer value.
value.
o . . « After unlocking the remote password using the MC
* In communications using a fixed buffer, the remote o . .
L protocol, perform communications using a fixed buffer.
0063y password of the port for the destination Ethernet module L . .
L » Exclude ports used for communications using a fixed
is in the lock status.
buffer from the targets of the remote password check.
00AO This request cannot be specified in connection with the « Correct the request details.
H connected device. « Correct the open setting.
» Check and correct the text length or request data length of
Contents of the request cannot be analyzed because the
00A1H ) the Qn header. Then send data to the Ethernet module
text length or request data length is too short. .
again.
00A2, This request cannot be processed. « Correct the request details and command.
3E8, to « Refer to the troubleshooting section of the user's manual
AFEF (Errors detected by a programmable controller CPU) (hardware design, maintenance and inspection) for the
H CPU module used, and take corrective action.
70004 to (Errors detected by a module such as a serial * Refer to a manual such as a serial communication module
TFFFy communication module) user's manual, and take corrective action.
BOOOy to .  Refer to the CC-Link System Master/Local Module User's
(Errors detected by a CC-Link module) . )
BFFFy Manual, and take corrective action.
* The IP address setting value of the E71 for the initial
C001 process is incorrect. « Correct the IP address. Set the class to A/B/C.
H * The setting value of the subnet mask field for the router * Correct the subnet mask.
relay function is incorrect.
C002 Some of the various timer setting values for the initial » Check and correct each timer setting value for the initial
H process are outside the allowable range. process.
The setting value of the auto-open UDP port number for
C003y 9 P P  Check and correct the auto-open UDP port number.

the initial process is outside the allowable range.
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Error code

Error description

Action

* Correct the subnet mask and perform the initial process

C004y The setting value of the subnet mask field is incorrect. again
* The setting value of the default router IP address for the
router relay function is incorrect. * Correct the default router IP address and perform the
C005 » The network address (network address after the subnet initial process again.
H mask) of the default router IP address is different from * Set the same network address as that of the IP address of
that of the IP address of the Ethernet module in the own the Ethernet module in the own station.
station.
C006 The setting value of the subnet address for the router relay | < Correct the subnet address and perform the initial process
H function is incorrect. again.
* The setting value of the router IP address for the router o
. * Correct the router IP address and perform the initial
relay function is incorrect. .
process again.
C007y * The network address (network address after the subnet .
o * Change the IP address of the Ethernet module in the own
mask) of the router IP address is different from that of )
) ) station to the same address as the network address.
the IP address of the Ethernet module in the own station.
. . ) ) . Correct the value in IP filter function type setting (address:
The setting value in IP filter function type setting (address: . . o
C008y ) 5701y) and perform IP filter setting by the reinitialization
5701y) is not correct.
process again.
* A value out of range is set in IP address setting 1 to 8
(address: 5702 to 5721y). Correct the values in IP address setting 1 to 8 (address:
C009y * In IP address setting 1 to 8 (address: 5702 to 5721), | 5702y to 5721y) and perform IP filter setting by the
the value of start IP address is greater than the end IP | reinitialization process again.
address.
COOE The send/receive process has been executed while the IP | Do not execute the send/receive process while executing
H address in use detection function is being executed. the IP address in use detection function.
» Set different IP addresses.
COOFy One IP address is used for two or more modules. The MAC addresses of the Ethernet modules in the stations
with the same IP address can be checked in IP address
status storage area (5281 to 5286,,).
The setting value of the Ethernet module port number for
C010y o * Correct the port number.
the open process is incorrect.
The setting value of the port number of the connected
COo11y ) 9 P L * Correct the port number.
device for the open process is incorrect.
Co12 The port number set is used in a connection already * Correct the port numbers of the Ethernet module and the
H opened in TCP/IP. connected device.
The port number used in a connection already opened is
C0134 P . yop - Correct the port number of the Ethernet module.
set for the open process in UDP/IP.
The initial process or open process of the Ethernet module L
C014y . « Perform the initial process or open process.
is not completed.
The setting value of the IP address of the connected
C015y . 9 o » Correct the IP address. Set the class to A/B/C.
device for the open process is incorrect.
The open process of the connection (or the next » Check that none of the connections targeted for pairing
C016y connection) specified for pairing open has been already open has been opened.
completed. * Correct the combination of modules set for pairing open.
» Check the operation of the connected device.
» Check the open process of the connected device.
* Correct the open setting of the communication
Co17 A connection could not be established in the open process parameters.
H

of the TCP connection.

* Correct the port number of the Ethernet module, the IP
address and port number of the connected device, and the
open setting.

*» Check if the cable is disconnected.
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Error code

Error description

Action

The setting value of the IP address of the connected

C018y L « Correct the IP address.
device is incorrect.
« Correct the data length.
C020y The data length exceeds the allowable range. * When the amount of data to be sent exceeds the limit,
divide the data into smaller chunks to send it.
C021 An abnormal end response was received for » Read the response end code from the connection end
H communications using a fixed buffer. code or error log area and perform the required action.
* A response could not be received within the response » Check the operation of the connected device.
C022 monitoring timer value. « Correct the response monitoring timer value.
H » The connection with the connected device was closed » Check the open status of the connection with the
while waiting for a response. connected device.
» The connection with the connected device has not been
opened.
C023, P . . . « Open the connection with the connected device.
» The connection with the connected device has been
closed.
When "Predefined protocol" is set in "Fixed Buffer )
o ) L ] ) * Correct the connection number of
Communication" setting, communications using a fixed . .
BUFSND/BUFRCV/BUFRCVS/ECPRTCL instructions.
buffer or a random access buffer are executed. ) L .
C024 ] . . . * Correct the "Fixed Buffer Communication" setting
When "Procedure Exist" or "No Procedure" is set in "Fixed ) )
o . ) . (Procedure Exist/No Procedure/Predefined protocol) of
Buffer Communication" setting, a predefined protocol is ) )
the corresponding connection.
executed.
. . . . » When starting the open by using the OPEN instruction,
There is an error in the usage setting area when starting )
. . . correct the usage setting area of the control data.
C025y the open process by the OPEN instruction or input/output ) ) )
sianals » When starting the open by input/output signals, correct the
i .
g connection usage setting area of the buffer memory.
» Check that connection cable with the engineering tool is
) " . not disconnected and read/write/verify the predefined
An error has occurred when reading/writing/verifying the ) )
C026 ) . protocol setting data again.
predefined protocol setting data. ) ) »
» Do not write data simultaneously when writing protocol
setting data from multiple engineering tools.
» Because there may be congestion of packets on the line,
send data after a certain period of time.
C030y A sending error has occurred. « Check if the cable is disconnected.
« Perform the self-diagnostics test to check for an error in
the Ethernet module.
» Because there may be congestion of packets on the line,
send data after a certain period of time.
C031y A sending error has occurred. « Check if the cable is disconnected.
« Perform the self-diagnostics test to check for an error in
the Ethernet module.
» Check the operation of the connected device.
. ) « Correct the TCP ULP timeout value and perform the initial
A TCP ULP timeout error has occurred in the TCP/IP )
o ) process again.
C0324 communication. (The connected device does not send an . .
» Because there may be congestion of packets on the line,
ACK response.) . . .
send data after a certain period of time.
* Check if the cable is disconnected.
« Correct the IP address of the connected device and the
Ethernet address.
* Use the default value (FFFFFFFFFFFFy) if the connected
There is no connected device with the IP address that has dewc.e has the ARP function. f it does not have the
C0334 function, set the MAC address.

been set.

» Check the operation of the connected device.

» Because there may be congestion of packets on the line,
send data after a certain period of time.

* Check if the cable is disconnected.
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Error code

Error description

Action

On the ARP table, there is no connected device with the IP

C034y Decrease the number of communication destinations.
address that has been set.
. . » Check the operation of the connected device.
The existence of the connected device could not be . .
C0354 o L * Correct the settings of the alive check.
checked within the response monitoring timer value. . L
* Check if the cable is disconnected.
» Check if the cable is disconnected.
C036 Because a cable is not connected or disconnected, the * Perform the loopback test to check for an error in the line.
H send process cannot be executed. + Perform the self-diagnostics test to check for an error in
the Ethernet module.
* Not all the data could be received within the response
monitoring timer value. * Correct the data length of the communication data.
C040 « Sufficient data for the data length could not be received. | < Because there may be congestion of packets on the line,
H * The remaining part of the message divided at the correct the settings of the initial process.
TCP/IP level could not be received within the response » Send the same data from the connected device again.
monitoring timer value.
* Correct the checksum value sent from the connected
. . . device and send the correct value.
There is an error in the checksum of the receive data when K . . . .
C041y TCP is used « Check the situation of the line, such as noise, the distance
is used.
between the line and power cable, and the grounding of
each device.
* Correct the checksum value sent from the connected
. ) ) device and send the correct value.
There is an error in the checksum of the receive data when L . ) )
Cco042, UDP Is used » Check the situation of the line, such as noise, the distance
' between the line and power cable, and the grounding of
each device.
* Correct the checksum value sent from the connected
. . . device and send the correct value.
The checksum in the header of the IP packet received is K . . . .
C043y incorrect « Check the situation of the line, such as noise, the distance
i .
between the line and power cable, and the grounding of
each device.
» Check the operation of the connected device.
C044y An error packet of ICMP was received. . P o
» Check if the cable is disconnected.
. » Check the operation of the connected device.
C045, An error packet of ICMP was received. . o
* Check if the cable is disconnected.
. » Check the operation of the connected device.
C046y An error packet of ICMP was received. . o
* Check if the cable is disconnected.
» Check the operation of the connected device.
C047y An error packet of ICMP was received. . P o
» Check if the cable is disconnected.
. » Check the operation of the connected device.
C048y An error packet of ICMP was received. . o
» Check if the cable is disconnected.
» Check the operation of the connected device.
» Because there may be congestion of packets on the line,
send data after a certain period of time.
C049y An error packet of ICMP was received. . o P
» Check if the cable is disconnected.
« If an alive check timeout occurs, correct the IP assembly
timer value of the connected device.
» Check the operation of the connected device.
» Because there may be congestion of packets on the line,
CO4A An error packet of ICMP was received. (An IP assembly send data after a certain period of time.
H

timeout error has occurred in the connected device.)

* Check if the cable is disconnected.
« If an alive check timeout occurs, correct the IP assembly
timer value of the connected device.
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Error code

Error description

Action

An IP assembly timeout error has occurred. (The

» Check the operation of the connected device.
Because there may be congestion of packets on the line,
send data after a certain period of time.

C04By remaining part of the divided data could not be received ) o
) * Check if the cable is disconnected.
and a timeout has occurred.) ) o
« Correct the IP assembly timer value and perform the initial
process again.
co4C » Because there is no space in the internal buffer, such as | * Send the same data again and check the receipt of a
H the IP header buffer, data cannot be sent. response.
* In communications using an auto-open UDP port or
communications using a fixed buffer in the "No
. . « Correct the data length.
Procedure" control method, there is an error in the data . L
C04Dy o T « Correct the text size so that the text data size is within the
length specified in the application data of the message ) .
. receive buffer memory size.
received by the Ethernet module.
* Not all the receive data can be stored.
When "ASCII Code" has been selected in the « Select "Binary Code" in the Ethernet operation setting.
communication data code setting in the Ethernet operation Then restart the Ethernet module to perform
C050y setting, ASCII code data which cannot be converted into communications again.
binary code data has been sent from the connected » Check and correct the data sent from the connected
device. device and send it again.
CO51 The number of read/write points is outside the allowable « Correct the number of read/write points and send the data
H range. to the Ethernet module again.
C052 The number of read/write points is outside the allowable « Correct the number of read/write points and send the data
H range. to the Ethernet module again.
C053 The number of read/write points is outside the allowable « Correct the number of read/write points and send the data
H range. to the Ethernet module again.
Co54 The number of read/write points is outside the allowable « Correct the number of read/write points and send the data
H range. to the Ethernet module again.
CO55 » The number of file data read/write points is outside the « Correct the number of read/write points (or the number of
H allowable range. bytes) and send the data to the Ethernet module again.
« Correct the start address or the number of read/write
C056 * The read/write request exceeds the largest address. points and send the data to the Ethernet module again.
H » The address is 0. (Make sure that the request does not exceed the largest
address.)
. » Check and correct the text or requested data length of the
The request data length does not match with the number of
C057y . Qn header. Then send the data to the Ethernet module
data in the character (a part of text). )
again.
The request data length after the ASCII/binary conversion » Check and correct the text or requested data length of the
C058y does not match with the number of data in the character (a Qn header. Then send the data to the Ethernet module
part of text). again.
C059y Incorrect designation of the command and subcommand * Correct the request details.
The Ethernet module cannot read/write data from/to the . .
CO5AH - . » Check the device for read/write.
specified device.
The Ethernet module cannot read/write data from/to the ) )
C05By o i « Check the device for read/write.
specified device.
Co5C Incorrect request (For example, a request for data « Correct the request details and send it to the Ethernet
H read/write in bit units has been issued to a word device.) module again. (For example, change the subcommand.)
C05Dy The monitor registration is not performed. * Register the monitoring data and perform monitoring.
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Error code

Error description

Action

The communication time between the Ethernet module

* Increase the CPU monitoring timer value.

* Check that the programmable controller CPU is operating
normally.

» Correct the network number or PC number.

CO5ER and the programmable controller CPU exceeded the CPU o . . .
L « If the destination is a station with a different network
monitoring timer value. . .
number, correct the routing parameter setting.
« If the destination is a station with a different network
number, check if the network number is not in use.
CO5F This request cannot be executed to the target * Correct the network number or PC number.
H programmable controller. * Correct the read/write request details.
C060 Incorrect request (For example, incorrect data was * Correct the request details and send it to the Ethernet
H specified for bit devices.) module again. (For example, correct the data.)
. » Check and correct the text or requested data length of the
The request data length does not match with the number of
C061y ) Qn header. Then send the data to the Ethernet module
data in the character (a part of text). .
again.
When writing was prohibited while the CPU was running, * To write data to the remote 1/O station using the MC
C062 data has been written to the remote I/O station using the protocol (with a QnA-compatible 3E frame or 4E frame),
H MC protocol (with a QnA-compatible 3E frame or 4E select "Enable Write at RUN time" in the Ethernet
frame). operation setting.
» Read/write data without the device memory set for
extension.
Co70 The device memory cannot be extended for the target » Device memory can be extended only in an Ethernet
H station. module-connected station and a Q/QnACPU via CC-Link
IE Controller Network, MELSECNET/H, or
MELSECNET/10.
CO71 The number of device points for data read/write set for * Correct the number of device points for data read/write
H modules other than a Q/QnACPU is too large. and send the data to the Ethernet module again.
» Check whether the data can be requested to the target
Co72 Incorrect request (For example, a request for data programmable controller CPU.
H read/write in bit units has been issued to a word device.) » Correct the request details and send it to the Ethernet
module again. (For example, change the subcommand.)
The Ethernet module cannot issue this request to the
target programmable controller CPU. (For example, the
C0734 getprog . ( P - « Correct the request details.
number of double word access points cannot be specified
for modules other than a Q/QnACPU.)
Co74 This request cannot be executed to the target * Correct the network number or PC number.
H programmable controller CPU. * Correct the read/write request details.
+ Set the Station No. <-> IP information in the Ethernet
The destination IP address could not be obtained during module.
C080 CC-Link IE Controller Network, CC-Link IE Field Network, * Change the conversion method for the CC-Link IE
H MELSECNET/H, MELSECNET/10 relay communications Controller Network, CC-Link IE Field Network,
or communications using data link instructions. MELSECNET/H, and MELSECNET/10 relay
communication parameters.
The termination process for the Ethernet module is in . o L
o . . * Finish all the communications to perform the termination
C081y process, and whether communications using data link

instructions have reached cannot be checked.

process of the Ethernet module.

278



CHAPTER 16 TROUBLESHOOTING

Error code Error description Action
» Check if the relay station/connected station is operating
normally. (If the communication is alive, no action for this
o ) error is required.)
The communication process was abnormally ended in the ) ) . .
) L * Check if there is an error with the cable connection
following communications. . .
L ) ) between the own station and the connected station.
» Communications with a programming tool (UDP/IP) o .
C082y . ’ ) « If the line is heavily loaded, reduce the load.
» CC-Link |IE Controller Network, CC-Link IE Field )
* Increase the number of resends for the data link
Network, MELSECNET/H, MELSECNET/10 relay ) .
s instructions.
communications ) o

* Increase the time reserved for the communication process
in the service processing setting in "PLC System" under
"PLC Parameter".

» Check if the relay station/connected station is operating
normally. (If the communication is alive, no action for this
error is required.)

o . « Check if there is an error with the cable connection
The communication process was abnormally ended in X .
C083y o ) o . between the own station and the connected station.
communications using data link instructions. . .

« If the line is heavily loaded, reduce the load.

« Increase the time reserved for the communication process
in the service processing setting in "PLC System" under
"PLC Parameter".

» Check if the own station/relay station/connected station is
running normally.

» Check if there is a problem with the cable connection

cos4 The communication process was abnormally ended in between the own station and the connected station.
H communications using data link instructions. * Increase the TCP resend timer value.

* Increase the time reserved for the communication process
in the service processing setting in "PLC System" under
"PLC Parameter".

The own station's channel specified by another station in
C085y communications using data link instructions is currently in » Execute the request from another station again.
use.
A message exceeding the receive message size was )
C086y ) « Correct the send message size of the request source.
received.
There is an error in the IP address set in the Station No. <- | « In the Station No.<->IP information setting, set the IP
Co87 > |P information setting for CC-Link IE Controller Network, addresses for the CC-Link IE Controller Network, CC-Link
H CC-Link IE Field Network, MELSECNET/H, IE Field Network, MELSECNET/H, and MELSECNET/10
MELSECNET/10 relay communications. relay communication target devices.
. . . . . * Increase the request interval.
There is no insufficient space in the receive buffer of the
. . » Decrease the number of request nodes.
relay station PC number for MELSOFT connection or data . .
coB2y o . o o « Wait for a response to the previous request before
link instructions, or the communication request destination .
. . sending the next request.
station. (Receive buffer full error) )
« Correct the timeout value.
CoB3 A request that cannot be processed was issued from the « Correct the request details.
H programmable controller CPU. « Correct the network number or PC number.
COB5 Data that cannot be processed by the programmable « Correct the request details.
H controller CPU or Ethernet module was specified. « Cancel the current request.
C0B6y The channel number is outside the allowable range. « Specify the channel number from 1 to 8.
» Change the channel number.
COB7y A channel number currently in use was specified. » Perform communications again after the current
communications are completed.
* The network number or PC number is outside the
allowable range. « Correct the network number or PC number.
CoB8y

* A response from the programmable controller CPU is
faulty.

» Check the programmable controller CPU operation.
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Error code

Error description

Action

COB9y

The open process of the TCP connection has not been
completed.

* Perform the open process.

» Check the operation of the connected device.

+ After sending a close request (FIN) from the connected
device to the E71, perform the open process again and
wait for 500ms or more.

COBAL

Because the close process is in process using the CLOSE
instruction, a send request cannot be accepted.

+ Perform the open process and send the request.

COBBy

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

COBCy

The specified communication line is closed.

* Open the communication line.
* Correct the target connection number.

COBDy

Requests have been accepted successively and cannot be
sent.

» Check if requests have been sent successively without
waiting for a response.

COBE,

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

COBF

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

CoCOoy

The open process of the UDP connection has not been
completed.

* Perform the open process.
» Check the operation of the connected device.

CoC1y

The transmission interval of UDP is too short.

» Check if a send request is being repeatedly issued.
* Increase the send interval.
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Error code Error description Action
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
coc2y System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the

COoC3y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
The UINI instruction has been executed during ) ) . .
CoC4y N » Execute the UINI instruction after closing all connections.
communications.
» Enable the router relay function and perform the initial
process.
* A send request was issued to the connected device with | « Set the correct data in the router relay parameter.
cocsy, the class/network address different from those of the * Correct the IP address of the connected device and
own station when the router relay function is not used. perform the open process.
* The setting of the router relay parameter is incorrect. » Check if the network address is correct.
« After changing the network address, perform the initial
process again.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C0C6y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
» Take action such as separating networks or decreasing
the number of data sending to reduce the load on the
Ethernet line.
* Consult the network administrator and reduce the load on
COC7y An Ethernet module system error has occurred. the Ethernet line.

» Perform the self-diagnostics test to check for an error in
the Ethernet module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.
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Error code Error description Action
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CoC8y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C0oC9y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
COCAy System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
cocBy Another send request was issued before the send process | « Wait for completion of transmission before sending the
has not been completed. next send request.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CocCy System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.
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Error code Error description Action
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
COCFy System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

CODOy Incorrect data length was specified. « Correct the specified data length.
COD1y The number of resends is incorrect. « Correct the number of resends.
C0oD2y The arrival monitoring time is incorrect. « Correct the arrival monitoring time.
» Check the specified value for the communication
The number of relay stations in CC-Link IE Controller destination.
COD3y Network, CC-Link IE Field Network, MELSECNET/H, and - Correct the settings in the Station No. <-> IP information
MELSECNET/10 exceeded the allowable range. for the stations between the own station and the
communication destination.
» Check the specified value for the communication
The number of relay stations in CC-Link IE Controller destination.
CoD4y Network, CC-Link |E Field Network, MELSECNET/H, and « Correct the settings in the Station No. <-> IP information
MELSECNET/10 exceeded the allowable range. for the stations between the own station and the
communication destination.
COD5y The number of retries is incorrect. « Correct the number of retries.
« Correct the settings for the communication destination.
COD6y The network number or station number is incorrect. « Correct the specified value for the communication
destination.
« Set the parameters with the programming tool and write
them to the CPU module. Then perform communications
COD7y Data were sent without the initial process completed. with the connected device.
» Wait for normal completion of the initial process before
performing communications with the connected device.
CoD8y The number of blocks exceeded the range. « Correct the specified value for the number of blocks.
C0OD9y The subcommand value is incorrect. « Correct the specified value for the subcommand.
* Correct the IP address and host name of the Ethernet
) " module where the PING test is executed.
A response to the PING test could not be received within .
CODAy . o » Enable the Ethernet module where the PING test is
the time of the communication time check. L o
executed to perform communications. (Complete the initial
process.)
CODB The IP address and host name of the Ethernet module for « Correct the IP address and host name of the Ethernet
H the PING test are incorrect. module to perform the PING test.
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CODCy System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.
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Error code

Error description

Action

CODDy

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

CODE

Data could not be received within the specified arrival
monitoring time.

* Correct the specified arrival monitoring time.

* Correct the specified channel number.

» Check the status of the send source station and relay
station.

CODF

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

COEOy

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COE1y

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COE2y,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

* Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.
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COE3y,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COE4y,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COES5,,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COE6y,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COE7y

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COE8y,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.
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Error code

Error description

Action

COE9y

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

* Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COEAL

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

* Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COEBy,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COEC

An error was detected in the programmable controller
CPU.

* Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COEDy,

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COEE,

An error was detected in the programmable controller
CPU.

* Check that the programmable controller CPU and each
intelligent function module are properly connected.

* Check that the programmable controller CPU is not in the
reset status.

* Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.
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Error description
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COEF

An error was detected in the programmable controller
CPU.

» Check that the programmable controller CPU and each
intelligent function module are properly connected.

» Check that the programmable controller CPU is not in the
reset status.

» Check if an error exists in the programmable controller
CPU. If an error exists, take the action required to correct
it.

* Replace the power supply module, programmable
controller CPU, or intelligent function module.

COFO

An Ethernet module RAM error was detected in the
hardware test (H/W test).

 Perform the hardware test again. If an error occurs again,
the Ethernet module may have a hardware error. Please
consult your local Mitsubishi representative.

COF1y

An Ethernet module ROM error was detected in the
hardware test (H/W test).

 Perform the hardware test again. If an error occurs again,
the Ethernet module may have a hardware error. Please
consult your local Mitsubishi representative.

COF3

A system error (major error) was detected in the CPU
module.

* Remove the error cause of the CPU module in the own
station.

COF4y,

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

COF5y,

System error (The OS detected an error.)

« Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

COF6y,

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

COF7y

An error has occurred in the self-loopback test.

» Because there may be congestion of packets on the line,
send data from the connected device after a certain period
of time.

* Check if the cable is disconnected.

If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
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Error description

Action

COF8

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

C100y

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

C101y4

A response could not be received from the DNS client.

» Check the address of the DNS server.

*» Check if communications with the DNS server can be
performed using the PING command.

* Check if the IP addresses of the own station and the DNS
server belong to the same class. (If they belong to
different classes, check the router setting.)

c102y

A response from the SMTP layer could not be received.

* Check if the SMTP server name has been registered in
the DNS.

* Delete the SMTP server name and change the setting to
the IP address setting. Then check the operation.

* Check if communications with the SMTP server can be
performed using the PING command.

C103y

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

C104y

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.
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« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C105y System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the

C106y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C110y4 System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Check the cables and hubs.
C111y A response could not be received from the DNS client. » Check if communications with the DNS server can be
performed using the PING command.
» Check if the POP3 server name has been registered in the
DNS.
) * Delete the POP3 server name and change the setting to
C112y A response from the POP3 layer could not be received. . ]
the IP address setting. Then check the operation.
» Check if communications with the POP3 server can be
performed using the PING command.
« Specify the attachment on the sending side.
» Check the program on the sending side.
« If data sending using the MSEND instruction previously
failed with the sending source of the mail server, check the
c113, An e-mail without an attachment was received. (This error destination of the MSEND instruction.

occurs when an attachment is not read normally.)

» Check if the e-mail specifications, such as the
encoding/decoding style and file format, on the sending
side are the same as those for the Ethernet module.

» Receive an e-mail with an unknown destination and
unknown destination server from the SMTP server.
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Error code Error description Action
* Check if the file extension of the attachment is "bin" or
"asc" on the sending side.
C114y An e-mail that was received has an attachment with an * Check that the e-mail is not compressed or encrypted.
invalid name. » Check the destination of the MSEND instruction.
* Receive an e-mail with an unknown destination and
unknown destination server from the SMTP server.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C115y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C116y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C117y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C118y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Read Mail information storage area (address: 2682) of
C119y There is no received mail. the buffer memory and read received e-mails remaining

on the server.
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» Check that the e-mail is not compressed or encrypted.
» Check if the e-mail specifications, such as the
C11Ay The received mail failed to be converted. encoding/decoding style and file format, on the sending

side are the same as those for the Ethernet module.
» Check if the sending side has not divided the file.

An e-mail was sent and an error mail was received from

* Receive an e-mail with an unknown destination and
unknown destination server from the SMTP server. (The
received mail is stored in the mail buffer.)

C11By ) o « Check if the portion before "@" is correct in the mail
the mail server of the destination. L .
address setting in the parameter settings.
» Check if the portion before "@" has been registered on the
destination mail server.
 Check if the attachment size is 6K words or less.
C11Dy The attachment size exceeded the allowable size. « Check that the sending side has not divided the
attachment.
» Check that the port number of the SMTP server is 25.
C1204 The SMTP server could not be opened. » Check if communications with the SMTP server can be
performed using the PING command.
Communications cannot be performed with the SMTP . .
C121y « Check if the SMTP server is busy.
server. (Error response)
Communications cannot be performed with the SMTP
C122y P « Check if the SMTP server is busy.
server. (Abort)
Communications cannot be performed with the SMTP . .
C1234 « Check if the SMTP server is busy.
server. (Reset response)
) *» Check for an error in the SMTP server.
C124, A response from the SMTP server timed out. . . .
» Check if the network is heavily loaded.
. * Check for an error in the SMTP server.
C1254 Forcefully disconnected from the SMTP server ) . .
 Check if the network is heavily loaded.
» Check for an error in the SMTP server.
C126y The SMTP server could not be closed. ) . .
» Check if the network is heavily loaded.
) *» Check for an error in the SMTP server.
C127y Closing the SMTP server gave an error response. . . .
» Check if the network is heavily loaded.
The communication channel is closed because the service
C1304 . ) » Check the status of the SMTP server.
is not available.
. » Check that a user name not registered in the server has
The SMTP server is in process, and an error response was .
C1314 received not been specified.
' » Send the e-mail again after a certain period of time.
The SMTP server is in process, and an error response was
C132y ) » Check the status of the SMTP server.
received. (Local error)
The SMTP server is in process, and an error response was
C133y . - P P » Check the status of the SMTP server.
received. (Insufficient memory area)
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C134y System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.
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Error description
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* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the

C135y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C136y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C137y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
Cc138, The SMTP server is in process, and an error response was | ¢ Check if the mail address of the Ethernet module has
received. (Mailbox not found) been correctly set.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C139y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
C13A, The SMTP server is in process, .and an error response was | Check the status of the SMTP server.
received. (Exceeded the allocation of the memory area)
138, The SMTP server is in process, and an error response was | ¢ Check if the mail address of the Ethernet module has

received. (lllegal mailbox name)

been correctly set.

292



CHAPTER 16 TROUBLESHOOTING

Error code Error description Action
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C13Cq System error (The OS detected an error.) CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

» Check that the port number of the POP3 server is 110.
(The port number of the Ethernet module is fixed to 110.)

C1404 The POP3 server could not be opened. ] o .
» Check if communications with the POP3 server can be
performed using the PING command.
Communications cannot be performed with the POP3 . .
C141y « Check if the POP3 server is busy.
server. (Error response)
Communications cannot be performed with the POP3
C142, P « Check if the POP3 server is busy.
server. (Abort)
Communications cannot be performed with the POP3 . .
C143y « Check if the POP3 server is busy.
server. (Reset response)
) * Check for an error in the POP3 server.
C144, A response from the POP3 server could not be received. . . .
» Check if the network is heavily loaded.
C145y Forcefully disconnected from the POP3 server « Check for an error in the POP3 server.
* Check for an error in the POP3 server.
C146y The POP3 server could not be closed. . . .
» Check if the network is heavily loaded.
C147y Closing the POP3 server gave an error response. » Check for an error in the POP3 server.
C1504 POP3 server verification error » Check the status of the POP3 server.
The Ethernet module's mail address (e-mail setting » Check the account name of the mailbox on the server side
C151y parameter) is different from the account name in the and correct the account of the mailbox set in the Ethernet
mailbox on the server side. module.
The Ethernet module's password (e-mail setting )
o » Check the password on the server side and correct the
C152y parameter) is different from the password on the server
) password of the Ethernet module.
side.
An error has occurred in acquisition of the received mail . L
. . . . » Reset the server inquiry time to the default value and
C1534 list. (The list of the mail that arrived at the POP3 server .
. . restart the CPU module of the own station.
failed to be acquired.)
» Check that the e-mail is not compressed or encrypted.
C154 An error has occurred upon receiving a mail. (An e-mail » Check if the e-mail specifications, such as the
H cannot be read from the POP3 server.) encoding/decoding style and file format, on the sending
side are the same as those for the Ethernet module.
C160 A response was received from the DNS server after » Check if the network is heavily loaded.
H timeout. * Check the status of the DNS server.
. » Check if the network is heavily loaded.
C161y A response from the DNS server could not be received.

* Check the status of the DNS server.
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Error code

Error description

Action

c162y

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

C163y

System error (The OS detected an error.)

* Follow the procedure below.

(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.

(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
CPU module.

(3) Check if the power capacity is sufficient.

(4) Check if the hardware is normal according to the
manual for each module.

If the actions above do not solve the problem, please consult

your local Mitsubishi representative.

C171y4

An error was returned from the DNS server.

* Check if the IP address of the DNS server is correct.

* Check if the mail server names (SMTP server names and
POP server names) are correct.

» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

c172y

An error was returned from the DNS server.

* Check if the IP address of the DNS server is correct.

* Check if the mail server names (SMTP server names and
POP server names) are correct.

» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C173y

An error was returned from the DNS server.

* Check if the IP address of the DNS server is correct.

*» Check if the mail server names (SMTP server names and
POP server names) are correct.

» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C174y

An error was returned from the DNS server.

* Check if the IP address of the DNS server is correct.

* Check if the mail server names (SMTP server names and
POP server names) are correct.

» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C1754

An error was returned from the DNS server.

* Check if the IP address of the DNS server is correct.

*» Check if the mail server names (SMTP server names and
POP server names) are correct.

*» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.
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Error code Error description Action
» Check if the IP address of the DNS server is correct.
» Check if the mail server names (SMTP server names and
POP server names) are correct.
C176y An error was returned from the DNS server. )

» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C177y

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C178,

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C179y

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C17Ay

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C17By

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C17Cy

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C17Dy

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

C17Eq

An error was returned from the DNS server.

Check if the IP address of the DNS server is correct.
Check if the mail server names (SMTP server names and
POP server names) are correct.

Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.
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Error code

Error description

Action

* Check if the IP address of the DNS server is correct.
* Check if the mail server names (SMTP server names and
POP server names) are correct.

C17Fy An error was returned from the DNS server. . o . .

» Check with the network administrator if the DNS function
of the server specified in the DNS setting is properly
operating.

The device specified in "Condition Device" in "News Correct the device settings in the PLC parameter window
C180y Setting" is outside the range set in the [Device] tab of the | and specify the condition devices within the range of the
PLC parameter window. device settings.
Try again.
. If the same error occurs, the Ethernet module may have a
C1A0y An illegal request was made. . -
hardware error. Please consult your local Mitsubishi
representative.
C1A2y A response to the request could not be received. » Check and correct the response waiting time.
C1A4y A request or subrequest is incorrect. « Correct the request and subrequest.
C1A5, The specified target station or clear target is incorrect. * Correct the specified target station or clear target.
+ Specify the connection number within the range of 1 to 16.
C1A6y The specified connection number is incorrect. * Do not select the connection number 8 or 16 when using
the pairing open method.
C1A7y The specified network number is incorrect. * Correct the specified network number.
C1A8y The specified station number is incorrect. « Correct the specified station number.
C1A9y, The specified device number is incorrect. * Correct the specified device number.
C1AAY The specified device name is incorrect. * Correct the specified device name.
C1ACH The specified number of resends is incorrect. « Correct the number of resends.
C1ADy The specified data length is incorrect. - Correct the specified data length.
* Correct the specified send/receive data length and header
C1AE The send/receive data length and header length are length to values within the allowable ranges.
H incorrect. » The send/receive data length needs to be equal to or
longer than the header length.
C1AFy The specified port number is incorrect. * Correct the specified port number.
The open process of the specified connection has been
C1B0y « Perform the close process before the open process.
already completed.
The open process of the specified connection has not been
C1B1y * Perform the open process.
completed.
c1B2 The OPEN or CLOSE instruction is being executed in the * Try again after the OPEN or CLOSE instruction is
H specified connection. completed.
o L . . * Change the channel number.
Another send or receive instruction is being executed in . L L
C1B3y N « Try again after the send or receive instruction is
the specified channel.
completed.
. . o + Set the arrival monitoring time to a value within the
C1B4y The specified arrival monitoring time is incorrect.
allowable range.
Data could not be received within the specified arrival . . o .
C1B54 T « Correct the specified arrival monitoring time.
monitoring time.
* Correct the specified send mail address number.
C1B6y The specified send mail address number is incorrect. * Correct the send mail address setting in the parameter
setting.
C1B7 A reading operation was executed while no receiving e- « If there is an mail received in the mail information, execute
H mail was stored in the mail buffer data area. the MRECYV instruction.
c1B8 The RECYV instruction was executed for the channel that * Correct the execution condition of the RECV instruction.
H

had not received data.

* Correct the channel number.
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Error code Error description Action
The OPEN instruction cannot be executed for the specified )
C1B9y ) « Correct the connection number.
connection.
C1BA The dedicated instruction was executed with the » Execute the dedicated instruction after the initial process
H initialization not completed. is completed.
C1BBy The target station CPU type is incorrect. « Correct the specified target station CPU type.
L « Correct the remote password, and unlock/lock the remote
C2004 The remote password is incorrect. )
password again.
C201 The remote password status of the port used for « After unlocking the remote password, perform
H communications is in the lock status. communications.
. * When accessing another station, do not set the remote
When another station was accessed, the remote password ) .
C2024 password on the relay station or access station or do not
could not be unlocked.
execute the remote password check on them.
* Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C203y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
o ) * Request the lock process of the remote password from the
The device is different from the one requesting the remote .
C204y connected device that requested the unlock process of the
password unlock.
remote password.
X » When accessing another station, do not set the remote
When another station was accessed, the remote password . .
C205y password on the relay station or access station or do not
could not be unlocked.
execute the remote password check on them.
« Follow the procedure below.
(1) Check if the Ethernet module, the power supply
module, and the CPU module are properly connected.
(2) Check if the operating environment of the Ethernet
module conforms to the general specifications of the
C206y System error (The OS detected an error.) CPU module.
(3) Check if the power capacity is sufficient.
(4) Check if the hardware is normal according to the
manual for each module.
If the actions above do not solve the problem, please consult
your local Mitsubishi representative.
C207y The file name has too many characters. * Name the file with 255 characters or less.
C300 A response could not be received within the response » Check the operation of the connected device.
H monitoring timer value. « Correct the response monitoring timer value.
» Check that Predefined protocol ready (X1D) has turned on
before executing the ECPRTCL instruction.
» Execute the ECPRTCL instruction after rewriting the
C4004 Protocol not-ready error .
protocol setting data to the Ethernet module.
« If an error still occurs even after rewriting, replace the
module.
« Correct the specified protocol number and execute the
rotocol again.
C401y Protocol unregistered error P . 9 . .
« Register the corresponding protocol to the specified
protocol number.
C402y Protocol setting data error « Correct the protocol setting data and register it again.
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Error code

Error description

Action

* Do not execute dedicated instructions which do not
support simultaneous execution.

C403y Simultaneous dedicated instructions execution error n )
* Correct the specified connection number and execute the
dedicated instruction again.
» Check the canceled protocol in the control data of the
C404y Protocol cancel request error ECPRTCL instruction (execution count result) and
eliminate the cause of the cancellation.
) * Correct the specified protocol number and execute the
C405y Protocol number setting error )
protocol again.
. . . * Correct the number of protocols to be executed
C406y Continuous protocol execution count setting error . )
continuously and execute the protocol again.
* Correct the specified connection number and execute the
rotocol again.
C407y Connection number setting error P 9 . . . .
« Correct the connection setting of the specified connection
number and execute the protocol again.
* Check if the cable is disconnected.
* Correct the connection setting of the specified connection
number and execute the protocol again.
+ Check that there is no error in the connected device.
C4104 Receive wait timeout error » Check that the sending from the connected device is not
interrupted.
+» Check that there is no data lost due to a receive error.
» Check that there is no error in the data (packet) sent by
the connected device.
» Check the data sent by the connected device.
. * To send data that exceeds 2046 bytes from the connected
C411y Packet size error . . .
device, divide the data into several parts and send them
separately.
» Check the maximum allowable data length and specify the
maximum length or less in the data length storage area.
Ca17y Data length setting error, data quantity setting error » Check the maximum allowable data quantity, and specify
the maximum quantity or less in the data quantity storage
area.
* Write the data again.
C420y Flash ROM write error « If an error still occurs even after rewriting, replace the
module.
. . * Replace the module because the number of writes
C421y Flash ROM write count over limit error o
exceeded the limit.
C430 Protocol setting data writing during the ECPRTCL « If the ECPRTCL instruction is under execution, cancel the
H instruction execution instruction and write the protocol setting data.
» Check the operation of the connected device.
. X . . » Check the connection open status with the connected
Connection close during the ECPRTCL instruction .
C431y . device.
execution . . . .
» Open the connection with the connected device again and
execute the instruction.
D000y to
DEFE (Errors detected by CC-Link IE Field Network) Refer to the manual for each module.
H
E000y to
EEEF (Errors detected by CC-Link IE Controller Network) Refer to the manual for each module.
H
FOOOy to | (Errors detected by the MELSECNET/H and « Refer to the MELSECNET/H or MELSECNET/10 network
FFFFy MELSECNET/10 network system) system reference manual, and take corrective action.
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The error codes listed in the table include those returned to the connected device. Each buffer memory may also store the
error numbers of the response messages returned from the connected device. If an error code other than those listed is
stored, check the manual for the connected device and the response message from the connected device.
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16.8 Ethernet Diagnostics

Items such as the module status, parameter settings, communication status, and error history of an E71 can be

checked. Perform the diagnostics in the "Ethernet Diagnostics" window of the programming tool.

\@ [Diagnostics] => [Ethernet Diagnostics...]

Ethernet Diagnostics E\
Target Module Setting Change IP Address Display | |- Port Na.
& Module Mo, [1st Madule - ¢ © cpu # DEC  C HEX CDEC & HER
Parametsr Status | Ervor History | Status of Each Conmection | Status of Each Protocol | LED Status | Received E-mail Information | Send E-mail Informaticn |
Module Information
Intial Error Code (e
1P Address 10.97.79.14
Ethernet Address 0800.7044.2FCF
Auto Open LDP 1768
Port #
Network Ha. |
Station No. f
Group No. 0
PG Test | Loop Test COM.ERR, OFf Stap Monitor Close
Item Description

Target Module Setting (Module No.)

Specify the E71 to be monitored. The number of other network modules is not
included.

Parameter Status

Module information (such as the IP address and basic settings) is displayed.

Error History

The number of errors and their details (such as the error code and information about
the connection where the error has occurred) is displayed.

Status of Each Connection

The status of each connection (such as error codes and the open setting) is displayed.

Status of Each Protocol

Information such as the total number of data sending/receiving times for each protocol
is displayed.

LED Status

The operation mode and the LED status of the E71 are displayed.

Received E-mail Information

Received mail information and the error log are displayed.

Send E-mail Information

Sent mail information and the error log are displayed.

PIMNG Test button

The "PING Test" window is displayed.

Loop Test button

The "Loopback Test" window is displayed.

COMERR OFF | button

The COM.ERR. LED is turned off. (__=  Page 303, Section 16.10)

For each window and detailed explanations, refer to the following.

[ 71 Operating manual for the programming tool used
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16.9 Checking the Status of the E71 with the System Monitor

Open the system monitor window of a programming tool to check the LED status, connection status, and operating
status of the E71.

1. Open the "System Monitor" window.

\@ [Diagnostics] => [System Monitor]
2. Sselect the module to diagnose in the "Main Block" field in the upper left of the window. Then click

the Hawinfamation | button.

System Monitor 3]

Monitor Status Connection Channel Li
{ [ Moritoring ’7 [ Serial Fort. PLC Module Connection(USE) System Image.. ‘

Main Dperation to Selected

[ [Main block. Main block
Slot CPUl

1/0 Adk 01000200 0000

Model Name [L26CPUBT

Detaied Infarmation | H7w Information | Diagnostics | Enmor History Detail
~Block Iformaion Lit T st Main biock )
‘ e Muguqugg;;g;‘m| status| 5 car | il e | pot }—'—{T e e ieman
Main Block. Exist 1 - - Power - Power - - - -
Py L LeDsPU - Display Module -
L26CPU-BT - CPU - -
16Paint Built-in 1/ 16Paint 0100
32Paint Built-in CC-Link  32Point 0200
0-0 L LI71E71-100 | 32Paint Inteli. 32Point | 0000 1-1 1
- LEEC - EMD Corver - -

A\ Minor Error () Assignment Error @ Assignment Incorrect|

Stop Monitor Piirt Product Information List System Error History Close

Leg
’7 D Ervar @ Major Errar A Moderate Enor

3. The "H/W Information" is displayed.

HIW Information [Z|
Monitor Statu Modul
[ Horiorrg ’VMnde\ LI7IE71-100 jredket i apseaonaonoon ‘
Display Fomat
& HEX O DEC
~ HAW LED Information ~ HAW 5W Information
Ttem | Valus Item | Value Item | value Item | value
[T [ BLF 1 [ HET O [
oPEn o000 EUF 2 [0 GRP O, [0
EUF 3 o000 5T O, [
ERE. o000 BLF 4 [ MonE [
ComERR o000 EUF 5 [0 ConFIG 014
ELF & [
EUF 7 [0
ELF 5 [
EUF 9 [0
BLF10 [
EUF11 [0
BUF12 [
EUF13 [0
BLF14 [
EUF15 [0
lpFis [
Stop Monier
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Item Description
Display Format Switches the input format of "H/W LED Information" and "H/W SW Information".
INIT.
OPEN Indicates the statuses of the LEDs on the E71.
0000: Off
H/W LED ERR. 0001: On
Information COM. ERR.
BUE1 to Indicates the connection statuses of the connection numbers 1 to 16.
0000: Open not completed
BUF16
0001: Open completed
NET NO. Indicates the network No. of the E71.
GRP NO. Indicates the group No. of the E71.
ST NO. Indicates the station number of the E71.
Indicates the mode of the E71.
0000: Online
MODE 0001: Offline
0002: Self-loopback test
0003: H/W test
Indicates the operating status of the E71, which has been set with a programming tool.
b15 b9 b8 b7 b6 b5 b4 b3 b2 b1 b0
H/W SW — 10| — [1/0|1/0|1/0| — |1/0 [1/0 | —
Information T T T T
6) 5) 4) 3) 2) 1)
1) Communication data code setting 4) Send frame setting
CONFIG 0: Communications in a binary code 0: Ethernet frame
1: Communications in an ASCII code 1: IEEE 802.3 frame
2) Initial/open method setting 5) Setting of write enable/disable at RUN time
0: No parameter setting 0: Disable
(start up according to the sequence program) 1: Enable
1: Parameter setting 6) Initial timing setting
(start up according to the parameters) 0: Do not wait for OPEN
3) TCP Existence confirmation setting (Communications impossible at STOP time)
0: Use the Ping 1: Always wait for OPEN
1: Use the KeepAlive (Communication possible at STOP time)
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16.10 How to Turn Off the COM.ERR. LED

The COM.ERR. LED turns on when an error occurs during communications with the connected device. The
COM.ERR. LED does not turn off even after the error cause is removed. Turn it off using the following methods.

(1) Using an /O signal
Turn off the COM.ERR. LED by turning on COM.ERR. LED OFF request (Y17). An off request continues to be
issued while COM.ERR. LED OFF request (Y17) is on. However, this method does not clear the error information
in the error log area in the buffer memory.

[COM.ERR.] LED OFF requestj‘—

signal (Y17)

(LED:ON) '\ (LED: OFF). (LED: ON)
[COM.ERR.] LED ON

signal (X1C)
Error timing Error >—< Error >

(2) Using a dedicated instruction

Turn off the COM.ERR. LED using the ERRCLR instruction. ((_~ Page 226, Section 15.11) This method can
also clear the error information (initial error code, open error code) or the error log.

(3) In the "Ethernet Diagnostics"” window

Turn off the COM.ERR. LED by clicking the  comerroff | button in the "Ethernet Diagnostics" window. However,

this method does not clear the error information in the error log area in the buffer memory. For the window, refer
to "Ethernet Diagnostics".

(= Page 300, Section 16.8)

(4) Using the MC protocol

Turn off the COM.ERR. LED using the dedicated command for the MC protocol (LED off, Error code initialization:
1617). For details, refer to the following.

MELSEC Communication Protocol Reference Manual

a37 ""HHI'WOD 8y 4O winl 03 MOH 0L'9L
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Appendix 1 Processing Time

Calculate the minimum processing time for each function using the expressions below. Note that the processing time
may become longer depending on the load factor on the network (how congested the line is), the window size of each
connected device, the number of connections, and system configuration. Use the values obtained from the
expressions as a guideline for the processing time when communications are performed in only one connection.

(1) Minimum processing time of communications using a fixed buffer
(communications between the E71s)

(a) Procedure exists
Tfs = St + Ke + (Kdf x Df) + Sr

Tfs The time from the start of sending to the completion of sending (unit: ms)

St Sending station scan time

Ke, Kdf Constant (Refer to the table below.)

Df Number of send data words

Sr Receiving station scan time

LJ71E71-100
Item TCP/IP communications UDP/IP communications
Ke Kdf Ke Kdf

Communications using a binary code 7.3 0.0033 6.2 0.0040
Communications using an ASCII code 7.3 0.0082 6.2 0.0081

(b) No procedures
Tfs = St + Ke + (Kdf x Df)

Tfs The time from the start of sending to the completion of sending (unit: ms)
St Sending station scan time
Ke, Kdf Constant (Refer to the table below.)
Df Number of send data bytes
LJ71E71-100
Item TCP/IP communications UDP/IP communications
Ke Kdf Ke Kdf
Communications using a binary code 5.4 0.0010 3.8 0.0009

[Calculation example]
The time between the E71 sending 1017-word data of a binary code and it completing the sending when the
E71 communicates with another E71 in TCP/IP with the "Procedure Exist" method (unit: ms)
Assume that the scan time on the sending side is 10ms, and the scan time on the receiving side is 8ms.
+ 28.6561 (ms) = 10+ 7.3 +(0.0033 X 1017)+ 8
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(2) Minimum processing time of communications using a random access buffer

Trs = Kr + (Kdr x Df) + ACK processing time of a connected device (added only for TCP/IP communications)

The time between the E71 receiving request data from a personal computer

Trs and it completing the process (unit: ms)
Kr, Kdr Constant (Refer to the table below.)
Df Number of request data words
ACK processing time of the The time between a random access buffer reading/writing completed and the
connected device connected device returning ACK
LJ71E71-100
Item TCP/IP communications | UDP/IP communications
Kr Kdr Kr Kdr
Reading Communications using a binary code 2.0 0.0010 1.4 0.0012
Communications using an ASCII code 2.0 0.0032 1.4 0.0033
Writing Communications using a binary code 2.0 0.0016 1.4 0.0018
Communications using an ASCII code 2.0 0.0056 1.4 0.0048

[Calculation example 1]
The time between the E71 receiving request data from a personal computer and it completing reading when the
E71 communicates with the personal computer in TCP/IP and reads 508-word data of a binary code from a
random access buffer (unit: ms)
» 2.508 + ACK processing time of the connected device (ms) = 2.0 + (0.0010 X 508) + ACK processing time
of the connected device

[Calculation example 2]
The time between the E71 receiving request data from a personal computer and it completing writing when the
E71 communicates with the personal computer in TCP/IP and writes 508-word data of a binary code to a random
access buffer (unit: ms)
+ 2.8128 + ACK processing time of the connected device (ms) = 2.0 + (0.0016 X 508) + ACK processing time
of the connected device

awl] Buissaosold | xipuaddy
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(3) Minimum processing time of MC protocol communications (batch reading and
batch writing)

Tfs = Ke + (Kdt x Df) + Scr X number of scans required for the process + ACK processing time of the connected

device
The time between the E71 receiving request data from a personal computer and it completing
Tfs the process
(unit: ms)*1
Ke, Kdt Constant (Refer to the table below.)
Df Number of request data words + number of response data words (Application data part)
CPU module processing time
Scr » Own station access: E71-connected station scan time
* Another station access over MELSECNET/10: Transmission delay time + E71-connected
station scan time

LJ71E71-100
Item TCP/IP communications | UDP/IP communications
Ke Kdt Ke Kdt

Communications using a binary code 3.3 0.0022 2.6 0.0018
Batch reading

Communications using an ASCII code 3.3 0.0046 2.7 0.0046

Communications using a binary code 3.3 0.0024 26 0.0033
Batch writing

Communications using an ASCII code 3.3 0.0073 2.7 0.0070

*1 The time from when the E71 receives the request data from the personal computer until it completes the process is
shown below.

Connected device |

A
\ 4

(personal Cc'mpUter)Command ? ACK Response i i ACK
message E(TCP only) message + (TCP only)
A I N i
Step 0 i Step 0 i
i END i END
CPU module scan time | S I l ; —
: Tfs ;
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[Calculation example 1]
The time between the E71 receiving request data from a personal computer and it completing reading when the
E71 communicates with the personal computer in TCP/IP and reads 100-point data of an ASCII code from the
data register (D) in the own station (unit: ms)
Assume that the scan time of the E71-connected station is 10ms, the command data length is 21 words, and the
response data length is 211 words.

» 14.37 + ACK processing time of the connected device (ms)

= 3.3 +(0.0046 X (21 +211)) + 10 X 1 + ACK processing time of the connected device

[Calculation example 2]
The time between the E71 receiving request data from a personal computer and it completing writing when the
E71 communicates with the personal computer in TCP/IP and writes 100-point data of an ASCII code to the data
register (D) in the own station (unit: ms)
Assume that the scan time of the E71-connected station is 10ms, the command data length is 221 words, the
response data length is 11 words, and writing during RUN is enabled.

+ 14.99 (ms) + ACK processing time of the connected device

£ 3.3+ (0.0073 X (221 + 11)) + 10 X 1 + ACK processing time of the connected device
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(4) Processing time of the dedicated instructions

The following table lists approximate operation processing time of each dedicated instruction. The operation

processing time differs depending on the system configuration and the scan time on the sending/receiving

stations.

Processing time (unit: ms)

Instruction | Number of access points . . .
LCPU Instruction execution condition
name
Condition 1) | Condition 2) For 1) For 2)
BUFRCV 0.80 1.16
BUFRCVS 1 word 1017 023 061 TCP/IP commu-nlce.itlons, binary code‘communlcatlons, and fixed
[ — words buffer communications (procedure exists)
BUFSND 7.44 10.80
CLOSE 1 port 2.36 A UDP/IP transmission port is closed.
ERRCLR All error information is cleared. 1.06 —
ERRRD An initial error code is read. 1.04 —
OPEN 1 port 212 A UDP/IP transmission port is open.
960 words 0.62
RECVS 0.23
480 words 0.42
960 words 12.50
READ 7.20
480 words 9.84
960 words 12.60
SREAD 7.28
480 words 9.92
Communications between E71-connected stations
960 words 2.00
RECV 1.38
480 words 1.86
1 word
960 words 8.32
SEND 4.64
480 words 6.32
960 words 13.00
WRITE 7.28
480 words 9.84
960 words 13.00
SWRITE 7.36
480 words 10.20
ZNRD 7.12 7.84
230 words
ZNWR 7.04 8.48
UINI . 11.20 Time between the UINI instruction accepted and reinitialization
' completed (X19 turning on)
ECPRTCL " —
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Appendix 2 Port Numbers Used for the E71

The following table lists port numbers reserved for an E71 system.

Port number Application
1388y (5000) Auto-open UDP port (Default value)’
1389 (5001) MELSOFT application transmission port (UDP)
138A4 (5002) MELSOFT application transmission port (TCP)

*1 The port number can be changed.

El The port number can be changed by overwriting the buffer memory address, Automatic open UDP port
number (address: 14p).

| /3 8U} 10} pOS SISQUINN HOd Z XIpuaddy
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Appendix 3 New and Improved Functions

The following table lists the new and improved functions in the E71 and supported versions of modules and
programming tool.

[How to see the table]
* Numbers in quotation marks in the table represent the first five digits of the serial number of each module.
O: Available (No version restriction), X: Not available

Function Version of E71 Version of CPU module | Version of GX Works2 Reference

Functi ion A or later of

Communications using SLMP unetion vf{?g:z' oriatero O O Page 89, CHAPTER 10

Dat; icati ing th Functi ion A or later of

ata c'ommunlca ions using the unction v?rswn A or later o o Version 1.492N or later Page 95, CHAPTER 11

predefined protocol 15042

Setting range extension of the

communication destination port Function version A or later of )

number (Port number 1 (1) to "15042" O Version 1.492N or later Page 64, CHAPTER 7

1024 (400y) can be set.)

Receive buffer full detection signal Function version A or later of )

(address: 5240,,) "17032" (@) O Page 35, Section 3.5.2
Functi ion A or later of

IP filter function unction version A orfater o o o Page 175, Section 14.3

"18072"
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Appendix 4 nitial Process

The initial process is for enabling data communications with connected devices by setting the minimum number of
parameters for the E71.
In the MELSEC-L series, the initial process is performed automatically.

(1) Checking the initial process result

The results of the initial process can be checked using the LEDs and 1/O signals.

Initial normal completion . .
. i Initial abnormal end signal
Initial process INIT.LED signal
(X1A)
(X19)
Upon normal completion ON ON OFF
Upon abnormal end OFF OFF ON

If the initial process is not normally completed, correct the set values of parameters listed in Chapter 7 and those
in the initial process setting parameter described in this chapter. After correcting the parameters, write them to the
CPU module again, power off and on the CPU module or reset the CPU module.

Appendix 4.1 setting the initial process

Configure the setting in the initial setting window. Each setting time is calculated by "setting value X 500ms".

\@ Project window > [Parameter] <> [Network Parameter] => [Ethernet/CC IE Field] => Select

"Ethernet" under "Network Type". => | Initial Setting | button

%, Network Parameter Ethernet Initial Setting Module No.: 1 |Z||E|g|

Timer Setking
Module will operate with default values if setting is left blank,

Setting Yalue | Default Value | In Unit

TCP LILP Timer 60 | S00ms

TICP Zero Window Timer 20| S00ms

TCP Resend Timer 20|% 500ms

TP End Timer 40| S00ms

IP Assembly Timer 10 [ 500ms

Response Maonitoring Timer 60 | S00ms

Dest. Confirmation Start Interval 1200 [ S00ms

Dest. Confirmation Interval 20|% 500ms
Dest. Confirmation Resend 3| Times

DNS Setting

Input Format |DEC hd

IF Address of DS Serverl
IF Address of DS ServerZ
IF Address of DS Serverd
IF Address of DS Serverd

End Cancel
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Item

Description

Setting range

Timer Setting

TCP ULP Timer

Set Time to Live during packet sending in TCP/IP.

2 to 32767

TCP Zero Window Timer

Set the receive buffer value on the recipient. If the receive
buffer on the recipient has no free space (window size = 0),
data sending is waited until the recipient has free receive
buffer space. At this time, the sender sends packets for
checking the sending window to the recipient according to the
TCP zero window timer value to check the receiving status.

2 to 32767

TCP Resend Timer

Set the time to resend ACK if it is not returned when a
connection is opened or data is sent in TCP/IP. This timer is
also used for Time to Live for the ARP function. (ARP is resent
by the time of "TCP resend timer value/2" if no response to an
ARP request is returned.) This timer is also used as the
minimum set time for arrival monitoring time for data link
instructions.

2 to 32767

TCP End Timer

When closing the TCP/IP connection by the own station, set
the monitoring time for waiting for a FIN from the connected
device after the own station sends a FIN and an ACK is
returned from the connected device. If a FIN is not received
from the connected device within the time specified by the
TCP end timer value, a RST is sent to the connected device
and the connection is forcibly closed.

2 to 32767

IP Assembly Timer

The communication data may be divided at the IP level before
being sent due to the buffer limitation of the sending station or
the receiving station. Set the waiting time for the divided data
in such a case.

110 32766

Response Monitoring Timer

Set the following waiting time.

* Time for waiting a response after a command is sent

* For receiving divided messages, time until the last message
is received after the first message is received

2to 32767

Dest. Confirmation Start Interval

Set the time until starting the alive check after
communications with the connected device of the connection
that has been opened where the alive check target exists is
lost.

110 32767

Dest. Confirmation Interval

For the connection that is opened where the alive check target
exists, set the interval to perform the alive check again when a
response from the connected device as the alive check target
is not received.

1to 32767

Dest. Confirmation Resend

For the connection that has been opened where the alive
check target exists, set the number of times that the alive
check is performed again when a response from the
connected device as the alive check target is not received.

1to 32767

DNS
Setting*1

Input Format

Select an input format.

DEC/HEX

IP Address of DNS Server1

IP Address of DNS Server2

IP Address of DNS Server3

IP Address of DNS Server4

Set the IP address of each DNS server.

*1
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(1) Precautions for settings
» Specify the setting value of each timer on the E71 side so that the following formula is met.

Response TCP IP
monitoring = TCP uLe = .TCP end = resend > | assembly
= | timervalue | = |timervalue | =

timer value timer value timer value

TCP .
TCP zero window
resend = .
) timer value
timer value

When connecting Mitsubishi products to the line, configure the same settings for both modules.

» Specify the setting value of each timer on the connected device side so that the following formula is met. The
frequency of a communication error, such as a transmission timeout, may be higher if the timer values do not
meet the formula.

TCP ULP ’
. TCP resend timer value
timer value on >
. on the E71
the connected device

Monitoring timer value of .
[ the application software on J > [TCP ULP timer value ] xn*
the connected device on the E71

*1"n" is the number of TCP segment transmission and is calculated by the following formula.

Message size sent by the E71

n = A value that [ J is rounded up to the nearest integer

Maximum Segment Size

El The number of TCP segment transmission when communications are performed on the same line
The Maximum Segment Size is 1460 bytes on the same line (without a router) and the number of TCP

Segment transmission is as follows.
* n =1 when the size of the message sent by the E71 is 1460 bytes or less

* n = 2 when the size of the message sent by the E71 is greater than 1460 bytes

El The number of TCP segment transmission when communications are performed on a different line
The Maximum Segment Size is at least 536 bytes on another line (via a dialup router or other

communication device) and the number of TCP Segment transmission is as follows.
* n =1 when the size of the message sent by the E71 is 536 bytes or less

* n = 2 when the size of the message sent by the E71 is greater than 536 bytes and no more than
1072 bytes

* n = 3 when the size of the message sent by the E71 is greater than 1072 bytes and no more than
1608 bytes
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* When a communication failure occurs due to a problem such as noise, change the value so that the number
of retries may increase. The number of retries is obtained using the following formula. (When using the
default values, 3 = (60 + 20))

Number of retries = TCP ULP timer value + TCP resend timer value

El When the number of retries is three and data sending fails, a data sending error occurs at the timing
shown in the figure below (in communications using the fixed buffer).

BUFSND instruction

|‘—'| 1 scan
BUFSND instruction
Completion device + 1

3nd retry

Data 1st retry 2nd retry
command

>l
L >e
1 1
' |

f -

A A O S ____\
N~

K-

TCP ULP timeout value

A
V.

A: TCP resend timer value
(The time at which data are sent when ACK is not returned after data transmission)

* When not performing the above retry process (set 0 times), configure the setting so that the following
formula is met.

TCP ULP _ | TCPend _ |TCP resend
timervalue | ~ |timervalue | ~ | timer value

(Set the same value for the timer values.)
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Appendix 4.2 Reinitialization process

The reinitialization process sets the E71 to the status after startup without restarting the programmable controller (or
resetting the CPU module). Perform the reinitialization process using a program.

(1) The purpose of a reinitialization process

The purpose of a reinitialization process is described.

(a) To update address information of a connected device held by the E71
To prevent other devices from illegally accessing the programmable controller using the IP address of the
connected device with which communications are normally performed, the E71 holds the IP address of the

connected device and the corresponding MAC address. ! If a module or the board of the connected device is
replaced due to a failure, the address information of the connected device held by the E71 must be cleared by
the reinitialization process.

*1 A MAC address is unique to a device. No devices share the same MAC address.

(b) To change the IP address of the E71 on the own station

When a system is changed, by only changing the own station IP address set by the programming tool,
communications with the connected device can be resumed.

(c) To change the Ethernet operation setting

By changing the communication conditions in the Ethernet operation setting set using the programming tool,
communications with the connected device can be resumed.

(d) To change the transmission speed and communication mode

By changing the transmission speed and communication mode, communications with the connected device
can be resumed.
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(2) Program for the reinitialization process

Perform the reinitialization process using a program. The following shows the process timing and sample
programs.

(a) Process timing

Close process

|
END END END END
Program process _ process _ process ‘ Scan ‘l process ! Scan

Initial normal completion
signal (X19) o

Open completion signal —|e
(address: 5000H)

| |
| |
| [
| | |
! ; ; | | ; ;
UINI instruction } : } : } } } }
! | | I | | | |
[ | | I | | | |
. i : | v | I /'I | | | |
| | | | |
Completion device | 1 ‘ 17 | | : T :
| | | R L. | | |
Completion device + 1 RN | NN oo L3 Abno”“a"y ended L __________._ 1 (SRR
: : | | \ : |
|

| |
| |
Reinitialization specification ! : :
(address: 1FH (b15)) ] | | | | | | i

// Processing reinitialization

|

|

—1

Requesting e |
reinftialization |/ Initializing the module !
|

|

! [
l l
! |
Internal process of the E71 | !
! |
o
Check the normal completion of the initial process. (Initial normal completion signal (X19): ON)

Terminate all data communications with the connected devices and perform a close process on all
connections.

Execute the UINI instruction. Specify the parameters (such as the IP address of the own station and Ethernet
operation setting) using the control data of the dedicated instruction and initialize the E71.

When the E71 reinitialization request is completed, Initial normal completion signal (X19) turns off.

When the reinitialization processes are all completed, Reinitialization specification (address: 1F (b15) turns

"0" and Initial normal completion signal (X19) turns on. If the reinitialization process fails, an error code is
stored in the initial error code storage area.

(b) Sample program
The following two methods are available:
» Using the dedicated instruction (UINI instruction)
» Writing directly to the buffer memory

Point/’

Do not use the method using the dedicated instruction (UINI instruction) and the method by writing directly to the buffer
memory together.
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(c) Using the dedicated instruction (UINI instruction)

The following shows an example where the reinitialization process is performed using the UINI instruction and

APPENDICES

the OPEN instruction is executed after the process is completed. (When the I/O signals of the E71 are X/Y00 to

X/Y1F)
SM400 uo\
— | [ mov G20480
uo\
[Mov G20482
M6500
IN r
IT [sET
M2500 X19 MO M1
| | | | r
— | i +F HF MOV K2
uo\
[ mov G203
[
[sET
[ZP.UINI uo D250
[
[RsT
r
[RsT

M250 M251

K4MO0

K4M20

M2500

D252

D255

D255.6

M250

M2500

M3001

I Af

M251

Process upon completion

r
{ SET

M3000

Process upon abnormal end |—
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M3000  UO\G31.F uo\
—| |—/H’—{= G105 HO 1 I Process upon completion |—
r
[RsT M3000 ki
-
[SET M3001 ki
uo\
[< G105 HO 1 I Process upon abnormal end |
M1000 M3001 X19 MO M20
| | | | | r
| 1l 1 yds F [ MOVP  HO D100 |
L [ZP.OPEN UO K1 D100 M100 ki

M100 M101

[ -
| Process upon completion

M101

| Communications enabled I—

| Process upon abnormal end |—




SMAIOO

(d) Writing directly to the buffer memory

APPENDICES

The following shows an example where the stored values in the TCP Maximum Segment Transmission setting

area and Communication condition setting (Ethernet Operation Setting) area is changed (when the I/O signals

of the E71 are X/Y0O0 to X/Y1F). Create a program with a contact (such as a flag for user) indicating the status

of the open completion signal storage area.

uo\

{mov G20480

M6500
i

M25|00

[sET

M1
£ £ {MOVP  H8000

{SET

{SET

{SET

{SET

{SET

A
T [SET

{RST

{RST

{SET

K4M0

M2500

uo\
G30

uo\
G31.1

uo\
G31.4

uo\
G31.5

uo\
G31.6

uo\
G31.8

uo\

G31.F

M2500

M3001

M3002

]

]

]

Set TCP segment transmission
not to be performed.

Set "ASCII Code".

Set "Use the KeepAlive".

Set "IEEE802.3".

Set "Enable Online Change".

Set "Always wait for OPEN".

Request a reinitialization process.
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M3002  UO\G31.F uo\
——F

= G105 Ho Process upon completion
{RsT m3002
{sET m3001
uo\
Lo G105 HO " Process upon abnormal end

M3001 Xx19 T
} { t Communications enabled

{END 1

This is a sample program for communications using connection numbers 1 and 2. When using another connection number,
specify the corresponding signals and bits.
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(3) Precautions

(a) Buffer memory area settings

The following parameters operate according to the settings of the corresponding buffer memory areas
configured when a reinitialization process is performed. Therefore, do not change the settings of the buffer
memory areas.

» Timer setting of the initial setting

« Open setting

* Router relay parameter setting

+ Station number <-> [P information setting

* FTP parameters setting

(b) Reinitialization process request

Do not request another reinitialization process while a reinitialization process is in progress.
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Appendix & Line status Check

The E71 line status, parameter settings, and progress of the initial process can be checked. The following two
methods can be used to check the line status.

* PING test

* Loopback test

Appendix 5.1 PING test

This section describes the PING test.

(1) Performing a test with direct connection to the E71
This test is to check the existence of an E71 that has completed the initial process on the same Ethernet network
using the programming tool or to check the existence of a connected device, such as a personal computer,

having a specified IP address.

Programming tool

|
y =
Executing the PING test
et o
Specifying the IP address  Eihernet
beccccccccccc e cccccccccce=-
m; : 0

(a) Applications

The line status between the programming tool (personal computer) and the E71 can be checked.
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(b) Operating procedure
Use the following procedure.

- 1. Click the emcrest |button in the "Ethernet

Ethernet Diagnostics. X

(ot | o | vm o [T e | Diagnostics™ window.

Pranster tats | rror Hisory | tatus of Each Connection | taus of Each Prtosa | LED stats | Resehved Eml nfornaton | Send € nfomain |

Change P o
( GDEC O HEX

-Made Informatian

ndercce | o0 O [Diagnostics] => [Ethernet Diagnostics] =>
P kress [ tisas
] "Target Module Setting" under "Module No."

ALt Open LDP. =
Port #

Network o, ‘
Station Ho. i
Group o, 1

Ao | Loopten | _consmrot St err o
— 2. Configure the settings and click the _ excu= |
PING Test |Z|
~Input Ttem button.

—Address Specification

IP Address Input Form
& 1P Address I 192 I 168 |3 |4D * pEC O HEX
-

(" IP Address/Host Namel _I

— Setting Cptions
™ Display the host name Default |

Specify the data size 32 Bytes
Specify the time of the communication time check 1 Seconds

Specify the number of transmissions
Specify the number of times LI I 4 Times

Execute | Cancel

—Result

| Success|Transmissions = ! | Close |

188} ONId L°G x1puaddy
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3. Click the button.

MELSOFT Application

) PING test will be run For the 1P Address{Host Mame that is specified from PC side Ethernet board,
. Are you sure you want ko conkinue?

Ves Mo
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PING Test X

—Input Ikem

—Address Specification

& 1P Address

IP Address Input Form
|192 |168 |3 |4D i DEC HEX
-

(" IP Address/Host Namel _I

— Setting Cptions

™ Display the host name Default |
Specify the data size 32 Bytes
Specify the time of the communication time check 1 Seconds

Specify the number of transmissions

LI |_4 Times
Execute I

Specify the number of times

Cancel

—Result

Finging 192,168,340 with 32 bytes of data:

Reply from 192,168,3.40; bytes=32 time<1ms TTL=250
Reply from 192,168,3.40; bytes=32 time<1ms TTL=250
Reply from 192,168,3.40; bytes=32 time<1ms TTL=250
Reply from 192,168,3.40; bytes=32 time<1ms TTL=250
Packets transmitted = 4, Received = 4, Lost =0
Round-trip {ms) Min =0, Max =0, Avg=10

| Success| Transmissions = 4/ 4 |

Close |
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(c) Action for abnormal end

4. The test results are displayed.

If the test fails, check the following and perform the test again.

* Whether the E71 is properly connected

« Connection to the Ethernet network

» Parameter settings written in the CPU module

» Operating status of the CPU module (whether or not an error has occurred)
» |IP addresses set in the programming tool and the PING test target station
» Whether the connected device has been reset after the E71 was replaced
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(2) Performing a test with direct connection to the CPU module

This test is to check the existence of an E71712, that has completed the initial process on the same Ethernet
network where a station connected to the programming tool exists or to check the existence of a connected
device, such as a personal computer, having a specified IP address, by directly connecting the programming tool
and the CPU module.

Programming tool

CPU module
[ —
Specifying the station || %
exgcuting the test s PING test executing station
using the network No. Specifying the target station
and station No. | using the IP address Ethernet

E71
(PING test target station)

*1 This also applies to Q/QnA/A series modules. However, for an AJ71E71, AJ71E71-B2, and AJ71E71-B5, software
versions S and later are required.
*2 The PING test cannot be executed on the own station.

(a) Applications

By specifying the execution station and the target station, the PING test can be executed from a remote device.

(b) Operating procedure

Use the following procedure.

1. Clickthe emstes | button in the "Ethernet

- i e A Coc e Diagnostics" window.

s o Ech Connection | Satus o Eah rotcol | LD Satus | Receive

\@ [Diagnostics] => [Ethernet Diagnostics] =>

152.168.3.40

. o "Target Module Setting" under "Module No."

ALt Open LDP. =
Port #

PING Test Loop Test COM.ERR Off Stop Moritor Close.
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— 2. Configure the settings and click the _ Execue |
PING Test %]
—Input Ikem

button.
-~ Transfer Setup
"Execute Station of PING

Metwark Mo, I 1 Station Ma. I 1 ‘

Target of PING
IF Address Input Form
’7 IF Address |192 |168 |3 |44 & DEC  HER

— Setting Cptions

Specify the time of the communication Default
time check. I 1 Seconds |

Specify the number of transmissions

ISpeciFy the number of times LI I 4 Times

Execute | Cancel |
—Result
Success|Transmissions = ! Close
3. Click the button.
MELSOFT Application

': Execute PING test For the target IP address
L]

from the Ethernet module that is specified as a PING test execution station,
Are you sure you wank ko conkinue?

es Mo |

4. The test results are displayed.

—Input Ikem
-~ Transfer Setup
Execute Station of FING
’7 Metwark Mo, |1 Station Ma. |1 ‘
Target of PING
IP Address Input Form
’7 IF fiddress |192 |168 |3 |44 @ DEC  { HEX
— Setting Cptions

Specify the time of the communication Default
time check. I 1 Seconds |

Specify the number of transmissions
ISpeciFy the number of times LI I 4 Times

Execute I Cancel |

—Result
Pinging 192,168,3.44:

Success
Success
Success
Success
Packets transmitted = 4, Received = 4, Lost =0

| Success|Transmissions = 40 4 | Close

(c) Action for abnormal end

If the test fails, take the same action as that for the method using direct connection to the E71. ((_5 Page
322, Appendix 5.1 (1))
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(3) Performing a test with the PING command

The PING test can be also executed using the PING command. The following shows an example of checking

whether the initial process has been completed by issuing a PING command to the E71 of the own station from a
connected device in the same Ethernet network.

[Specification method] ping IP Address

When the IP address of an E71 is 192.168.3.40
(Window upon normal completion) (Window upon abnormal end)

e+ Command Prompt =t Command Prompt

[C:\>ping 192.168.3.40
[Pinging 192.168.3.4@ with 32 hytes of data:

8. Lost = 4 (188x loss).

(a) Action for abnormal end
If the test fails, check the following and perform the test again.
* Whether the E71 is properly connected
» Connection to the Ethernet network
» Parameter settings written in the CPU module
» Operating status of the CPU module (whether or not an error has occurred)
» IP address of the destination E71 specified using the PING command

1s8] ONId LG xipuaddy
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Appendix 5.2  Loopback test

This section describes the loopback test.

(1) Performing a test using a programming tool
This test is to check whether the initial process for each module has been completed. The test is executed on the

network of stations connected to the programming tool, and loopback test messages are sent sequentially to

each E71" on the network and in the station number range specified for the loopback test request designation.

Programming  (Stations connected
tool to the programming tool)
Station No.1 Station No.3 Station No.5 Station No.7 Station No.9

E71 E71 E71 E71 E71
Network No.1
............ A ... & ... % | |
O . T ]
lv [v I l
The loopback test is executed E71 E71 E71 E71
from the station No.1 through

the station No.5 on the network| Station No.2 Station No.4 Station No.6 Station No.8
No.1.

*1 Because the QJ71E71-100 of function version A and QnA/A series modules do not have a function for responding to this
request, the test results cannot be checked.

(a) Applications

The test can be executed only by specifying the network number for the test and target station number range.

Point/’

For the E71-connected station subjected to the loopback test, do not specify the MELSOFT application transmission port
(UDP/IP) as a valid port for the password check. The loopback test cannot be executed.
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(b) Operating procedure

Use the following procedure.

1. Clickthe o= |button in the "Ethernet

‘ﬁ e o [ cov o | | Foe cre || e cwm Diagnostics" window.

Parameter Status | Error History | Stetus of Each Connection | status o Each Protocol | LED status | Received E-mal Information | Send E-mai Information |
O [Diagnostics] => [Ethernet Diagnostics] =>
"Target Module Setting" under "Module No."

2. Configure the settings and click the = Execute

button to display the test results.

Loopback Test

Mebwork Mo, !

Starting Mode End Mode
1| | 2 PING Test

Mumnber of
Confirmation MNodes

Check at
Communication Time 10 seconds Close

Result

il

Station Ma, | IP Address/Error Code Il
1 192,168,240
Z 1392168 344 | 1P Address Input Skyle

(+ DEC

" HEX

Mumber of Response Modes

159} 3oeqdoo g'G xipuaddy
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Point/’

If the same IP address or station number is assigned to multiple stations, only the results of the station that responds first are
displayed.
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(c) Action for abnormal end

If the loopback test fails, "No response" or an error code is displayed.

Displayed test Status of the .
Cause Action
result target E71
Initial processing
normal completion .
IP address Normal completion —
status (INIT. LED
turns on.)
Correct the following parameter settings.
The initial process for the target E71 has not | + Basic setting
been completed normally. * Ethernet operation setting
* Initial setting
There is an error, such as cable
disconnection and line disconnection, in the | + Check the cable.
line connection to the target E71.
The IP address of the target E71 is
No error

No response

incorrect. (The class or subnet address
differs from that of the E71.)

The same IP address has been set to
multiple target E71 modules.

Correct the set values of the Ethernet
operation settings.

The same network number or station
number has been set to multiple target E71
modules.

Perform the PING test on the "No response
module. When the test is completed
normally, correct the set values in the basic
settings.

No error/Error exists

The Ethernet line is heavily loaded
(including a case where an error equivalent
to the error codes C030y and C031y is

occurring).

When the Ethernet line is not heavily
loaded, perform the test again.

Error exists

The routing parameter is not set (an error
equivalent to the error code C080y, is

occurring).

Correct the set value of the routing
parameter.

Error code

No error

The MELSOFT application transmission
port (UDP/IP) for the target E71 is locked
with the remote password.

Disable the remote password setting and
write the parameter to the CPU module.

The target E71 is a function version A
module.

Check the module name and function
version.

No error/Error exists

The Ethernet line is heavily loaded
(including a case where an error equivalent
to the error codes C030y and C031y is

occurring).

When the Ethernet line is not heavily
loaded, perform the test again.

Point/’

For an E71 where the loopback test failed, check the error and take corrective action. Then restart the E71-connected
station. Restarting the E71 executes the initial process. To check whether the initial process has been completed in the E71,
perform the PING test. The PING test can be also performed on the "Loopback Test" window.
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(2) Performing a test using the MC protocol
The loopback test can be also executed using MC protocol communications. Note, however, that only the E71 in
the own station can be used. The test cannot be executed on E71 modules in other stations over the network. For
details, refer to the following.
MELSEC Communication Protocol Reference Manual

(Loopback test command sending station)

|

LCPU| ET1 LCPU E71 LCPU| E71 (Loopback test target station)

(a) Execution method
Execute the test using the MC protocol dedicated command (Loopback test: 0619).

Point/’

When the user port on the E71 side is used to perform MC protocol communications, the line connection process is
necessary. Execute the open process for the connection used for the E71 side.
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Appendix 6 self-Diagnostic Tests

This section describes the self-diagnostic tests to check data communications and hardware of an E71.

Appendix 6.1 self-loopback test

Hardware including the E71 communication circuit is checked. Send the test message destined to the own station of
the E71 to the line. Then check whether the same message can be received over the network.

(1) Operating procedure

Use the following procedure.

1. Connect the E71 to the line.
2. Set the switch on the CPU module to "STOP".

", Network Parameter ~ MELSECNET/CC IE/Ethernet Module Confieuration 3. SeIeCt "Self-LoopbaCk TeSt" under "MOdell and Write

- the parameter to the CPU module.

Modde 1 Modde 2 Modde 3

Network Type Ethernet -
Start 110 Ho. o000)

T : L@ Project window => [Parameter] => [Network
S - = = Parameter] => [Ethernet/CC IE Field] = Select
- "Ethernet" under "Network Type".

Necessary Setting( No Setting f AbeadySet ) Setif tis needed

Start 10 No.
Plesse nput 16-point Un(HEX) to start 1/0 o, n which

ting | Alveady Set )
Other

ther Station Access [1 =

4. Resetting the CPU module starts the test. Test time
is approximately five seconds. The RUN and OPEN
LEDs turn on during the test.

5. Check the LED of the E71 after five seconds. When
the test is running normally, the RUN LED turns on.
If the test fails, the RUN and ERR. LEDs turn on.

*1 When the line is not connected, the self-loopback test is not performed and ends normally.

If an error is detected in the self-loopback test, the following causes are possible. The error information is stored
in Error log area (address: E5y) in the buffer memory.

« E71 hardware error

* Ethernet line error

Point/’

There is no hardware-related problem even when the self-loopback test is executed while the destination is online. Because
a packet collision occurs when there are many packets on the line, the test may fail or may not be completed in five seconds.
In this case, execute the test after stopping data communications between other devices.
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Appendix 6.2 Hardware test (H/W Test)

The RAM and ROM of an E71 are checked.

(1) Operating procedure

Use the following procedure.
1. Set the switch on the CPU module to "STOP".

2. Select "H/W Test" under "Mode" and write the

parameter to the CPU module.

%, Network Parameter ~ MELSEGNET/GG IE/Ethernet Module Gonfiguration

Modde 1 Modde 2 Modde 3

Network Type Ethernet -
Start 110 Ho. o000)

5 \@ Project window => [Parameter] => [Network

Total Stations

= e 5 - - Parameter] <> [Ethernet/CC IE Field] => Select
"Ethernet" under "Network Type".

Necessary Setting( No Setting { AbeadySet ) Sekifitis needed( NoSetting | Aready Set )
ing Ot

B

3. Resetting the CPU module starts the test. Test time
is approximately five seconds. The RUN and OPEN
LEDs turn on during the test.

4. Check the LED of the E71 after five seconds. When
the test is running normally, the RUN LED turns on.
If the test fails, the RUN and ERR. LEDs turn on.

If an error is detected in the hardware test (H/W test), the following cause is possible. The error information is
stored in Error log area (address: E5y) in the buffer memory.

« E71 RAM/ROM error

Point />

If the test fails, perform it again. If it fails again, there may be a hardware problem with the E71. Please consult your local
Mitsubishi representative.
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Appendix 7 Differences from Ethernet Modules of Other
Series

This section describes the differences between an E71 and Ethernet modules of other series.

Appendix 7.1 Differences from a built-in Ethernet port LCPU

For comparison of the specifications and functions between an LJ71E71-100 and a Built-in Ethernet port LCPU, refer
to the following.

MELSEC-L CPU Module User's Manual (Built-In Ethernet Function)

Appendix 7.2 Differences from Q series modules

The functions of LJ71E71-100 are the same as those of QJ71E71-100, except for those listed below. A program of
QJ71E71-100 can be also used.
O: Supported, X: Not supported
Item LJ71E71-100 QJ71E71-100
AUTO MDI/MDI-X compatibility (automatic detection of a straight

O X
cable and a cross cable)
File password 32 O X
Redundant system supporting function X O

Appendix 7.3 Differences from QnA/A series modules

This section provides the functional comparison between an E71 and QnA/A series modules and precautions for using
the same program. The QnA/A series modules are the following products.

Series Model name Product name
AJ71E71 AJ71E71, A1SJ71E71-B2, A1SJ71E71-B5
AJ71E71-S3 AJ71E71-S3, A1SJ71E71-B2-S3, A1SJ71E71-B5-S3

AJ7T1E71N3-T, AJT1E71IN-B5, AJ7T1E71N-B2, AJT1E71N-T, AJ7T1E71N-B5T, A1SJ71E71N3-T,
A1SJ71E71N-B5, A1SJ71E71N-B2, A1SJ71E71N-T, A1SJ71E71-B5T

AJ71QET71, AJT1QE71-B5, A1SJ71QE71-B2, A1SJ71QE71-B5, AJ71QE71N3-T, AJ71QE71N-B5,
QnA series QE71(N) AJ71QE71N-B2, AJ71QE71N-T, AJ71QE71N-B5T, A1SJ71QE71N3-T, A1SJ71QE71N-B5,
A1SJ71QE71N-B2, A1SJ71QE71N-T, A1SJ71QE71N-B5T

A series

AJ71E71N
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(1) Functional comparison

The following table lists the functional comparison.

O: Supported, X: Not supported

QE71(N)
Functi AJrierr | ATIET1-S3, 6B E71
unction 7 r
AJT1ETIN 9706 or 9706B o
earlier later
Initial process with the program O O O O O
Initial process
Initial process with parameter settings X X X O O
. Open process with the program @] @] @] @] @]
Open process ' - -
Open process with parameter settings X X X X @]
Communications usinga | Procedure Exist O © © © 02
fixed buffer No Procedure X ) o) ) 0"
Communications using a random access buffer O O O O O
MC protocol communications @) @) @) o o
Communications using data link instructions X x x o™ (@)
Interrupt process (upon | BUFRCVS instruction X X X X O
data receiving) RECVS instruction X X X x ©
Send/receive with the program X X X X O
E-mail function
Send with the auto notification function X X X X O
File transfer (FTP server) function X X X O O
Web function X X X X O
Broadcast communications X O O O O
Communications with the switch on the CPU module set to STOP X O X O O
Selection of the communication data code (ASCIl/binary) O O O O O
CC-Link IE Controller Network, CC-Link IE Field Network, % % % o4 o
MELSECNET/H, MELSECNET/10 relay communications _Zg_:g
S B
Router relay function X O O O O 290
. 29
Connected device alive | Ping x o o ) o x X
~N~
check KeepAlive X X X X @) wo
— o =
Pairing open X O O O O @
o ©
Unit of each timer setting | 500ms x5 o) O (Fixed) O (Fixed) O (Fixed) g §
value for data g o
communications 2s O (Fixed) o X X X ° 3
c 3
Connection to TCP/IP X X X X O 3m
MELSOFT products UDP/IP x o 0 o o 23
>3
Installation of EEPROM x x o) o) X" > %
o]
TCP Maximum Segment Size Option transmission X o7 X o7 '8 S 2
n S
Hub connection status monitor function X X X X O ER]
8 o
IP address in use detection function X X X X O E 8
D =
Communications using SLMP X X X X o * 3
@
Data communications using the predefined protocol X X X X o %
Module error collection function X X X X O &
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*1
)
*3
*4
*5
“6

*7
*8

*9

For the E71, the number of connections for the open process from the CPU module has increased to 16 connections.
Compatible with the 1/0 signal and QE71(N) buffer memory

Data of up to 960 words can be read from/written to an E71, and up to 480 words in a QE71(N).

Availability depends on the CPU module and programming tool version.

This applies to a module with the software version of Q or earlier.

No EEPROM is installed. Items registered in the EEPROM of a QE71(N) are set using the parameter settings of the
programming tool.

This applies to a module with the software version of E or later.

If the E71 cannot communicate data when combined with a certain connected device, the setting can be changed in the

buffer memory (address: 1Ey). ((_ = Page 35, Section 3.5.2)
After changing the setting, execute the reinitialization process.

Availability depends on the E71 and a programming tool version ((__3 Page 310, Appendix 3).



Point/

APPENDICES

The response performance of the E71 to connected devices is faster than that of the A/QnA series modules. When the E71
is used, the compatibility with the A/QnA series modules cannot be precisely maintained. If there is a problem due to the
performance of the connected device, create a timing similar to that of the existing system using the CPU module constant

scan setting.

(2) Precautions for using the same program

The QnA/A series modules used for data communications between a CPU module and the connected device on

the Ethernet network can be replaced by an E71. This section describes precautions for using the same program

used in QnA/A series modules.

(a) AJ71E71(-S3) and AJT1ETIN

* Program of connected devices

The following communication function programs of connected devices for an AJ71E71(-S3) and

AJ71E71N can be used for communications with an E71. However, because the response speed of the
AJ71E71(-S3) and AJ71E71N is different from that of the E71, the program may not be used as is. Before
using the same program, check the operation.

Connected E71—>
Function device connected AJ71E71(-S3), E71-5AJ71E71(-S3),
uncti vice —>
A AJ71E7TIN—E71 AJ71E71N
E71 device

Communication.s using a fixed buffer o o o o
("Procedure Exist")
Communications using a random o o _ _
access buffer
Data read/write in the CPU module™’ O - - -

O: Communications allowed by using the program for an AJ71E71(-S3) and AJ71E71N on the connected device side, -: Not allowed to use
*1 Only A-compatible 1E frame commands can be used for data communications. To perform data communications using a
command other than the A-compatible 1E frame commands, create a new program.

* Program for an AJ71E71(-S3) and AJ71E71N in the own station
Because the assignment of the buffer memory areas for an E71 is different from that for an AJ71E71(-S3)
and AJ71E71N, a program for the AJ71E71(-S3) and AJ71E71N cannot be used for an E71. Create a new

program by referring to chapters that explain each function.

* Program using an 1/O signal

Programs cannot be used together with parameter settings on the programming tool.
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(b) QE71(N)

Program of connected devices
Programs of the connected devices for a QE71(N) can be used for communications with the E71 except for the
following programs.

» Program for file operation-related commands

» Program to access the data link system (A QCPU (Q Mode) cannot be connected to MELSECNET (ll).)
However, because the response speed of an E71 is different from that of a QE71(N), the program may not be
used as is. Before using the same program, check the operation.

Program for a QE71(N) in the own station
When using a program for the initial process and the termination process, do not write the parameters of the
E71 (network parameters) set on the programming tool to the LCPU. Note the following when not using the
parameters of an E71 set on the programming tool.
+ Because a QE71(N) operates with all of its communication condition setting switches off, set the
communication conditions using the reinitialization process.
* When MELSOFT products (such as a programming tool) are directly connected to an E71, the MELSOFT
products (such as a programming tool) cannot access an LCPU.
To set the parameters of an E71 using the programming tool, delete the programs for the initial process and the
termination process.
Programs for the QE71(N) in the own station can be used for communications with an E71 except for the
following programs.
» Program to access the data link system
* Program related to the EEPROM
» Connection number 8 pairing open setting
+ Parameter setting program using the EPRSET instruction
However, because the response speed of an E71 is different from that of a QE71(N), the program may not be
used as is. Before using the same program, check the operation.

Program using an I/O signal
Programs cannot be used together with parameter settings on the programming tool.

® Foran E71, set the operation mode and communication conditions using the programming tool. Settings cannot be
configured using a switch unlike QnA/A series modules. (There is no switch for settings.)

® Foran E71, after the Passive open process is executed, the open request cannot be cancelled before open completion.
After the open completion, execute the close process.
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Appendix 8 operation Image and Data Structure of
Predefined Protocol

Appendix 8.1 Operation image of each communication type of
protocol

In the predefined protocol function, communications with connected devices is performed through the communication
type "Send Only", "Receive Only", or "Send&Receive".
This section describes the operation images of each communication type.

(1) When the communication type is "Send Only"

The specified packet is sent once.

Send data

Connected
E71 _| Data | Header |—> device

The operation image of "Send Only" is as follows.

(a) When the instruction ends normally

ECPRTCL instruction N

Completion device \ P

\ |

Completion device + 1 \ \

| \
: Waiting time to send

E71

Send packet

!

Send packet

Connected device

1000304d Jo adA} uonesIUNWWOD Yyoes jo abewi uonesadQ |'g xipuaddy
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(b) When the instruction ends abnormally at TCP (timeout error)

An error has
ECPRTCL instruction N / occurred.

| The device
\ | /turns on upon

| abnormal end.

Completion device

Completion device + 1

T
Waiting time |
to send

|
<& ».
<4 \:\

|

< »
< »

E71

Send packet

¢ The packet cannot be sent or

t: TCP ULP timer |

no response is received from

Connected device the connected device.

Point/

For an error occurred when the communication ends abnormally, refer to the error code stored in the buffer memory.
("= Page 273, Section 16.7.3)
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(2) When the communication type is "Receive Only"

The receive process completes when the data received from a connected device match the receive packet

(expected packet). If they do not match, the data are discarded.

E71 Receive data 1

Not p@atched Header | Data

Receive packet
(expected packet)

Data

Receive data 2 device

' Sixteen receive packets
! can be specified.

Discarded Connected

Header | Data

Received

The operation image of "Receive Only" is as follows.

(a) When the instruction ends normally

ECPRTCL instruction —I—l

Completion device /
Completion device + 1 \
E71

Receive data

The receive data matched
the receive packet
(expected packet).

Connected device )
Receive data
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(b) When the instruction ends abnormally (timeout error)

An error has
ECPRTCL instruction & occurred.

—

i The device

turns on upon
abnormal end.

Completion device

Completion device + 1

t: waiting time to receive or the time specified
by the destination alive check timer™

E71

The receive data

* did not match the ‘

receive packet
I (expected packet). l

Connected device . .
Receive data Receive data

*1 When the receive packet (expected packet) is not matched to the data by the waiting time to receive or when the
existence of a connected device cannot be checked within the time specified by the destination alive check timer (the
time calculated based on the destination existence confirmation starting interval timer value, destination existence
confirmation interval timer value, and Destination existence confirmation resending time), the instruction ends
abnormally.

Point/’

® When variables are included in receive packet (expected packet) elements, variable data are not verified.

® Receive packets (expected packets) can be specified up to 16.

® When multiple receive packets (expected packets) are specified, the received data are verified with the registered receive
packet (expected packet) in order of registration. When the receive packet (expected packet) is matched to the data, the
receive process is completed. The following verification is not performed.

® The receive packet number which is matched in the verification is stored in the control data of the ECPRTCL instruction
and the buffer memory.

@ For the error occurred when the communication ends abnormally, refer to the error code stored in the buffer memory.
({_Z" Page 273, Section 16.7.3)
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(3) When the communication type is "Send&Receive"

When the packet is sent once and the sending completes normally, the status of the E71 changes to the receive

wait status. The process completes when the data received from a connected device match the receive packet
(expected packet) and the receive process is performed.

E71 Send data

Data Header

Receive data 1

) Not matched <_| Header | Data
Receive packet

Connected
device

k
(expected packet) Discarded

Data Receive data 2

|-

T LTS ToTomem s osom - ' Matched Header | Data

' Sixteen receive packets
! can be specified.

________________________ i

Received

The operation image of "Send&Receive" is as follows.

(a) When the instruction ends normally

ECPRTCL instruction N

\

Completion device

|

Completion device + 1 ; \ \
— —
i Waiting time | Waiting time
| tosend ! to receive
E71 | .
; Send packet Receive data
3 ! The receive data matched
the receive packet
(expected packet).
Connected device .
Send packet Receive data
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ECPRTCL instruction

ECPRTCL instruction

(b) When the instruction ends abnormally (timeout error at sending)

X An error has occurred.

Completion device

Completion device + 1

[ 1

The device turns on
|_| upon abnormal end.

E71

to send

Connected device

t: TCP ULP timer :
Send packet ‘

The packet cannot be
sent or no response is
received from the

T

I Discarded

connected device.

N

Receive data

(c) When the instruction ends abnormally (timeout error of waiting time to receive)

An error has
X occurred.

Completion device

Completion device + 1

\

[

\

| X The device

|—| turns on upon

\

E71

T
Waiting time

to send

t: waiting time to receive or the time
specified by the destination alive check timer'1k

abnormal end.
i
|
|
|
|
|

|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
| |
| |
| &
| I
| |

Connected device

»

Send packet

4
I

4
I

Send packet

344

Receive data

Receive data

The receive data did not
match the receive packet
(expected packet).

*1 When the receive packet (expected packet) is not matched to the data by the waiting time to receive or when the
existence of a connected device cannot be checked within the time specified by the destination alive check timer (the
time calculated based on the destination existence confirmation starting interval timer value, destination existence
confirmation interval timer value, and Destination existence confirmation resending time), the instruction ends

abnormally.

Point/’

For the error occurred when the communication ends abnormally, refer to the error code stored in the buffer memory.
(I_" Page 273, Section 16.7.3)




Appendix 8.2

APPENDICES

Verification operation of receive packet

This section describes the verification operation for a receive packet (expected packet) when the E71 communicates

with a connected device with protocols whose communication type includes receiving.

(1) When received data are matched to a receive packet (expected packet)

The receive process is completed when the receive data are compared with the receive packet (expected

packet), and they are matched.

Receive packet
(expected packet)

Matched

Receive data

= Received

(2) When multiple receive packets (expected packets) are specified

The predefined protocol support function enables to register up to 16 receive packets (expected packets).

When the data are received, the registered receive packet (expected packet) is verified in order of registration.

When the receive packet (expected packet) is matched to the data, the receive process is completed.

Receive packets

(expected packets) No.1 No.2 No.3 No.16
_—
' ' Sixteen receive
Not matched I Matched packets can be
‘ ‘ registered.
=== mmm—m—— === mmm—m———y >
Receive data E —p —> = Received

(3) When received data are not matched to all receive packets (expected packets)

The received data are discarded.

Receive packets
(expected packets)

-

Receive data i >

,,,,,,,,,,,,,

No.16

When sixteen
receive packets

t
4

were registered

Not matched

= Discarded
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Appendix 8.3  Data examples of packet elements

This section describes the procedures for the processing and practical data examples of each element placed in a
packet.

(1) Length

(a) Procedures
The E71 processes a Length element as follows.

[When sending] Data flow
Forward direction
Connected device
30H
31H > "3210" > "0123"
32H EIEEREN
Length calculating result 33H
Reverse direction
Conversion to 33H
A ASCI! 32H » "0123" » "3210"
exadecimal )
31H | 30n | 31u | 320 | 334 |
"0"(30H)
30H
"1"(31H) —
2'(32+) Byte swap
"3"(33H) ~
31H
30H > "2301" > "1032"
33n EJENEREND
32H
[When receiving] Data flow

Forward direction Length calculation result

30H Conversion from ASCII hexadecimal to binary

31H
- | o123 |

33H
Connected device m@

Reverse direction

33H

33H 324 | 311 | 30H —  "3210" 3210H
s

30H

—

v

"0123"

Byte swap
31H

30H
” — "1032" 1032H
H

32H
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(b) Data flow

Data Flow is used to specify the order of send data and receive data.

"Forward Direction (Upper Byte—Lower Byte)", "Reverse Direction (Lower Byte—Upper Byte)", and "Byte
Swap (by Word)" can be used as the Data Flow.

» Forward Direction and Reverse Direction: Available when the Data Length is 2 bytes or more.

» Byte Swap: Available only when the Data Length is 4 bytes.

(c) Calculating range for the length

The following shows the specification examples of calculating range for the length.

Packet Packet Packet Packet Packet Packet
element 1 y element 2 N element 3 L L element 30 L element 31 L element 32 N
Packet format Static data Length Nop-converswn ------ Static data Static data Static data
variable
Calculating
range for
the length
Example 1 < »
Example 2 Calculating range for the length >

Calculating range for the length

A4

Example 3 «

Example 1) Calculating range when its start is 3 and end is 3
Example 2) Calculating range when its start is 3 and end is 30
Example 3) Calculating range when its start is 1 and end is 32
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(2) Non-conversion Variable

(a) Procedures
The E71 processes a Non-conversion Variable element as follows.

When the setting for "Unit of Stored Data" is "Lower Byte + Upper Byte"
* When the data length of a send packet is an odd number, the upper byte (lower byte for "Byte Swap") of

the last device is not sent.
+ When the data length of a receive packet is an odd number, the last data is stored with one byte of 00y.

El When sending data whose length is an odd number

Send dat Connected
(Word)  Specified device No byte swap end data > device
Data length storage area  + 0 0005+ D)S(l 05H | 04H | 03H | 02H | 01H |
Data storage area +1 0201H 1
Data are not sent.
+2 0403H 1
+3 0605+ [psa(| o6n | 031 | 04n | 0tn | 02v |
Byte swap
El When receiving data whose length is an odd number
(Word)  Specified device ~ No byte swap
Data length storage area + 0 00051
Data storage area +1 02011
+2 0403H Connepted
< Send data device
+3 0005H

Receiving | | 01w | 02+ | 031 | 04n | 05n |

(Word) Specified device Byte swap

Data length storage area + 0 00051
Data storage area +1 01021
+2 0304H
+3 0500H

When the setting for "Unit of Stored Data" is "Lower Bytes Only"
» Twice the size of the data length is occupied.
For the upper data, the E71 ignores the data at sending and adds 00y to the data at receiving.

348



APPENDICES

(3) Non-verified Reception

The following shows the usage example for a Non-verified Reception element.

- Example of a packet format of the connected device

Necessary information for users

/ Variable number of
[— 1byte —»— 2bytes 4 »4— 2 bytes —P4¢—— 5 bytes —P¢—— 5 bytes —pt¢— characters —p4— 1byte —Pp|
Identification Country Manufacturer Product
STX code code code code EXT
< Reading data »
\ J
When the information is unnecessary
for users and the data
(including the number of characters)
Non-verified reception is are variable
set in the elements.
- Example of a packet setting
[— 2 bytes —P— 2 bytes —P¢ Variable number of characters P 1 byte —P|
Static data Non:lcaor?;/;;smn Non-verified reception (variable number of characters) Static data

Setting the packet format as above and setting the "Non-verified Reception" enable the followings.
* Only necessary information can be stored in a device of the CPU module or the buffer memory.
» Only one protocol (packet) is required even when the data that may change in each communication are
included in the receive packet.
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Appendix 9 sample Program on the Connected Device

Side

350

The following shows a sample program for the connected device on the same Ethernet network as the E71. Each
program example describes only the minimum programming that is required to perform a communication test. Change
the IP address, port number and other values according to the system configuration used. Other processes such as a

process performed upon an error can be added.

(1) Receive process of the connected device

A receive processing example on the connected device side is shown below.

(Communication process on the connected device)

‘ Request message/send process

Y

‘ Response message/receive process

Is the TCP connection open? The TCP connection is closed.

Receive the remaining
response messages.

Were the data
received within the monitoring

Timeout of the monitoring timer value

timer value?

The received data size
is insufficient.

Check the received data size.

If the response message to
the next request has been
Response message process received

Have all the received messages
been processed?

y

( ) (

Error process )

Point/’

For Ethernet communications, the TCP socket functions are used inside the personal computer. However, these functions
do not have any limit. Therefore, when the "send" function is executed once to transmit data, the receiving side needs to
execute the "recv" function once or more to read the data ("send" and "recv" are not proportional to 1:1 execution). For this

reason, the receive process above is required.




APPENDICES

(2) When the receive process of the connected device is not supported
When the receive process of the connected device is not the one shown in (1), the following may occur when
"Enable TCP Maximum Segment Size Option transmission" is set for communications.
* When batch reading is executed from the connected device using the MC protocol, data cannot be normally
read.
 After replacing the E71 (which does not support the TCP Maximum Segment Size Option transmission
function) with the alternative module supporting the function, data cannot be normally read.
« Even though the value in Received TCP packet count (Address: 1B8y and 1B9) in the buffer memory was

changed, data cannot be received.

If these errors occur, select "Disable TCP Maximum Segment Size Option transmission”.
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Appendix 9.1  when Visual C++R).NET is used

352

This section describes the program execution environment, data communication details, and a sample program for

when Visual C++® NET is used on the program of a connected device.

(1) Execution environment of the program example

(a) CPU module side

Item Description
A model name of the LCPU in the E71-connected station LO2CPU
E71 1/0 signal X/Y00 to X/Y1F
E71 IP address C0.00.01.FDy (192.00.01.253)
E71 port number 2000

Ethernet operation .
) Refer to Page 353, Appendix 9.1 (3) (a).
Programming tool setting setting

Open setting Refer to Page 353, Appendix 9.1 (3) (b).

(b) Connected device side

Item Description

Microsoft® Windows® XP Professional Operating System

Operation environment
Ver.2002 Service Pack2

Ethernet interface board model name WINSOCK compatible board

Library to link WSOCK32.LIB

Visual C++® NET 2003 manufactured by Microsoft®

Software development environment )
Corporation

This setting is not required because the ARP function can be
MAC address

used.
IP address Received upon an Active open
Port number Received upon an Active open

(c) Communication protocol
TCP/IP is used.

(2) Outline of the program example

(a) Program on the CPU module side

Because parameters are set on the programming tool, no program is required.

(b) Program on the connected device side
Read/write data from/to the CPU module using the library described above.
* Write in word units (for five points from DO to D4)
* Read in word units (for five points from DO to D4)



APPENDICES

(3) Programming tool setting

Set the parameters using the programming tool as shown below.

(a) Ethernet operation setting

Ethernet Operation Setting PS_<

Communication Data Code Initial Tiring
B Cod Do not wait for OPEM (Communications
My (1S impossible ak STOP time)
&+ asCII Code = Always wait For OPEN {Communication
possible at STOP time)
IP Address Setting Send Frame Setting
Input Format |DEC - + Ethernetiyz.0)
1P Address | 132 0 255 | reeesozs
I Enable Cnline Change TCP Existence Confirmation Setting
+ Use the Keepalive
" Use the Ping
End Cancel

(b) Open setting

etwork Parameter Ethernet Open Se

IP Address/Part Mo, Input Formak HEX A
Fixed Buffer Pairing Existence  |Host Station Destination Destination
s tIpen System e Gl Communication Open Confirmation | Pork fa. IP Address Port Ma.
1 |Tce * |Unpassive - |Send + |Procedure Exist - |Disable = Mo Confirm - 2000
2 - - - - - -
3 - - -~ - -~ -
4 - - - - - -
5 - - - - - -
5 - - -~ - -~ -
> >
= - - - - - hd © ©
8 - - - - - - T T
g - - - - ~ - e e
>3 3
10 - - - - - - Q Q
11 - - - - - - X X
12 - - -~ - -~ - © ©
13 - - - - - - S
1 = = = = = = )
s 5 5 > 5 > 5 23
16 - - - - - - oS
S o
=3
@ o
S Q
L
(*) IP Address and Port Mo, will be displayed by the selected Format., (@)
Please enter the value according to the selected number. +
+
End Cancel
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(4) Sample program on the connected device side

The program example of the connected device accessing the LO2CPU in the E71-connected station is described.

When this program is executed, the contents of the following communication messages are displayed in order:

« Batch write command message in word units

« Batch write response message in word units

» Batch read command message in word units

» Batch read response message in word units

@ The following is an outline of how to compile a program created using Microsoft® Corporation Visual C++® .NET.

Start Visual C++®.NET.

Create a project. From [File]>[New]—[Project], select ".NET" in "Project Types" and "Empty Project" in
"Templates", and set the project name (e.g. AJSSAMP) and location.

Create a source file. Open Solution Explorer. Then right-click Source Files and select [Add]—[Add New Item]. Set
the file name (e.g. AJSAMP.cpp) and location, and create a program according to the program example.

From the project setting window, get WSOCK32.LIB linked. Open Solution Explorer. Then right-click the project
name (AJSAMP) and select [Properties]—[Configuration Properties]—[Linker]>[Command Line]. Type
WSOCK32.LIB in Additional Options and press the OK button.

On the Build menu, click Build Solution to create an execution file (AJSAMP.EXE).

Exit Visual C++®.NET.
Execute AJSAMP.EXE.

® The following is an outline of how to implement a socket routine call.

(Communications) send(

Start
(Socket created) soiet()
(Bind) bind()
Passive open l Active open UDP
l l
(Open) listen() connect()
accipt()

}

+—F

v
/recv() sendto()/recvfrom()

)

l:

(Sending/reception disabled) shutdown()
(Close) closesocket
Completed
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/** Sample program (program name: AJSAMP.CPP) **/
/** **/

/** This program is a sample program to conduct a **/

[** connection test between the E71 and target device. **/
/** This program accesses the data register (D) of **/

[** the PLC CPU installed together with the E71 **/

/** **/

[** Copyright(C) 2005 Mitsubishi Electric Corporation **/
/** All Rights Reserved **/

#include <stdio.h>
#include <winsock.h>

#define FLAG_OFF 0 /I Completion flag OFF
#define FLAG_ON 1 /I Completion flag ON
#define SOCK_OK 0 // Normal completion
#define SOCK_NG -1 /I Abnormal completion
#define BUF_SIZE 4096 /I Receive buffer size

#define ERROR_INITIAL
#define ERROR_SOCKET
#define ERROR_BIND // Bind error
#define ERROR_CONNECT /I Connection error

0 /I Initial error
1
2
3
#define ERROR_SEND 4 // Send error
5
6
7

/I Socket creation error

#define ERROR_RECEIVE /I Receive error
#define ERROR_SHUTDOWN /I Shutdown error

#define ERROR_CLOSE /I Line close error g>§
@ @
2a

/IDefinitions for checking the receiving sizes el

/#define RECV_ANS_1 4 // Receiving size of response message in reply to device write (1E frame) é‘g

#define RECV_ANS 1 22 // Receiving size of response message in reply to device write (3E frame) g%

/#define RECV_ANS_2 24 // Receiving size of response message in reply to device read (1E frame) %%

#define RECV_ANS_2 42 // Receiving size of response message in reply to device read (3E frame) £8
@

typedef struct sck_inf{ i

struct in_addr my_addr;

unsigned short my_port;

struct in_addr aj_addr;

unsigned short aj_port;
}sck_inf;
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int nErrorStatus;
int Dmykeyin;
int Closeflag;

int socketno;

int main()

{
WORD wVersionRequested=MAKEWORD(1,1);
WSADATA wsaData;
int length;

unsigned char s_buf[BUF_SIZE];
unsigned char r_buf[BUF_SIZE];
int rbuf_idx;

int recv_size;

struct sck_inf sc;

struct sockaddr_in hostdata;
struct sockaddr_in aj71e71;

void Sockerror(int);

unsigned long ulCmdArg ;

sc.my_addr.s_addr=htonl(INADDR_ANY);
sc.my_port=htons(0);
sc.aj_addr.s_addr=inet_addr("192.0.1.253");
sc.aj_port=htons(0x2000);

Closeflag=FLAG_OFF;
nErrorStatus=WSAStartup(wVersionRequested,&wsaData);
if(nErrorStatus!=SOCK_OK) {

Sockerror(ERROR _INITIAL);
return(SOCK_NG);

}

/I Error information storage variable
/ Dummy key input
/I Connection completion flag

/ Winsock Ver 1.1 request

/I Communication data length

[/l Send buffer

/I Receive buffer

// Receive data storage head index
/I Number of receive data

/I External device side data

[ E71 side data

/l Error handling function

/I Non-blocking mode setting flag

/I External device side IP address

/I External device side port number
/[ E71 side IP address (CO0001FDH)
/I E71 side port number

/I Connection completion flag off

/I Winsock Initial processing

/Il Error handling

printf("Winsock Version is %ld.%Ild\n",HIBYTE(wsaData.wVersion), LOBYTE(wsaData.wVersion));

printf("AJ_test Start\n");
socketno=socket(AF_INET,SOCK_STREAM,0);
if(socketno==INVALID_SOCKET)X

Sockerror(ERROR_SOCKET);
return(SOCK_NG);
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hostdata.sin_family=AF_INET;
hostdata.sin_port=sc.my_port;
hostdata.sin_addr.s_addr=sc.my_addr.s_addr;

if(bind(socketno,(LPSOCKADDR)&hostdata,sizeof(hostdata))!=SOCK_OK){
// Bind
Sockerror(ERROR_BIND); // Error handling
return(SOCK_NG);

}

aj71e71.sin_family=AF_INET;
aj71e71.sin_port=sc.aj_port;
aj71e71.sin_addr.s_addr=sc.aj_addr.s_addr;

if(connect(socketno,(LPSOCKADDR)&aj71e71,sizeof(aj71e71))!I=SOCK_OK){
I/l Connection (Active open)
Sockerror(ERROR_CONNECT); // Error handling
return(SOCK_NG);

}
Closeflag=FLAG_ON; /I Connection completion flag ON
/I Set to non-blocking mode

ulCmdArg = 1;

ioctlsocket(socketno, FIONBIO, &ulCmdArg); /I Set to non-blocking mode

/I strcpy((char *)(s_buf), "03FF000A4420000000000500112233445566778899AA");
// DO to D4 batch write request (1E frame)
strepy((char *)(s_buf),"500000FFO03FF00002C000A14010000D

> >
*0000000005112233445566778899AA"); B8
// DO to D4 batch write request (3E frame) éé
© ©
length = strlen((char *)(s_buf)); = %",’
3o
if(send(socketno, (char *)(s_buf), length, 0) == SOCKET_ERROR) { 2%
/I Data sending 58
Sockerror(ERROR_SEND); // Error handling o
1

return (SOCK_NG);

}
printf("\n send data\n%s\n",s_buf);

Pasn sI 13N '(y)

apIg 821A8( PelosuU0) 8y} Uo wel

357



/I Perform receiving size check and receiving processing simultaneously

rbuf_idx = 0; /I Receive data storage head index initialization
recv_size = 0; /I Initialize the number of receive data
while(1) {

length = recv(socketno, (char*) (&r_buf[rbuf_idx]), (BUF_SIZE - rbuf_idx), 0);
/I Response data receiving
if(length == 0) { // Is connection cut off?
Sockerror(ERROR_RECEIVE); /I Error handling
return (SOCK_NG);

}

if(length == SOCKET_ERROR) {
nErrorStatus = WSAGetLastError();
if(nErrorStatus '= WSAEWOULDBLOCK) {

Sockerror(ERROR_RECEIVE); /I Error handling
return (SOCK_NG);
}else {
continue; /I Repeat until messages are received
}
}else{
rbuf_idx += length; /I Update the receive data storage
/] position
recv_size += length; /I Update the number of receive data
if(recv_size >= RECV_ANS_1) /I Have all response messages been
/l received?
break; /I Stop repeating as messages have
/l been received
}
}
r_buf[rbuf_idx] ="0"; /I Set NULL at the end of receive data

printf("\n receive data\n%s\n",r_buf);

Il strepy((char *)(s_buf), "01FFO00A4420000000000500");  // DO to D4 batch read request
/I (1E frame)
strepy((char *)(s_buf), "500000FF03FF000018000A04010000D*0000000005");
/I DO to D4 batch read request
/I (3E frame)

length = strlen((char *)(s_buf));
if(send(socketno, (char *)(s_buf), length, 0) == SOCKET_ERROR) {
/I Data sending
Sockerror(ERROR_SEND); /I Error handling
return (SOCK_NG);

}
printf("\n send data\n%s\n",s_buf);
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/I Perform receiving size check and receiving processing simultaneously

rbuf_idx = 0;

recv_size = 0; // Initialize the number of receive data

while(1) {

/I Receive data storage head index
/l'initialization

length = recv(socketno, (char*)(&r_buf[rbuf_idx]), (BUF_SIZE - rbuf_idx), 0);

if(length == 0) {
Sockerror(ERROR_RECEIVE);
return (SOCK_NG);

}

if(length == SOCKET_ERROR) {
nErrorStatus = WSAGetLastError();

if(nErrorStatus '= WSAEWOULDBLOCK) {

Sockerror(ERROR_RECEIVE);
return (SOCK_NG);

} else {
continue;
}
}else {

rbuf_idx += length;

recv_size += length;
if(recv_size >= RECV_ANS_2)

break;

}

}

r_buf[rbuf_idx] = "\0';

printf("\receive data\n%s\n", r_buf);
if(shutdown(socketno,2)!=SOCK_OK){

Sockerror(ERROR_SHUTDOWN);
return(SOCK_NG);
}
if(closesocket(socketno)!=SOCK_OK)
Sockerror(ERROR_CLOSE);
return(SOCK_NG);

}

Closeflag=FLAG_OFF;
WSACIleanup();

printf("\nAJ_test End.\n\n Normally completed. \n");
printf("Press any key to exit the program.\n");
Dmykeyin=getchar(); // Wait for key input
return(SOCK_OK);

/I Response data receiving
/l'Is connection cut off?
/I Error handling

/I Error handling
/I Repeat until messages are received

/I Update the receive data storage

/I position

/I Update the number of receive data
/l Have all response messages been
/I received?

/I Stop repeating as messages have
/I been received

/I Set NULL at the end of receive data

/I Processing to disable
/I sending/receiving
/I Error handling

/I Close processing
/I Error handling

/I Connection completion flag off
/I Release Winsock.DLL
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void Sockerror(int error_kind) // Error handling function
{
if(error_kind==ERROR_INITIAL)X
printf("Initial processing is abnormal.");
}
else{
nErrorStatus=WSAGetLastError();
switch(error_kind){
case ERROR_SOCKET:
printf("Failed to create socket.");
break;
case ERROR_BIND:
printf("Failed to bind.");
break;
case ERROR_CONNECT:
printf("Failed to establish connection.");
break;
case ERROR_SEND:
printf("Sending failed.");
break;
case ERROR_RECEIVE:
printf("Receiving failed.");
break;
case ERROR_SHUTDOWN:
printf("Failed to shutdown.");
break;
case ERROR_CLOSE:
printf("Failed to close normally.");
break;

}
}

printf("Error code is %d.\n", nErrorStatus);
if(Closeflag==FLAG_ON){

nErrorStatus=shutdown(socketno,?2); /I Shutdown processing
nErrorStatus=closesocket(socketno); /I Close processing
Closeflag=FLAG_OFF; /I Connection completion flag off

}

printf("Press any key to exit the program.\n");

Dmykeyin=getchar(); /I Wait for a key input

WSACIleanup(); /l Release Winsock.DLL

return;

}
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Appendix 9.2  when Visual Basic®.NET is used

This section describes the program execution environment, data communication details, and a sample program for

when Visual Basic® .NET is used on the program of the connected device.

(1) Execution environment of the program example

(a) CPU module side

Item Description
A model name of the LCPU in the E71-connected station LO2CPU
E71 1/O signal X/Y0O0 to X/Y1F
E71 IP address C0.00.01.FDy (192.00.01.253)
E71 port number 2000y

Ethernet operation )
) Refer to Page 362, Appendix 9.2 (3) (a).
Programming tool setting setting

Open setting Refer to Page 362, Appendix 9.2 (3) (b).

(b) Connected device side

Item Description

Microsoft® Windows® XP Professional Operating System

Operation environment
Ver.2002 Service Pack2

Ethernet interface board model name WINSOCK compatible board

Visual Basic®.NET 2003 manufactured by Microsoft®

Software development environment ]
Corporation

This setting is not required because the ARP function can be
MAC address

used.
IP address An arbitrary number is assigned.
Port number An arbitrary number is assigned.

(c) Communication protocol
TCP/IP is used.

olseq [ensiA UsUp) g 6 Xipuaddy
boid s|dwes g xipuaddy

(2) Outline of the program example

(a) Program on the CPU module side

Because parameters are set on the programming tool, no program is required.
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(b) Program on the connected device side
Data (DO to D4) in the CPU module are read out.
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(3) Programming tool setting

Set the parameters using the programming tool as shown below.

(a) Ethernet operation setting

Ethernet Operation Setting |§
— Communication Data Code Initial Tiring
 Ei Cod Do niok wait For OPEM {Communications
My (1S impossible ak STOP time)
{* ASCII Code 5 Always wait For OPEM {Communication
possible at STOP time)
~IP Address Setting Send Frame Setking —
Input Format IDEC VI ¢ Ethernet{vz.0)
1P Address | 192] o] | 2s3)) | ¢ reeesnza
I Enable Orline Change TCP Existence Confirmation Setting —
% s the Keepalive
" Use the Ping
End Cancel

(b) Open setting

etwork Parameter Ethernet Open Se

IP Address/Port Mo, Input Formak HE™x -

el e v

Procedure Exist v 2000

\
I
| -]
[ -l
I
| -]

4

la [ -]

(*) IP Address and Port Mo. will be displayed by the selected Format.
Please enter the walue according o the selected number,

End Cancel
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(4) Sample program on the connected device side

The program example of the connected device accessing the LO2CPU in the E71-connected station is described.

In this program, data of DO to D4 (five points) in the LO2CPU in the E71-connected station are read with an A-
compatible 1E frame command (01: Batch read in word units). The following are basic operation procedures:
» Sending a command with the line disconnected (Connect the line. After completing the connection, the E71
sends a command.)
» Reconnecting the line with it connected (Disconnect the line. After the disconnection is completed, reconnect
it.)

The following is an outline of how to compile a program created using Microsoft® Corporation Visual Basic® NET.

+ Start Visual Basic®.NET.

» Create a project. From [File]>[New]—[Project], select "Visual Basic Project" in "Project Types" and "Windows
Application" in "Templates"”, and set the project name (e.g. AJSAMP) and location.

» Create a form and a program. Use the toolbox "Button" to create the sample window shown below (Form1.vb) and
create a program referring to the sample program.

* On the Build menu, click Build Solution to create an execution file (AJSAMP.EXE).

« Exit the Visual Basic®.NET.

» Execute the AJSSAMP.EXE.

[Window example (Form 1.vb)]

Button2: Sends the A-compatible 1E frame command
(reading in units of words).

— Button3: Cut off the line.

Button5: —
Checks the connection status.

Button4: Ends the program.
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[Sample program (Form 1.vb)]

Option Strict Off
Option Explicit ON

Imports System
Imports System.Text
Imports System.Net

Friend Class Form1
Inherits System. Windows. Forms. Form
#Region "Windows Form Designer generated code"
Public Sub New()
MyBase.New()
If m_vb6FormDeflnstance Is Nothing Then
If m_InitializingDeflnstance Then
m_vb6FormDeflnstance = Me
Else
Try
‘For the start-up form, the first instance created is the default instance.
If System. Reflection. Assembly. GetExecutingAssembly. EntryPoint
.DeclaringType Is Me.GetType Then
m_vb6FormDeflnstance = Me
Endlf
Catch
End Try
End If
End If
‘ This call is required by the Windows form designer.
InitializeComponent()
End Sub
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'Form overrides dispose to clean up the component list.
Protected Overloads Overrides Sub Dispose(ByVal Disposing As Boolean)
If Disposing Then
If Not components Is Nothing Then
components.Dispose()

End If
End If
MyBase.Dispose(Disposing)
End Sub
‘Required by the Windows Form Designer.
Private components As System.ComponentModel.IContainer
Public WithEvents Command5 As System.Windows.Forms.Button
Public WithEvents Command4 As System.Windows.Forms.Button
Public WithEvents Command3 As System.Windows.Forms.Button
Public WithEvents Command2 As System.Windows.Forms.Button
Public WithEvents Command1 As System.Windows.Forms.Button
Dim Ajsock As Sockets.Socket
Private State As Boolean = False

'NOTE: The following procedure is required by the Windows Form Designer.

'It can be modified using the Windows Form Designer.

'Do not modify it using the code editor.
<System.Diagnostics.DebuggerStepThrough()> Private Sub InitializeComponent()

Me.Command5 = New System.Windows.Forms.Button

Me.Command4 = New System.Windows.Forms.Button

Me.Command3 = New System.Windows.Forms.Button

Me.Command2 = New System.Windows.Forms.Button

Me.Command1 = New System.Windows.Forms.Button

Me.SuspendLayout()

'Command5

Me.Command5.BackColor = System.Drawing.SystemColors.Control
Me.Command5.Cursor = System.Windows.Forms.Cursors.Default
Me.Command5.ForeColor = System.Drawing.SystemColors.ControlText
Me.Command5.Location = New System.Drawing.Point(64, 152)
Me.Command5.Name = "Command5"

Me.Command5.RightToLeft = System.Windows.Forms.RightToLeft.No
Me.Command5.Size = New System.Drawing.Size(72, 32)
Me.Command5.Tablndex = 4

Me.Command5.Text = "Connection status”
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Me.Command4.BackColor = System.Drawing.SystemColors.Control
Me.Command4.Cursor = System.Windows.Forms.Cursors.Default
Me.Command4.ForeColor = System.Drawing.SystemColors.Control Text
Me.Command4.Location = New System.Drawing.Point(144, 152)
Me.Command4.Name = "Command4"

Me.Command4.RightTolLeft = System.Windows.Forms.RightToLeft.No
Me.Command4.Size = New System.Drawing.Size(73, 32)
Me.Command4.Tablndex = 3

Me.Command4.Text = "Close"

'‘Command3

Me.Command3.BackColor = System.Drawing.SystemColors.Control
Me.Command3.Cursor = System.Windows.Forms.Cursors.Default
Me.Command3.ForeColor = System.Drawing.SystemColors.Control Text
Me.Command3.Location = New System.Drawing.Point(64, 96)
Me.Command3.Name = "Command3"

Me.Command3.RightToLeft = System.Windows.Forms.RightToLeft.No
Me.Command3.Size = New System.Drawing.Size(152, 33)
Me.Command3.Tablndex = 2

Me.Command3.Text = "disconnect"

‘Command2

Me.Command2.BackColor = System.Drawing.SystemColors.Control
Me.Command2.Cursor = System.Windows.Forms.Cursors.Default
Me.Command2.ForeColor = System.Drawing.SystemColors.ControlText
Me.Command2.Location = New System.Drawing.Point(64, 56)
Me.Command2.Name = "Command2"

Me.Command2.RightToLeft = System.Windows.Forms.RightToLeft.No
Me.Command2.Size = New System.Drawing.Size(152, 31)
Me.Command2.Tablndex = 1

Me.Command2.Text = "Sending a E71 command"

'‘Command1

Me.Command1.BackColor = System.Drawing.SystemColors.Control
Me.Command1.Cursor = System.Windows.Forms.Cursors.Default
Me.Command1.ForeColor = System.Drawing.SystemColors.Control Text
Me.Command1.Location = New System.Drawing.Point(64, 16)
Me.Command1.Name = "Command1"

Me.Command1.RightToLeft = System.Windows.Forms.RightToLeft.No
Me.Command1.Size = New System.Drawing.Size(152, 31)
Me.Command1.Tablndex = 0

Me.Command1.Text = "connect"



'Form1
Me.AutoScaleBaseSize = New System.Drawing.Size(5, 12)
Me.BackColor = System.Drawing.SystemColors.Control
Me.ClientSize = New System.Drawing.Size(280, 214)
Me.Controls.Add(Me.Command5)
Me.Controls.Add(Me.Command4)
Me.Controls.Add(Me.Command3)
Me.Controls.Add(Me.Command2)
Me.Controls.Add(Me.Command1)
Me.Cursor = System.Windows.Forms.Cursors.Default
Me.Location = New System.Drawing.Point(329, 189)
Me.Name = "Form1"
Me.RightToLeft = System.Windows.Forms.RightToLeft.No
Me.StartPosition = System.Windows.Forms.FormStartPosition.Manual
Me.Text = "Form1"
Me.ResumeLayout(False)
End Sub
#End Region

#Region "Upgrade Wizard support code"
Private Shared m_vb6FormDeflnstance As Form1
Private Shared m_InitializingDeflnstance As Boolean
Public Shared Property Deflnstance() As Form1
Get
If m_vb6FormDeflnstance Is Nothing OrElse m_vb6FormDeflnstance.lsDisposed Then
m_InitializingDeflnstance = True
m_vb6FormDeflnstance = New Form1()
m_InitializingDefInstance = False
End If
Deflnstance = m_vb6FormDeflnstance
End Get
Set
m_vb6FormDeflnstance = Value
End Set
End Property
#End Region
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Private Sub Command1_Click(ByVal eventSender As System.Object, ByVal eventArgs

368

As System.EventArgs) Handles Command1.Click
'‘Connect to the Ethernet interface module.
Dim sock As New Sockets.Socket(Sockets.AddressFamily.InterNetwork, _
Sockets.SocketType.Stream, Sockets.ProtocolType.Tcp)
Ajsock = sock
Dim ip As IPAddress = Dns.Resolve("192.0.1.253").AddressList(0)
Dim ipend As IPEndPoint = New IPEndPoint(ip, "8192")

Me.Ajsock.Connect(ipend)
MsgBox("Connection Completed")
State = Me.Ajsock.Connected()

End Sub

Private Sub Command2_Click(ByVal eventSender As System.Object, ByVal eventArgs
As System.EventArgs) Handles Command2.Click

Dim SData As Byte()

Dim RData(256) As Byte

'Rend DO to D4 (5 points) with the A-compatible 1E frame command.

SData = Encoding.ASCIl.GetBytes("01FF000A4420000000000500")

'Read DO to D4 (5 points) with the QnA-compatible 3E frame command.

'SData = Encoding.ASCIl.GetBytes("500000FF03FF000018000A04010000D
*0000000005")

'Send the data.

Me.Ajsock.Send(SData)

MsgBox("Send completion”, MsgBoxStyle.Information)

'Read the response from the PLC CPU.

Me.Ajsock.Receive(RData)

MsgBox(Encoding.ASCIl.GetString(RData), MsgBoxStyle.Information)
End Sub

Private Sub Command3_Click(ByVal eventSender As System.Object, ByVal eventArgs
As System.EventArgs) Handles Command3.Click
'Close the TCP (UDP) connection socket (disconnect the line).
Me.Ajsock.Shutdown(Net.Sockets.SocketShutdown.Both)
Me.Ajsock.Close()
MsgBox("The disconnection was successful", MsgBoxStyle.Information)
State = Me.Ajsock.Connected()
End Sub
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Private Sub Command4_Click(ByVal eventSender As System.Object, ByVal eventArgs
As System.EventArgs) Handles Command4.Click

'End the program.

End

End Sub

Private Sub Command5_ Click(ByVal eventSender As System.Object, ByVal eventArgs
As System.EventArgs) Handles Command5.Click
'Check the connection state.
If State Then
MsgBox("Connected")
Else
MsgBox("Closed")
End If

End Sub

End Class
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Appendix 10 checking the Serial Number, Function
Version, and MAC address

(1) Checking the serial number and function version
The serial number and function version can be checked on the rating plate or with the system monitor.
Refer to the following.
[I1 MELSEC-L CPU Module User's Manual (Hardware Design, Maintenance and Inspection)

(2) Checking the MAC address

The MAC address can be checked on the rating plate or with the Ethernet diagnostics.
For how to check the MAC address on the rating plate, refer to the following.

L1 MELSEC-L CPU Module User's Manual (Hardware Design, Maintenance and Inspection)

To use the Ethernet diagnostics, refer to Page 300, Section 16.8 in this manual.

370



APPENDICES

Appendix 11 External Dimension Diagram

This appendix provides the external dimension diagrams of an E71.
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Appendix 12 ascii code List

The following is the ASCII code table.

Higher 4 bits
Hexadecimal 0 1 2 3 4 5 6 7 8-F
Binary | 0000 | 0001 | 0010 | 0111 | 0100 | 0101 | 0110 | 0111 1000-1111
0 0000 | NUL | DLE | (SP) 0 @ P : p
1 0001 | SOH | DC1 ! 1 A Q a q
2 0010 | STX | DC2 " 2 B R b r
3 0011 | ETX | DC3 # 3 c S c s
4 0100 | EOT | Dc4 $ 4 D T d t
5 0101 | ENQ | NAK % 5 E u e u
';°;‘i’tes' 6 0110 | ACK | SYN & 6 F v f v
7 0111 | BEL | ETB ‘ 7 G w g w
8 1000 | BS | CAN ( 8 H X h x
9 1001 HT EM ) 9 | Y i y
A 1010 | LF SUB * J z j z
B 1011 | vt | Esc + : K [ k {
c 1100 | FF FS , < L \ (¥) | |
D 1101 | CR GS - = M ] m }
E 1110 | SO RS > N A n ~
F 1111 sl us / ? o} B 0 DEL

372



INDEX

0Oto9
100BASE-TX connection. . . ................. 58
100Mbpshub . . ......... .. .. 58
10BASE-Tconnection. . .. ..........cuou.... 59
10OMbpshub. . ...... . ... ... .. ... 59
AEframe .. ... o e 86

Abnormalcodes . ........... ... ... 272
A-compatible 1Eframe . .................... 86
Active open . ......... ... 75
Alive check function . ..................... 194
Always wait for OPEN (communication possible at

STOPHIME) . o oo e e e e 68
Applicable software. . . ..................... 60
Applicablesystems . . . ..................... 60
Applicationdata . .................... 133,159
ARP . . 16
ASCllcode. .. ... 372
Auto-open UDPport . ..................... 309

Dataformat . ....................... 133,158
Data receiving using an interrupt program . . . . . .. 128
Data receiving using the main program. . ... .. .. 125
Data transmissionspeed. . .. ................ 27
Dedicated instruction. . . . .................. 196
Default router IP address. . .. ............... 171
Device. . .. e 16
Differences from Ethernet modules of other series
..................................... 334
Differences in functions according to the remote
password check status (enabled/disabled) . ... .. 186
DINrailhook ......... ... .. 26
Displayunit .. ....... ... ... 244
DNS . .. 16
Do not wait for OPEN (Communications impossible
atSTOPtime) ........ ... . i 68

Basicfunctions . . .. ........ ... ... 29
Basicsetting. . ......... ... .. ... . . 66
Bendradius . . .......... i 63
Broadcast communications . ................ 141
Buffermemory .. ... ... ... 34
BUFRCV . ... 196
BUFRCVS . . ... 196
BUFSND . ... . 196

E71. 16
E71-connected station. . . ................... 16
ECPRTCL . ... . 196
E-mail function. . .. ............... ... . ..., 30
Enable onlinechange . .. ................... 67
Endcodes............. ... 268
ERRCLR . . ... . 196
Errorcodelist. . .. ... ... .. 258
ERRRD. ... ... . . 196
Ethernet diagnostics . . .. .................. 300
Ethernet operationsetting . . .. ............ ... 67
External dimension diagram. . . ... ........... 371

Cascadeconnection . .. ...........c.cu.u.... 27
CC-Link IE Controller Network, CC-Link IE Field
Network, MELSECNET/H, MELSECNET/10 relay

communications . .. ....... .. ... i 30
Checkingthe LEDs . . .. ................... 242
Checking the serial number, function version, and
MACaddress . . . ..cov i it i 370
Checking the status of the E71 with the system

MONItOr . . .. o 301
Checking with the module error collection function
..................................... 241
Class. . .o 68
CLOSE ... .. e 196
Communicationdatacode . . ................. 67
Communication procedure. . .. ............... 64
Communications using a fixed buffer. . ... ...... 120

Communications using a random access buffer . . . 154
Communications using an auto-open UDP port . . .174

Communications using data link instructions . . .. .. 30
Compliance with EMC and Low Voltage Directives. . .6
Connecting MELSOFT products and a GOT ...... 82
Connectiontarget . . ....................... 83

File transfer (FTP server) function ... .......... 30
Fixedbuffer . ........ ... .. ... .. ........ 130
Fixed buffer communication. . ... ............ 130
FTP. o 16
Fullpassive. . .. ........ .. .. 77

General specifications. . . ................... 27
GP.ECPRTCL ... ... i i e 206
Group NO. . . oo 66
GXDeveloper .. ... 16
GXWorks2 . ........ ... 16,60

HWitest ... ... 66
Handling . ........ ... ... 63
Hardwaretest. .. ........................ 333
Header ........ ... ... 133,158
How to turn off the COM.ERR.LED ........... 303
HTTP .. e et 16
Hub connection status monitor function. . .. ... .. 191




Opensystem. .. ... ... ... ... 69

I
ICMP . .. e 16
Initial process . ....... .. ... .. 311
Initial timing. . . .. ...... .. ... ... 67,68
Inputformat. . . ....... .. ... 67
Installation. . . .......... ... ... ... . . ... ... 61
Intelligent function module. . . ................ 16
Internal current consumption (5VDC) . .......... 27
Interrupt pointer setting. . .. ................ 131
Interrupt settings . . ............ ... .. ..... 132
P 16
IPaddress. . .. ... ci it e 67
IP address in use detection function. . . ... ... .. 192
IPaddresssetting .. ...................... 67
IP filter function . ... .......... ... ... ..... 175

L
Line statuscheck. ....................... 322
List of buffer memory addresses . .. ........... 35
List of dedicated instructions . . .. ............ 196
ListofI/Osignals . . . ...................... 32
LOCK PrOCESS . « « v v v e e e e 182
Logicaladdresses .. ...........c.covuiun... 167
Loopbacktest . .............. ... .. ..... 328

M
MAC address. . . .. oo i 16
Maximum segmentlength. .. ................ 27
Maximum station-to-station distance (maximum cable
length) ... ... . 63
MCprotocol. . . .. ... 16
MC protocol communications . ............... 85
MELSECNET/10 . ... ... . i 16
MELSECNET/H. . ... ... ... . . .. 16
MELSECNET/H remote I/O station ............ 16

MELSOFT application transmission port (TCP) . . . 309
MELSOFT application transmission port (UDP). . . 309

Otherfunctiona . . ....................... 169
P
Packinglist. . ... ... .. ... .. ... ... ... ... 18
Pairingopen . . ........ . ... . . 139
Parameterlist ... ........................ 65
Partnames. .. ..., 25
Passiveopen ........... ... ... . .. . . ... 77
Performance specifications. . . . ... ........ ... 27
Physicaladdresses . . .................... 167
PINGcommand. . ....................... 327
PINGtest .. ... 322
POP3. .. e 16
Port numbers used forthe E71 .. ............ 309
Predefined protocol support function . . .. ....... 17
Procedureexist. ........................ 120
Procedures before operation. . .. ............. 55
Processingtime. .. ...................... 304
Programmingtool ........................ 17
Q
QnA-compatible 3Eframe. . .. ......... ... .. 86
R
READ. . ... e 196
RECV. . . e 196
RECVS. ... .. 196
Reinitialization process. . . . ................ 315
Relevantmanuals ... ...................... 7
Remotepassword . . ..................... 181
Remote passwordcheck .................. 183
Remote password setting processes (unlock and
[OCK ProCesSes) . . . v oo e i i 182
REQ. ... e 196
RJ45connector. . . ...... ... 58
Router information. . . .................... 171
RouterIPaddress . .. ..., 173
Router relay function . . ................... 169
S

MELSOFT connection . .................... 83
Mode . ... 66
Module jointlever. . . ...................... 25
MRECV .. ... . e 196
MSEND ........ ... ... ... .. 196
MX component . ............ ... ... 16
N
Network components . . . ................... 58
Network No. .. ........ .. ... ... ..., 66
Network parameter. . .. .................... 65
Networktype........... ... ... 66
Noprocedure. . ..........couuinuennnn.. 120
Number of connectable modules . ... .......... 60
Number of occupied /O points ... ............ 27
(0]
Offline. . ... ... 66
Online. . ...t e 66
OPEN. . ... . e 196
Opensetting .. ........ ... .. ... ... 69

374

Self-diagnostictests. . . .......... ... ... ... 332
Self-loopbacktest . .................... 66,332
SEND. . ... ... e 196
Send framesetting. . . ......... ... .. ... ... 67
Setting parameters required for communications. . . 65
Shielded twisted pair cable (STP) .. ........... 58
SMTP. ... e 17
Special functions . . .. ... ... L. 30
Specifications . . . ... ... 27
SREAD. . ... . e 196
Start/ONO. . . ..o 66
StationNo. . . ... . 66
Straightcable . .. .......... ... .. ... ..., 58
Subnetaddress. . ........... ... ... 171
Subnetmask. ......... ... . . 17
Subnetmask pattern . .. .......... ... ..... 170
SWRITE. . ... e 196



System configuration. . . . ...... ... . oL, 57

T
TCP existence confirmation setting. . . ... ....... 67
TCP/IP communications . ................... 72
TeIMS © ot e 16
Transmissionmethod ...................... 27
Transmission specifications . . .. .............. 27
Troubleshooting . .. ...................... 239
Troubleshooting by symptom . . .. ............ 245

U
UDP/IP communications ... ................. 79
UINL .. 196
Unlock process. . ... oo vt i i i i i 182
UNpassiVve . .. .ooi it 77
Unshielded twisted pair cable (UTP) . . .......... 59
Use with other functions. . .. ................. 31

w
Webfunction .............. ... ... ....... 30
When using data link instructions . . ... ........ 197
WIrng . .. oo 62
WRITE. . .. ... i 196

Z
ZBUFRCVS. . . ... 224
ZNRD . .. e 196
ZNWR . 196
ZPBUFRCV. ... . 220
ZPBUFSND. .. ... ... ... .. . ... 216
ZP.CLOSE. ... ... . . e 203
ZPERRCLR. .. ... ... .. . . i 226
ZP.ERRRD. ... ... 230
ZP.OPEN. . ... . . 199
ZPUINI . .. e 233

375



REVISIONS

*The manual number is given on the bottom left of the back cover.

Print date *Manual number Revision
February 2013 | SH(NA)-081105ENG-A | First edition

June 2013 SH(NA)-081105ENG-B | Revision due to the support for data communications using the predefined

October 2014 | SH(NA)-081105ENG-C | Error correction

April 2015 SH(NA)-081105ENG-D | Revision due to the support for Receive buffer full detection signal

July 2016 SH(NA)-081105ENG-E | Revision due to the support for the IP filter function

Japanese Manual Version SH-081104-F

This manual confers no industrial property rights or any rights of any other kind, nor does it confer any patent licenses.
Mitsubishi Electric Corporation cannot be held responsible for any problems involving industrial property rights which may

occur as a result of using the contents noted in this manual.

© 2013 MITSUBISHI ELECTRIC CORPORATION

376



WARRANTY

Please confirm the following product warranty details before using this product.

1. Gratis Warranty Term and Gratis Warranty Range

If any faults or defects (hereinafter "Failure") found to be the responsibility of Mitsubishi occurs during use of the product

within the gratis warranty term, the product shall be repaired at no cost via the sales representative or Mitsubishi Service

Company.

However, if repairs are required onsite at domestic or overseas location, expenses to send an engineer will be solely at

the customer's discretion. Mitsubishi shall not be held responsible for any re-commissioning, maintenance, or testing

on-site that involves replacement of the failed module.

[Gratis Warranty Term]

The gratis warranty term of the product shall be for one year after the date of purchase or delivery to a designated place.

Note that after manufacture and shipment from Mitsubishi, the maximum distribution period shall be six (6) months, and

the longest gratis warranty term after manufacturing shall be eighteen (18) months. The gratis warranty term of repair

parts shall not exceed the gratis warranty term before repairs.

[Gratis Warranty Range]

(1) The range shall be limited to normal use within the usage state, usage methods and usage environment, etc., which
follow the conditions and precautions, etc., given in the instruction manual, user's manual and caution labels on the
product.

(2) Even within the gratis warranty term, repairs shall be charged for in the following cases.

1. Failure occurring from inappropriate storage or handling, carelessness or negligence by the user. Failure caused
by the user's hardware or software design.

2. Failure caused by unapproved modifications, etc., to the product by the user.

3. When the Mitsubishi product is assembled into a user's device, Failure that could have been avoided if functions
or structures, judged as necessary in the legal safety measures the user's device is subject to or as necessary by
industry standards, had been provided.

4. Failure that could have been avoided if consumable parts (battery, backlight, fuse, etc.) designated in the
instruction manual had been correctly serviced or replaced.

5. Failure caused by external irresistible forces such as fires or abnormal voltages, and Failure caused by force
majeure such as earthquakes, lightning, wind and water damage.

6. Failure caused by reasons unpredictable by scientific technology standards at time of shipment from Mitsubishi.

7. Any other failure found not to be the responsibility of Mitsubishi or that admitted not to be so by the user.

2. Onerous repair term after discontinuation of production
(1) Mitsubishi shall accept onerous product repairs for seven (7) years after production of the product is discontinued.
Discontinuation of production shall be notified with Mitsubishi Technical Bulletins, etc.
(2) Product supply (including repair parts) is not available after production is discontinued.
3. Overseas service

Overseas, repairs shall be accepted by Mitsubishi's local overseas FA Center. Note that the repair conditions at each FA
Center may differ.

4. Exclusion of loss in opportunity and secondary loss from warranty liability
Regardless of the gratis warranty term, Mitsubishi shall not be liable for compensation to:
(1) Damages caused by any cause found not to be the responsibility of Mitsubishi.
(2) Loss in opportunity, lost profits incurred to the user by Failures of Mitsubishi products.
(3) Special damages and secondary damages whether foreseeable or not, compensation for accidents, and
compensation for damages to products other than Mitsubishi products.
(4) Replacement by the user, maintenance of on-site equipment, start-up test run and other tasks.

5. Changes in product specifications
The specifications given in the catalogs, manuals or technical documents are subject to change without prior notice.
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TRADEMARKS

Microsoft, Microsoft Access, Excel, SQL Server, Visual Basic, Visual C++, Visual Studio, Windows, Windows NT,
Windows Server, Windows Vista, and Windows XP are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

Ethernet is a registered trademark of Fuji Xerox Corporation in Japan.

The company names, system names and product names mentioned in this manual are either registered trademarks or

trademarks of their respective companies.

In some cases, trademark symbols such as '™ or *®" are not specified in this manual.
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